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Compact GuardLogix 5370 Controllers User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: |dentifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P>

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> B>

The following icon may appear in the text of this document.

Identifies information that is useful and can help to make a process easier to do or easier to understand.

©

N
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Preface

About This Publication

This manual describes the necessary tasks to install, configure, program, and
operate a Compact GuardLogix® 5370 controller. This manual is intended for

Download Firmware, AOP,
EDS, and Other Files

automation engineers and control system developers.

Compact GuardLogix 5370 controllers are designed to provide solutions for
small and medium-sized applications.

Download firmware, associated files (such as AOP, EDS, and DTM), and access
product release notes from the Product Compatibility and Download Center at

rok.auto/pcdc.

Summary of Changes This publication contains the following new or updated information. This list
includes substantive updates only and is not intended to reflect all changes.
Topic Page
Removed installation information, see the Compact GuardLogix 5370 Controllers N/A
Installation Instructions, publication 1769-IN024
Terminology This table defines terms that are used in this manual.

Abbreviation Full Term Definition

Too2 One Out of Two Refers to the behavioral design of a multi-processor safety system.

CIP™ Common Industrial Protacol A communication protocol that is designed for industrial automation applications.

CIP Safety™ Common Industrial Protocol - Safety Certified | SIL 3/PLe-rated version of CIP.

0C Diagnostic Coverage The ratio of the detected failure rate to the total failure rate.

DLR Device Level Ring ﬁ communication protocol that allows multi-port EtherNet/IP™ devices to operate in ring

opologies.
EN European Norm The official European standard.
An instruction that retrieves specified controller-status information and places it in a

GSV Get System Value destination tag.

- Multicast The transmission of information from one sender to multiple receivers.

NAT Network Address Translation The translation of an Internet Protocol (IP) address to another IP address on another network.

PFD Probability of a dangerous failure on demand | The average probability of a system to fail to perform its design function on demand.

PFH ﬁ\éirrage frequency of a dangerous failure per The average frequency of a system to have a dangerous failure occur per hour.

PL Performance Level IS0 13849-1 safety rating.

RPI Requested Packet Interval The expected rate in time for production of data when communicated over a network.

SNN Safety Network Number A unique number that identifies a section of a safety network.

SSV Set System Value An instruction that sets controller system data.

- Standard An object, task, tag, program, or component in your project that is not a safety-related item.

- Unicast The transmission of information from one sender to one receiver.
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Preface

Additional Resources

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

Compact GuardLogix 5370 Controllers Installation Instructions, publication
1769-IN024

Provides information on how to install, mount, and connect Compact GuardLogix controllers
to a network.

CompactLogix System Selection Guide, publication 1769-SG001

Describes information about products that are used in a CompactLogix™ control system to
assist you in the design of a control solution.

CompactLogix Controllers Specifications Technical Data, publication
1769-TD005

Provides controller specifications for all CompactLogix controllers.

GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems Safety
Reference Manual, publication 1756-RM099

Provides information on safety application requirements for GuardLogix 5570 and Compact
GuardLogix 5370 controllers in Studio 5000 Logix Designer® applications.

CompactLogix 5370 L1 Controllers Installation Instructions, publication
1769-IN029

Provides information on how to install, mount, and connect CompactLogix 5370 L1 controllers
to a network.

CompactLogix 5370 L2 Controllers Installation Instructions, publication
1769-IN090

Provides information on how to install, mount, and connect CompactLogix 5370 L2
controllers to a network.

CompactLogix 5370 L3 Controllers Installation Instructions, publication
1769-IN023

Provides information on how to install, mount, and connect CompactLogix 5370 L3
controllers to a network.

Armor Compact GuardLogix Controllers Installation Instructions, publication_
1769-IN022

Provides information on how to install, mount, and connect Armor™ Compact GuardLogix
controllers to a network.

Compact I/0 Modules Installation Instructions, publication 1763-IN088

Describes how to install 1769 Compact /0™ modules with any Compact GuardLogix
controller.

Compact I/0 Modules Specifications, publication 1763-TD006

Provides specifications for Compact /0 modules.

Compact I/0 Expansion Power Supplies Installation Instructions,
publication 1769-IN028

Describes how to wire the 1763 Compact 1/0 power supply.

Compact I/0 DeviceNet Scanner Module Installation Instructions, publication
1769-INCG0

Describes how to install the Compact 1/0 DeviceNet™ Scanner module.

1769-SDN DeviceNet Scanner Module User Manual, publication 1769-UM009

Describes how to use the 1769-SDN scanner module with Compact GuardLogix controllers.

Compact High-speed Counter Module User Manual, publication 1769-UM006

Describes high-speed counter operation for standalone 1769-HSC module when used with
Compact GuardLogix controllers.

Logix 5000 Controllers Design Considerations Reference Manual, publication
1756-RM094

Provides advanced users with guidelines for system optimization and with system
information to guide system design choices.

Logix 5000 Controllers Common Procedures Programming Manual,
publication 1756-PM001

Guides all user levels in projects development for Logix 5000™ controllers and provides links
to individual guides for information on topics, such as import/export, messages, security,
and programming in different languages.

Logix Controllers Instructions Reference Manual, publication 1756-RM009

Provides information on the Logix 5000 instruction set that includes general, motion, and
process instructions.

Logix 5000 Contraollers Process Control/Drives Instruction Set Reference
Manual, publication 1756-RM006

Details how to program the controller for process applications.

Execution Time and Memory Use for Logix 5000 Controller Instructions
Reference Manual, publication 1756-RM087

Explains how to estimate the memory use and execution time of programmed logic, and how
to select from different programming options.

Logix 5000 Controllers Motion Instructions Reference Manual, publication
MOTION-RM002

Details how to program the controllers for motion applications.

Integrated Motion on the EtherNet/IP Network Configuration and Startup
User Manual, publication MOTION-UM003

Describes how to configure an Integrated Motion over an EtherNet/IP motion application and
to start up that motion solution in a Logix 5000 control system.

Ethernet Design Considerations Reference Manual, publication ENET-RM002

Describes the following concepts that you must consider when you design a control system
that includes an EtherNet/IP™ network:

« EtherNet/IP overview
« Ethernet infrastructure
« EtherNet/IP protocol

EtherNet/IP Embedded Switch Technology Application Guide, publication
ENET-AP005

Describes how to use a DLR network topology.

ET-

EtherNet/IP Socket Interface Application Technique, publication
AT002

Describes socket interface applications.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications.

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.
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Chapter ]

Safety Application
Requirements

System Overview

Topic Page
Safety Application Requirements n
Distinguish Between Standard and Safety Components 12
Controller Data Flow Capabilities 13
System Components 14
Programming Requirement 15

The Compact GuardLogix® 5370 controllers offer state-of-the-art control,
communication, and I/O elements in a distributed control package. This
product family includes the following Compact GuardLogix controllers:

o 1769-L30ERMS
o 1769-L33ERMS
o 1769-L33ERMSK
« 1769-L36ERMS
o 1769-L37ERMS
« 1769-L38ERMS

The Armor™ Compact GuardLogix controller (1769-L33ERMOS,

1769-L36ERMOS, 1769-L37ERMOS®, and 1769-L38ERMOS™) combines a
Compact GuardLogix controller with a power supply in an IP67-rated housing
for mounting on a machine. For information on how to install the Armor
Compact GuardLogix controller, see the Armor Compact GuardLogix
Controllers Installation Instructions, publication 1769-INo2.2.

For a complete description of the Compact GuardLogix® 5370 control system
components and functionality, see page 14.

The Compact GuardLogix 5370 controller system is certified for use in safety
applications up to and including Safety Integrity Level (SIL) 3 and
Performance Level (PL)e, in which the de-energized state is the safe state.
Safety application requirements include evaluating probability of failure rates
(PFD and PFH), system reaction time settings, and functional-verification
tests that fulfill SIL 3/PLe criteria.

For SIL 3 and PLe safety system requirements, including functional validation
test intervals, system reaction time, and PFD/PFH calculations, refer to the
GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems Safety
Reference Manual, publication 1756-RM099. You must read, understand, and
fulfill these requirements before operating a Compact GuardLogix SIL 3, PLe
safety system.

(1) Available at firmware revision 31.
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Chapter 1 System Overview

Distinguish Between
Standard and Safety
Components
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Compact GuardLogix-based SIL 3/PLe safety applications require the use of at
least one safety network number (SNN) and a safety task signature. Both affect
controller and I/O configuration and network communication.

For more information, see the GuardLogix 5570 and Compact GuardLogix 5370
Controller Systems Safety Reference Manual, publication 1756-RM099.

Safety Network Number

The safety network number (SNN) must be a unique number that identifies
safety subnets. Each safety subnet that the controller uses for safety
communication must have a unique SNN. Each CIP Safety™ device must also
be configured with the safety subnet’s SNN. The SNN can be assigned
automatically or manually.

For information on SNN assignment, see Manage the Safety Network Number

(SNN) on page 46.

Safety Task Signature

The safety task signature consists of an ID number, date, and time that
uniquely identifies the safety portion of a project. This includes safety logic,
data, and configuration. The Compact GuardLogix system uses the safety task
signature to determine the project’s integrity and to let you verify that the
correct project is downloaded to the target controller. Creation, recording, and
verification of the safety task signature is a mandatory part of the safety-
application development process.

See Generate a Safety Task Signature on page 131 for more information.

Slots in the Compact GuardLogix backplane that are not used by the safety
function can be populated with other CompactLogix™ modules that are
certified to the Low Voltage and EMC Directives.

See the product certifications at rok.auto/certifications to find the CE
certificate for the Programmable Control-CompactLogix Product Family and
determine which modules are certified.

You must create and document a clear, logical, and visible distinction between
the safety and standard portions of the controller project. To aid in the
creation of this distinction, the Logix Designer application features safety
identification icons to identify the safety task, safety programs, safety
routines, and safety components. In addition, the Logix Designer application
uses a safety class attribute that is visible whenever safety task, safety
programs, safety routine, safety tag, or safety Add-On Instruction properties
are displayed.

The controller does not allow writes to safety tag data from external human-
machine interface (HMI) devices or via message instructions from peer
controllers. The Logix Designer application can write safety tags when the
Compact GuardLogix controller is safety-unlocked, does not have a safety task
signature, and is operating without safety faults.

HMI Devices

HMI devices can be used with Compact GuardLogix controllers. HMI devices
can access standard tags like a standard controller does. However, HMI
devices cannot write to safety tags; safety tags are read-only for HMI devices.
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Chapter 1 System Overview

Controller Data Flow The following figure explains the standard and safety data-flow capabilities of
Capabilities the Compact GuardLogix controller.

Compact GuardLogix Controller

Standard I Safety

Standard Routines
|| | |-

Program Safety Data

Program Data i ——1——|

===

No. | Description

1 Standard tags and logic behave the same way that they do in the standard Logix platform.

2 Standard tag data, program- or controller-scoped, can be exchanged with external HMI devices,
personal computers, and other controllers.

Compact GuardLogix controllers are integrated controllers with the ability to move (map)
standard tag data into safety tags for use within the safety task.

ATTENTION:
This data must not be used to control a SIL 3/PLe output directly.

4 Standard logic can directly read controller-scoped safety tags.

Safety logic can read or write Safety tags.

6 GuardLogix 5570 and Compact GuardLogix 5370 controllers can exchange Safety tags over an
Ethernet network.

External devices (such as HMI devices, personal computers, or other standard controllers) can
7 read Safety tag data, program- or controller-scoped.

IMPORTANT Once this data is read, it is considered standard data, not SIL 3/PLe data.
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System Components This table describes components that are used in a typical Compact GuardLogix
5370 controller system.

System Component |Description

Controller One of the controllers that is documented in this publication

One of the following 1769 Compact I/0™ power supplies:
« 1769-PA2

Power supply . 1769-pB2"
« 1769-PA4
« 1769-PB4

Any of the following:

« EtherNet/IP™ network via built-in EtherNet/IP network ports (safety and standard
communication)

DeviceNet™ network via a 1763-SDN module (only for standard communication)?!
USB connection only for programming and firmware updates

Communication
networks components

Logix Designer application, version 28.00.00 or later
RSLinx® Classic software, version 3.80.xx or later
RSNetWorx™ for DeviceNet software, version 25.00.00 or later

Software

Secure Digital (SD) |+ 1784-SD1card - Ships with the Compact GuardLogix 5370 controller and offers 1GB of
card for external memory
nonvolatile memory |+ 1784-SD2 card - Available for separate purchase and offers 2 GB of memory

Local expansion modules- 1769 Compact I/0 modules
1/0 modules® « Distributed 1/0 - Multiple 1/0 module product lines over DeviceNet and EtherNet/IP
networks

If pressed and held in when the controller power-ups, this button clears the user program

Reset button from the internal memory of the controller and from the internal safety partner.

(1) Armor Compact GuardLogix controller systems have this power supply inside their IP67-rated housings.

(2) For safety communication, a bridge is required that goes from Ethernet to DeviceNet; see page 79.

(3) Armor Compact GuardLogix controller systems do not support /0 inside their IP67-rated housings. To get I/0, you must
connect via EtherNet/IP to distributed 1/0.

Controller Functionality The following table describes the functionality available with Compact
GuardLogix 5370 controllers.

Controller | Programs Power Onboard User Memory

Internal Energy EtherNet/IP Network Supply  |Size (MB) Local Compact I/0 |Motion
Cat. No. Tasks Supported 4 "
Supported  |Per Task Storage Solution | Topology Support glastti?n:ce Standard |Safety Module Support Axes
1769-L30ERMS 1 0.5 As many as 8 4
1769-L33ERMS
1769-L3ERMSK 2 1 Asmanyasie |

1769-L33ERMOS -

Support the following

1769-L36ERMS topologies: 3 As many as 30

_ ) Yes - No battery . Nevi :
1769-L36ERMOS 39 100 needed Device Level Ring (DLR) |4

] (2) « Linear -
JTBS-LSTERMOS™ | - Traditional star 4 15 m
1769-L37ERMS? ' As many as 30
1769-L38ERMOS'? : -
1769-L38ERMS' As many as 30

(1) Includes one safety task.
(2) Available at firmware revision 31.
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Programming Requirement

Use the following table to identify the programming tool and the versions for
use with your Compact GuardLogix 5370 controllers.

Software Versions

Cat. No.

Studio 5000° Environment

RSLinx® Classic Software Version

1769-L30ERMS
1769-L33ERMS
1769-L33ERMSK

1769-L33ERMOS 28.00.00 or later 3.80 or later
1769-L36ERMS

1769-L36ERMOS

1769-L37ERMOS

oS LaneRne 31.00.00 or later 400 or later

1769-L38ERMOS
1769-L3BERMS

Safety routines include safety instructions, which are a subset of the standard
ladder logic instruction set, and safety application instructions. Programs that
are scheduled under the safety task support only ladder logic.

Supported Versions

Feature

Studio 5000 Logix Designer® Application

Safety Task Standard Task

Add-On Instructions

X

Alarms and events

Controller logging

Data access control

Equipment phase routines

Event tasks

Firmware Supervisor

Function block diagrams (FBD)

Integrated motion

Ladder logic

Language switching

Memaory card

Network Address Translation (NAT)

Online import and export of program components

Safety and standard connections

Sequential function chart (SFC) routines

Structured text

Unicast connections for produced and consumed
safety tags

Unicast connections for safety I/0 devices on
EtherNet/IP networks

For information on how to use these features, refer to the Logix 5000 Controllers
Common Procedures Programming Manual,
publication 1756-PMoo1, the publications that are listed in

Additional Resources on page 10, and online help.
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Set the IP Address

Complete the Controller Setup

Topic Page
Set the IP Address 17
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Load Controller Firmware 29
Select the Controller Mode 35

To complete the tasks that are described in this chapter, you must have the
following software on your computer.

« RSLinx™ Classic software

« Studio 5000™ environment

« BOOTP-DHCP server (installed with RSLinx Classic)

« ControlFLASH™ (installed with Studio 5000 environment)

Compact GuardLogix® 5370 controllers require a network Internet Protocol
(IP) address to operate on an EtherNet/IP™ network.

The IP address uniquely identifies the controller. The IP address is in the form

.. xxx.xxx where each xxx is a number from 000...254 with some

exceptions for reserved values. These numbers are examples of reserved values

that you cannot use:
© O00.XXX.XXX.XXX
o I27.0000.XX.XXX
© 224 O 255.0XX.XXX.XXX

Some other values are reserved based on an application-by-application basis.

You can complete one of these tasks dependent on system conditions:
« Set the IP address for a controller that does not have one assigned.

« Change the IP address for a controller that has an IP address that is
assigned to it.

IMPORTANT Compact GuardLogix 5370 controllers have two EtherNet/IP ports to
connect to an EtherNet/IP network; you cannot install any additional
ports to these controllers.

The EtherNet/IP ports carry the same network traffic as part of the
embedded switch of the controller. However, the controllers use only one
IP address.
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You must set the IP address of a Compact GuardLogix 5370 controller when the
controller powers up for the first time, that is, when commissioning the
controller for the first time. You are not required to set an IP address each time
that power is cycled to the controller.

You can use these tools to set the IP address of a Compact GuardLogix 5370
controller:

« Bootstrap Protocol (BOOTP) server

« Dynamic Host Configuration Protocol (DHCP) server
« RSLinx Classic software

« Logix Designer application

« SDcard

Use the BOOTP Server to Set the IP Address

Bootstrap Protocol (BOOTP) is a protocol that enables the controller to
communicate with a BOOTP server. The server can be used to assign an IP
address. You can use the BOOTP server to set an IP address for your Compact
GuardLogix 5370 controller.

Consider these points when using the BOOTP server:

« The BOOTP server is installed automatically when you install RSLinx
Classic or the Studio 5000 environment on your computer. The BOOTP
server sets an IP address and other Transmission Control Protocol (TCP)
parameters.

« The controller ships from the factory without an IP address and
BOOTP-enabled.

« This section describes how to use a Rockwell Automation BOOTP/DHCP
server. If you use another BOOTP/DHCP server, contact your network
administrator to verify that you are using it correctly.

« Touse the BOOTP server, your computer and the controller must be
connected to the same EtherNet/IP network.

« Ifthe controller is BOOTP-disabled, you cannot use the BOOTP server to
set the IP address.

There are two conditions in which the Compact GuardLogix 5370 controllers
use the BOOTP servers to set the IP address of the controller:

« Initial power-up - Because the Compact GuardLogix 5370 controller
ships with BOOTP-enabled, when it is first powered up, the controller
sends a request for an IP address on the EtherNet/IP network. You can
use the BOOTP server to set the IP address, as described later in this
section.

« Power-up after controller operation has begun - When controller power
is cycled after operation has begun, the BOOTP/DHCP server sets the IP
address if one of these conditions exists:

- Controller is BOOTP-enabled - You set the IP address manually with
the BOOTP server.

- Controller is DHCP-enabled - The IP address is set automatically via
the DHCP server.
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Access the BOOTP/DHCP utility from one of these locations:
« Start>Programs>Rockwell Software>BOOTP-DHCP Server
If you have not installed the utility, you can download and install it

from rok.auto/pcdc.

« Tools directory on the programming software installation CD

IMPORTANT SN~ 52
B f h Compact GuardLoglix [sareTY cPU | E
efore you start the ==y
BOOTP/DHCP utility, D e | |||
make sure that you = T e

have the hardware
(MAC) address of the =
controller. The
hardware address is
on the front of the .
controller and uses an =
address in a format

similar to the
following:
00:00:BC:2E:69:F6 S
A\ e EtherNeyiR” L3GERMS F

U U] Ut

Use the DHCP Server to Set the IP Address

Dynamic Host Configuration Protocol (DHCP) server automatically assigns IP
addresses to client stations logging on to a TCP/IP network. DHCP is based on
BOOTP and maintains some backward compatibility. The main difference is
that BOOTP manual configuration (static), while DHCP enables static and
dynamic allocation of network addresses and configurations to newly attached
controllers.

Be cautious when you use the DHCP server to configure a controller. A BOOTP
client, such as the CompactLogix™ controllers, can start from a DHCP server
only if the DHCP server is written to handle BOOTP queries. This requirement
is specific to the DHCP server used. Consult your system administrator to see
if a DHCP server supports BOOTP commands and manual IP allocation.

ATTENTION:
A Assign a fixed network address to the Compact GuardLogix 5370 controllers.

The IP address of this controller is not to be dynamically provided.
Failure to observe this precaution can result in unintended machine motion
or loss of process control.

If you use the Rockwell Automation BOOTP or DHCP server in an up-linked
subnet where a DHCP server exists, a controller can procure an address from
the enterprise server before the Rockwell Automation utility even sees the
controller. Disconnect from the up-link to set the address and configure the
controller to retain its static address before reconnecting to the up-link, if
necessary.
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Use the RSLinx Classic Software to Set the IP Address

You can use RSLinx software to set the IP address of the Compact GuardLogix
5370 controller.

IMPORTANT  This section explains how to assign an IP address to a Compact
GuardLogix controller that does not have one already.
To assign an IP address to a Compact GuardLogix controller via RSLinx
software, you must be first connected to your controller via the USB port.

Complete these steps to set the IP address of the controller with RSLinx
software.

IMPORTANT  These steps show a 1763-L36ERMS controller. The same steps would also
apply to all Compact GuardLogix 5370 controllers with slight variations in
screens.

1. Make sure that a USB cable is connected to your computer and the
controller.

2. Start RSLinx software.
After several seconds, an RSWho dialog box appears.

3. If no RSWho dialog box appears, from the Communications pull-down
menu, choose RSWho.

Cammunications R4 g R e =]

‘ Configure Drivers...

Configure Shortcuts.,. .

The RSWho dialog box appears and includes the USB driver.
4. Right-click the EtherNet/IP module and choose Module Configuration.

2| &| S18| Bli2| ¥
L RSWho - 1
W Autobiowse Refresh | |‘. _J Mot Biowsing
[} E Workstation, USMAYCRMCKELV1 —rr
B-as Linx Gateways, Ethemet éli ili]
E-25 AB_ETH-1, Ethemet AEthemet CompactBus
B-25 AB_ETH-2, Ethernet Compactl...

@-&5 AB_ETH-Local, Ethernet
B9 AB_VBP-1, 1789-A17/A Virtual Chassis

24 USE
[SR ] 16, 1769-L36ERMS LOGIXG336ERM SAFETY, P
@35 A, Ethemet
CompactBus, Compactlogix System i Configure Driver
Upload EDS file from device
Security...

Device Properties
Module Statistics
‘ Module Configuration |
T

The Module Configuration dialog box appears.
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5. Click the Port Configuration tab.

USB\16 1769-L36ERMS/A LOGIX5336ERMSAFETY Configuration

General | Port Configuration | Advanced Port Configuration | Network |

Network Configuration Type
@iﬁ—ﬁl—i& O Dynamic
Use DHCP to obtain network configuration.

® Use BODTP to obtain network configuration,
IP Address: [1:2 . 168 . 1 . 33 |
Network Mask: [5 . 255 . 25 . 0 |
Gateway Address: [ 152 . 68 1 1]
Piimary Name:
Server: [ o .0 .0 .0 J
Secondaly Name
Server: [0.0.0.0]
Domain Name: [ }
Host Name: [ 1
Status: :Nelwo(k Interface Configured }

[ ok ][ comel | ooy

6. For Network Configuration Type, select Static to assign this configuration
to the port.

IMPORTANT  If you click Dynamic on a power cycle, the controller clears the
current IP configuration and starts to send BOOTP requests.

7. Type the new IP address and Network Mask.
8. Click OK.

As with all configuration changes, make sure that you are using the SD card in
a way that does not overwrite the IP address at the next controller power cycle.

For more information about the SD card, see Store and Load Programs with a
Secure Digital Card on page 155.
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Use the Studio 5000 Environment to Set the IP Address

You can use the Logix Designer application to set the IP address of a Compact
GuardLogix 5370 controller. To set the IP address via the application, you must
be connected to your controller via the USB port.

Complete these steps to set the IP address of the controller.

IMPORTANT These steps show a 1769-L36ERMS controller. The same steps also apply
to all Compact GuardLogix 5370 controllers with slight variations in
screens.

1. Start the Logix Designer application.

2. To specify the project path, click RSWho .
w Path: PI@'

4 Hik &= 4F 4 ) ) {0 »

@ < > ]\ Favorites {Add-On X Safety X Alarms X Bi A Tmer/C

The RSWho Active dialog box appears.

3. Navigate over the USB network and select the Compact GuardLogix
controller.

4. Click Set Project Path.

P e

[V] Autobrowse | Retresh

== Workstation, APSGSGPDP44Q32 [_Goom )
-2 Linx Gateways, Ethernet
5 AB_VBP-1, 1789-A17/A Virtual Chassis

# [j 16, 1769-L36ERMS LOGIX5336ERM SAFETY, CompactLogix Project

Update Fimware...

5

{gf 2
e

.S

o

-

Path: USB\16
Path in Project: <none>

Clear Project Path
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5. Click Download.
Who Active e

[¥] Autobrowsa Refresh |
E\Q Workstation, APSGSGPDP44Q32
#-a5 Linx Gateways, Ethernet
El- AB_VBP-1, 1789-A17/A Virtual Chassis
B-% USB

] 16, 1769-L36ERMS LOGIX5336ERM SAFETY, CompactLogix_Project

Pl

Path: USB\16 Set Project Path
Path in Project: <none>

=

I Clear Project Faﬂ-w

6. Click Download again.

; Download offline project 'CompactiLogix_Project’ to the controller.

Connected Controller:
Name: L36ERMSEmpty
Type: 1769-L36ERMS/A Compact GuardLogix® 5370
Path: AB_FTH-Local\192.168.1.36
Serial Number:  604AF725
Security: No Protection

DANGER: This controller is the system time master. Servo axesin
synchronized controllers, in this chassis or other chassis, may be
turned off.

1\ DANGER: The controller image stored in nonvolatile memory might be
out of date following the download. Failure to update the contents
of nonvolatile memory could result in running old logic following a
power up or corrupt memoary condition.

A DANGER: Unexpected hazardous motion of machinery may occur.

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller.
Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controller into run
mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

JL Time Synchronization is disabled.
Axes in the motion group will not function.

["]Enable Time Synchronization

The new project is downloaded to the controller and the project goes
online, in Remote Program or Program mode.

7. Right-click the controller name and choose Properties.

EIE ontroller CompactLogix_Proj (s

/@ Controller Tags & Verify
-3 Controller Fault Handler Generate Report...
. B Power-Up Handler i 8
- S Tasks i
‘ @ @ MainTask | Properties Alt+Enter
{08 MainDranram
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8. On the Controller Properties dialog box, click the Internet Protocol tab.

The IP Settings Configuration values show that the controller has no IP
address that is assigned to it.

' 53 Controller Properties - CompactlLogix_project |~ '

General | MajorFauls | MinorFauts | Date/Time | Advanced | SFCEwecuion | Project | Safety
| Monvolatie Memory ] Memory | Intemet Protocol | Port Configuration | Network | Security I Alarm Log

Internet Protocol (IP] Settings
IP settings can be manually configured or can be automatically configured
if the network supports this capability.

Manually configure IP settings
Obtain IP settings automatically using BOOTP
Obtain IP settings automatically using DHCP

IP Settings Configuration

|P Addres Subnet Mask

Host Name

Coca || ooy | [ bep

9. Click Manually configure IP settings.

10. Enter desired IP address and other configuration information, and
click OK.

b Controller Properties - CompactLogix_project [= @] =]
| Geneidl | MaiorFauts | MinorFauts | Date/Time | Advanced | SFCEwecuon | Proect | Salewy
| Nonvolatle Memory | Memoy | Intemet Profocol” | Port Configuation | Network_ | Secuity | Alaim Log

[

| Internet Protocol (IP) Settings

IP settings can be manually configured or can be automatically configured
if the network supports this capability,

| (® Manually configure IP seltings |
() Obtain IP settings automatically using BOOTP
() Obtain IP settings automatically using DHCP

IP Settinas Configuration -
|1PAdd|ess: [1:2.188. 1 . B SubnetMask: | 255255 . 255 . 0

Gateway Address: 0.0.0.0

Primary DNS Server | g 0.0 .0
Addiess: L - = =
Secondary DNS

Seiver Address: 0.0.0.0

Domgin Name: l

Host Name: l

ok || Cocel || ook Help |

11. When prompted to confirm the IP address setting, click Yes.
| e ==

i DANGER: Connection Interruption.
Changing connection parameters online will interrupt connections to
or from this controller.

Apply changes?

The controller now uses the newly set IP address.
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Change the IP Address

Use the SD Card to Set the IP Address

You can use an SD card to set the IP address for a Compact GuardLogix 5370
controller. If you use the SD card to set the IP address, then it removes the need
for software to complete this task.

IMPORTANT To set the IP address from an SD card, software is not required during
the power-up process. However, you must have previously saved the
project to the SD card.

The IP address of the Compact GuardLogix 5370 controller is
automatically configured at power-up as long as you have configured an
IP address, stored the program onto a controller, and set the SD card to
the Load Image parameter set to On Power Up.

The option to set the IP address of a Compact GuardLogix 5370 controller
via an SD card at power-up is only one part of the process to load an
entire project to the controller from the SD card.

Use this option carefully. For example, the SD card can contain a
desirable IP address as part of an undesirable project, for example, a
project that is older than the project currently used on the controller.

These requirements apply when using the SD card to set the IP address on a
Compact GuardLogix 5370 controller:

« A project must be stored on the SD card.

« The project that is stored on the SD card is configured with the Load
Image parameter set to On Power Up.

Additional requirements apply for safety projects. See Chapter 12 and the
GuardLogix 5570 and Compact GuardLogix 5370 Controllers Safety Reference
Manual, publication 1756-RM099.

You can change the IP address of a Compact GuardLogix 5370 controller after
system operation has begun. In this case, the controller has an IP address that
is assigned to it, but you must change that IP address.

You can use these tools to change the IP address of a controller:
« RSLinx Classic software
« Studio 5000 Logix Designer® application
« SDcard

IMPORTANT You cannot use either of these tools to change the IP address of a
controller:
« Bootstrap Protocol (BOOTP) server
« Dynamic Host Configuration Pratocol (DHCP) server

Consider these factors when you determine how to change the IP address of a
controller:

« Network isolation from, or integration into, the plant/enterprise
network

« Network size - For large, isolated networks, it can be more convenient
and safer to use a BOOTP/DHCP server rather than the Studio 5000
environment or RSLinx Classic software. A BOOTP/DHCP server limits
the possibility of duplicate IP address assignment.
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However, you can only use the BOOTP/DHCP server to set the IP address
of the controller and not to change it. If you decide to change the IP
address of the controller and want to use a BOOTP/DHCP server to limit
the possibility of duplicate IP address assignment, you must first clear
the IP address.
After clearing the IP address, use the steps that are described at Use the
BOOTP Server to Set the IP Address on page 18 or Use the DHCP Server
to Set the IP Address on page 19 to set the IP address of the controller.

« Company policies and procedures that deal with plant floor network

installation and maintenance

« Level of involvement by IT personnel in plant-floor network installation

and maintenance

« Type of training that is offered to control engineers and maintenance

personnel
Change the IP Address with RSLinx Software
Complete these steps to change the IP address of the controller.

IMPORTANT These steps show a 1769-L36ERMS controller. The same steps also apply
to all Compact GuardLogix 5370 controllers with slight variations in
screens.

1. Verify that a USB cable is connected to your computer and the controller.

2. Right-click the controller and choose Module Configuration.

3| % 218 Bliz| ¥
& RSWho - 1
¥ Auobowse _ Fchesh | B [ll]  NotBrowsing
P e z5
Bl-a% AB_ETH-1, Ethernet AEthemet CompactBus
a5 AB_ETH-2, Ethemnet Compactl...
- AB_ETH-Local, Ethernet
&9 AB_VBP-1, 1789-A17/A Virtual Chassis
B Use
B 176 ks Loooesscer v
@-25 A Ethemet |
® CompactBus, Compactlogix System [ Configure Driver
Upload EDS file from device
Security...
Device Properties.
Module Statistics
| Module Configuration
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3. Click the Port Configuration tab.

USB\16 1769-L36ERMS/A LOGIX5336ERMSAFETY Configuration

General| Port Configuation | Advanced Pert Configuration | Network |
Network Configuration Type

OJET: O Dynamic

Use DHCP to obtain network configuration.
®) Use BOOTP to obtain network configuration.

IP Address: [[192 . .8 . 1 3 |
Network Mask: [255 . 255 . 25 . 0 |
Gateway Address: [[192 . .8 . 1 . 1 |
potee o0 v
STl [0 .0 .0 . 0 |
Domain Name: l 1
Host Name: [ ) 1
Status: [Netwark Interface Configured ]

[ ok [ conmcel | sepy

The controller has an IP address and Network Configuration Type.
Type the new IP address and Network Mask.

5. For Network Configuration Type, select Static to assign this
configuration to the port.

IMPORTANT  If you click Dynamic on a power cycle, the controller clears the
current IP configuration and starts to send BOOTP requests.

6. Click OK.

Change the IP Address with Logix Designer Application

You can change the IP address of a Compact GuardLogix 5370 controller via the
Logix Designer application over a USB or EtherNet/IP network connection.

Complete these steps to change the IP address of the controller.

IMPORTANT These steps show a 1769-L36ERMS controller. The same steps also apply
to all Compact GuardLogix 5370 controllers with slight variations in
screens.

1. Verify that your computer is connected to the controller.

2. Verify that your project is online.
3. Right-click the controller name and choose Properties.

Controller Organizer > 3 x HI
=X=lController CompactLogix_Proj
-[& Controller Tags
(3 Controller Fault Handler
-3 Power-Up Handler

& Verify

Generate Report...

i »
;‘EJTasks Erint
B @ MainTask [ Properties Alt+Enter |
&1 [ MainDranram -
You can also right-click the Ethernet node in the 1/0 Configuration
O section and choose Properties.

The Controller Properties dialog box appears on the Internet Protocol
tab.

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 27



Chapter 2

Complete the Controller Setup

28

4. Change the IP address of the controller.
5. Make other changes where necessary.

& Controller Properties - CompactLogix_project o [@][=]

General | MajorFaults | MinorFauks | Date/Time | Advanced | SFCEwecuion | Froject | Safety

Nonvolatle Memoty | Memory | IntemetProtocal® | Port Configuiation | Metwork | Secuity | Alam Log

Internet Protocol (IP) Settings
IP settings can be manually configured or can be automatically configuied
if the network supports this capability.

(®) Manually configure IP settings
() Obtain IP settings automatically using BOOTP
() Obtain IP settings automatically using DHCP

IP Settinas Confiquration
| IP Address: 192 .168 . 1 . 33 Subnet Mask: 255 . 255 255 . O

Gateway Address: 0.0.0.0

. . Primary DNS Sarver
Dot biastns Addiess: 0:«0%w0:0
. Secondary DNS
Hast Name: S arvar Addss o.0.0.0

ok || Ccancel Apply Help

6. Click OK.

Change the IP Address with an SD Card

You can use an SD card to change the IP address for a Compact GuardLogix
5370 controller when the controller power is cycled. If you use the SD card to
change the IP address, then you do not need software to complete this task.

IMPORTANT To set the IP address from an SD card, software is not required
during the power-up process. However, you must have previously
saved the project to the SD card.

These requirements apply when using the SD card to change the IP address on
a Compact GuardLogix 5370 controller:

« Aprojectis stored on the SD card.

« The project that is stored on the SD card includes another IP address for
the Compact GuardLogix 5370 controller than the IP address currently in
use on the physical controller that houses the SD card.

+ The project that is stored on the SD card is configured with the Load
Image parameter set to On Power Up.

« Power is cycled to the controller with the SD card installed.
Additional requirements apply for safety projects. See Chapter 12 and the

GuardLogix 5570 and Compact GuardLogix 5370 Controllers Safety Reference
Manual, publication 1756-RM099.
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Load Controller Firmware

You must download the current firmware before you can use the Compact
GuardLogix 5370 controller.

IMPORTANT Do not interrupt a firmware update while it is in process.
Firmware update interruption can cause the firmware revision of
the Compact GuardLogix controller to revert to its out-of-the-box
revision level, that is, 1.xxx.

To load firmware, you can use any of the following:
« ControlFLASH software that installs with Logix Designer application

« The AutoFlash feature that launches through the application when you
download a project and the controller does not have the matching
firmware revision

« SDcard (catalog numbers 1784-SD1 or 1784-SD2) with an image that is
stored on the card

If you use ControlFLASH software or the AutoFlash feature, you need an
EtherNet/IP network or USB connection to the controller.

IMPORTANT The controller firmware revision, which is loaded via
ControlFLASH software or the AutoFlash feature, can be
overwritten after future controller power cycles if conditions
exist that are described in Use the Secure Digital Card to Load
Firmware on page 34.

The firmware is available with the application or you can download it from the
Rockwell Automation Product Compatibility and Download Center (PCDC)

support website at rok.auto/pcdc.

Use the ControlFLASH Software to Load Firmware

You can use the ControlFLASH software to load firmware through a USB or
EtherNet/IP network connection. We recommend the following when you load
firmware via the ControlFLASH software:

« Use a USB connection to load the firmware.
. Ifoneisinstalled in the controller, remove the SD card.

Complete these steps to use the ControlFLASH software to load firmware.

IMPORTANT These steps show a 1769-L36ERMS controller. The same steps
would also apply to all Compact GuardLogix 5370 controllers with
slight variations in screens.

1. Verify that a connection exists between your computer and the Compact
GuardLogix 5370 controller.

2. Choose Start>Programs>FLASH Programming Tools>ControlFLASH.

T TOCKWEN SOTCHare =
‘ M Pooams @ FLASH Programming Tools m
S am— S ControlFLASH Help

- README. TXT
D,f‘ Settings L4
/;)' Search »
€)) Help and Support 127 (19 of
=] Run..
@ Shut Down...

[start |© Q6@ Wl E AEED @ 2 %0 @Es
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3. When the Welcome dialog box appears, click Next.

welcome to ControlFLASH L

Welcome to ControlFLASH, the firmware:

update tool. ControlFLASH needs the

following information from you before it can

, begin updating a device.

Lﬂntrﬂl 1.The Catalog Number of the target device.

2.The Network Configuration parameters
(optional).

3.The Network Path to the target device.

4.The Firmware Revision for this update.

< Back | Nm{tM Cancel | Help |

4. Choose the controller catalog number and click Next.

Catalog Number 1

Enter the catalog number of the target device:
|1769.L36ERMS

Control BIEEYEREDE &
1769L30ER
1769.L30ER-NSE
1769.L30ERM
1769.L31
1769132C
1769.132E
1763L33ER
1763 33ERM
1769.L35CR
1769.L35€

1784-PMO2AE
1784-PM16SE S

< Back I Nﬂt)fxl Cancel | Help

5. Expand the network until you see the controller.

6. Choose the controller at the first instance in which it appears, as shown
in the following graphic, and click OK.

Select the 1769-L36ERMS device to update and click OK x|
V' Autobrowse Refresh I In—p_ riﬁl Not Browsing
B Q- Workstation

B-a@s Linx Gateways, Ethernet % %ﬂ

g5 AB_ETHIP-1, Ethernet A Ethernet  CompactBus
192.168.1.10, CompactL 1769 Bus
‘il 192.168.1.4, 1756-EN2T

=83 AB_VEP-1, 1789-A17/A VirtL

B USB
i} 16, CompactLogix Proced

I | 2
oky | cancel |
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click Next.

Firmware Revision

Catalog Number.  1769-L36ERMS
Serial Number: FFFFFFFF
CurrentRevision:  1.001.11

Selectthe new revision for this update

About Info

Revision

28.001.1

Current Folder:

c\program files (x86)\controlfiash _|

<Back | Next > Cancel | Help |

8. To start the update of the controller, click Finish and click Yes.

Summary [ControlFLASH g =X
Pty - -

, Are you sure you want to begin
updating the target device?

DANGER: The targetmodule is aboutto be
update with new firmware. During the update the |
module il be unable to perform its normal control
function. Please make sure that all processes
affected by this equipment have been suspended
and thatall safety critcal fnctions are not

affected. To abortthis firmware update. press
Cancel now. To begin the update now. press Finish

Catalog Number.  1763-L36ERMS.
Serial Number.  FFFFFFFF
CurrentRevision:  1.001.11
NewRevision: 28,0011

More Info

<Back Finish cancel | Help |

Before the firmware update begins, you see the following dialog box.
Take the required action for your application. In this example, the

upgrade continues when OK is clicked.

Li}_ Attention! If the Secure Digital card is locked and set to load on

L& power-up, this update may be overwritten by firmware on the SD card.
Refer to the "Before you update your system" section of the release
notes before updating. Do you wish to continue?

OK N Cancel |

After the controller is updated, the status dialog box displays that the

update is complete.

-U;;date_Status

Catalog Number: 1769-L36ERMS
Serial Number.  FFFFFFFF

Current Revision:  28.001.1
New Revision: 28.001

9. Click OK.
10. To close the ControlFLASH software, click Cancel and click Yes.
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Use the AutoFlash Feature to Load Firmware

You can use the AutoFlash feature to load firmware through a USB or EtherNet/
IP network connection.

Let the upgrade complete without interruption. If you interrupt a firmware
update that is in process, you are alerted that an error has occurred. In this
case, cycle power to the controller. The firmware revision level reverts to the
1.xxx revision level and you can begin the upgrade process again.

Complete these steps to use the AutoFlash feature to load firmware.

IMPORTANT These steps show a 1769-L36ERMS controller. The same steps would also
apply to all Compact GuardLogix 5370 controllers with slight variations in
screens.

1. Make sure that the network connection is made and your network driver
is configured in RSLinx Classic software.

2. Create a controller project.
3. To specify the controller path, Click RSWho .

¥ | I 1A= i Y = = ‘-\U\J

]

4 H g & 4dF ++ ) ) >
< >\ Favorites £ Add-On £ Safety £ Alarms £ Bi R TmernC

The RSWho Active dialog box appears

4. Navigate over the Ethernet network and select the Compact GuardLogix
controller.

O

[¥] Autobrowse Refiesh
B Q Workstation,
w25 Linx Gateways, Ethernet
=-&% AB_ETHIP-1, Ethernet
ﬂ 192.168.1.217, 1756-EN2TR, 1756-EN2TR/A
- U 192.168.1.41, 1756-EN2T, 1756-EN2T/A
w- ] 192168.1.42,1756-EN2T, 1756-EN2T/A

B §192.1681.7, 1769-L36ERMS LOGIX5336ERM, 1769-L36ERM//

#-f CompactBus, 1769 Bus

Path: AB_ETHIP-1\192.168.1.7

Path in Project: AB_ETHIP-1\192.168.1.7
Clear Project Path

5. Click Download.

You can click Update Firmware instead of Download to complete this
O process. If you do so, skip to step 6.

A dialog box appears to indicate that the project revision and controller
firmware revision are different.

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022



Chapter 2 Complete the Controller Setup

6. Click Update Firmware.

Download to Controller (3

Condition:  Unable to download to controller. The revision of the offline project and the
controller's firmware are not compatible.

Controller:
Controller Name: ~ <None>
Controller Type: DB_1763-L36ERMS/A L3yS_24_10_831
Comm Path: USB\16
Serial Number: FFFFFFFF
Firmware Revision: 01.01
Security: No Protection

Offline Project.
Confroller Name:  C31
Controller Type: ~ 1769-L36ERMS Compact GuardLogi® .
File: _clidesk_NoAONC31_desk_NoAOILACD
Serial Number. <none>
Firmware Revision: 28.1
Security: No Protection

118 To download to this controller you must either:

Ay Update the controller's firmware

Ay Modify the project revision to be compatible with the firmware

SelectFile. [ cancel ] [ Help ]

7. Use the checkbox and pull-down menu to choose your controller and
firmware revision.

8. Click Update.

|| Update Module Firmware [l

Firmware Revision
Module Name Parent Name : Module Address |Module Type In Module | Update To
C31 Local0 1769-L36ERMS Compact GuardL.. A 2811 7] Browse.. ]

< [ r

SelectAll Clear Al [ update | [ cancal | [ Hep |

9. When the Update Firmware dialog box appears, click Yes.

Update Firmware el

Pl 'S Updating the module's firmware from 1.1t0 28.1.1

Ay DANGER: This controller is the Coordinated System Time master.
Servo axes in synchronized controllers in this chassis. or other chassis
using SynchLink. will be turned off.

&

All communications to this controller will be lost including this workstation
and any communications bridged through this controller.

Updating the firmware may affect the size and performance of projects
downloaded to this controller. For details. see the release notes for the
controller.

Proceed with the firmware update?

Yes [ No ] [ Help ]

Before the firmware update begins, you may be warned that your
controller missing the SD card. Take the required action (typically click
OK).

The firmware update begins.

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 33



Chapter 2

Complete the Controller Setup

34

10. When the firmware update is complete, a Download dialog box appears.
In this example, the project download to the controller continues when
Download is clicked.

Download offline project 'L3yS_at_Desk to the controller.

‘—\‘ Connected Controller:
Name: <no Name >
Type: 1769-L36ERMS/A Compact GuardLogix® 5370
Path: AB_ETH-1110.116.38.47
Serial Number: 00000033
Security: No Protection

(i) Project documentation, extended and custom properties will not be
downloaded. Refer to help for more information.

1\, DANGER: This controller is the system time master. Servo axes in
synchronized controllers, in this chassis or other chassis, may be
turned off,

1\ DANGER: Unexpected hazardous motion of machinery may occur.

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller.

Yerify thase devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controller into run

mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation,

Download I Cancel l Help ]

Use the Secure Digital Card to Load Firmware

You can use an installed SD card to load firmware on a Compact GuardLogix
5370 controller. If you use the SD card to load firmware, then it removes the
need for software to complete this task.

IMPORTANT Aninstalled SD card automatically updates the firmware of the
Compact GuardLogix 5370 controller, if the SD card was
configured with the Load Image parameter set to On Power Up.

Your application requires the following to load firmware from an SD card at
power-up:
« You must have saved the project to the SD card before the power cycle.

« The firmware revision in the project that is stored on the SD card differs
from the firmware revision on the Compact GuardLogix 5370 controller.

Additional requirements apply for safety projects. See Chapter 12 and the
GuardLogix 5570 and Compact GuardLogix 5370 Controllers Safety Reference
Manual, publication 1756-RM099.
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Select the Controller Mode

WARNING: When you change switch settings while power is on, an electric arc

can occur. This could cause an explosion in hazardous location installations.
Be sure that power is removed or the area is nonhazardous before you

proceed.

The following graphic shows the mode switch on a Compact GuardLogix 5370
controller. Use the mode switch on the controller to set the operating mode.

OANA~1  LOAA]

Compact GuardLogix SAFETY €PU E”
v s
rorcs[ ] [l
wll e
oD =

oKEal oK
e f

PROG \\
Allen-Brodicy

Reset —()
&

i)
]

A\ Gy EtherNelP”
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A
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@
&
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IMPORTANT Restrictions apply for safety applications. See Chapter 8, Develop Safety

Applications, and the GuardLogix 5570 and Compact GuardLogix 5370
Safety Reference Manual, publication 1756-RM099, for detailed
information on programming restrictions.

Controller Mode Descriptions

Mode
Switch Position

Description

Run

You can perform these tasks:

« Upload projects.

« Run the program and enable outputs.

You cannot perform these tasks:

« Update controller firmware.

« Create or delete tasks, programs, or routines.

« Create or delete tags or edit online.

« Import a program to the controller.

« Change the port configuration of the controller, advanced port configuration, nor network
configuration settings.

Change controller configuration parameters that are directly set for operation on a Device
Level Ring (DLR) network topology.

Prog

You can perform these tasks:

« Update controller firmware.

« Disable outputs.

« Upload/download projects.

« Create, modify, and delete tasks, praograms, or routines.

« Change the port configuration of the contraller, advanced port configuration, nor network
configuration settings.

You cannot perform these tasks:

« Use the controller to execute (scan) tasks.

Rem

You can perform these tasks:

« Upload/download projects.

« Change the port configuration of the contraller, advanced port configuration, nor network
configuration settings.

« Change between Remote Program, Remote Test, and Remote Run modes through the
application.

The controller executes (scans) tasks.
Enable outputs.
Edit online.

Remote Run

Update controller firmware.

Disable outputs.

« Create, modify, and delete tasks, programs, or routines.
« Download projects.

Edit online.

The controller does not execute (scan) tasks.

Remote Program

« Execute tasks with outputs disabled.

RemoteTest 1. i online.

36 Rockwell Automation Publication 1763-UM022D-EN-P - August 2022


http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm099_-en-p.pdf

Chapter 3

Configure the Controller

Topic Page
Create a Controller Project 38
Set Passwords for Safety-lock and -unlock 40
Set Passwords for Safety-lock and -unlock 40
Protect the Safety Task Signature in Run Mode 4
1/0 Device Replacement Options 43
Enable Time Synchronization 44
Configure a Peer Safety Controller 4

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022

37



Chapter 3 Configure the Controller

Create a Controller Project To configure and program your controller, follow these steps to create and
manage a project for the controller with the Logix Designer application.
1. To create a project, click the New button &|on the main toolbar.

2. To expand the list of controller options, double-click Compact
GuardLogix® 5370 controller.

3. Choose a Compact GuardLogix 5370 controller:
+ 1769-L30ERMS
+ 1769-L33ERMS
» 1769-L36ERMS
+ 1769-L37ERMS
» 1769-L38ERMS

e MNew Project | 7 22 |
Project Types Search %
\5 Lagix 4 Compact GuardLogix® 5370 Safety Controller =

1769-L30ERMS Compact GuardlLogix® 5370 Safety Controller
@ View

1769-L33ERMS Compact GuardLogix® 5370 Safety Controller
1769-L36ERMS Compact GuardlLogix® 5370 Safety Controller
1769-L37ERMOS  Compact GuardLogix® 5370 Safety Controller
1769-L37ERMS Compact GuardLogix® 5370 Safety Controller
1769-L3BERMS Compact GuardlLogix® 5370 Safety Controller

Compact GuardLogix® 5380 Safety Controller
Compactlogix™ 5370 Controller

—
[

CompactlLogix™ 5380 Controller
5069-L306ER Compactlogix™ 5380 Controller -

Mame:

Location:  Ch\Users\rnstehtDocuments\Studio 5000%Proje « Browse...

= T T T

In the Name field, type the name of the project.
Click Browse to specify the folder for storing the safety controller project.
Click Next.

From the Revision pull-down menu, choose the major revision of
firmware for the controller.

N o oH

=
%

& New Project

1769-L38ERMS Compact GuardLogix® 5370 Safety Controller

|

SafetyProject
Revision:
| Security Authority: lNa Protection 'l

Use only the selected Security Authority for authentication and
authorization

Secure With: Logical Name <Controller Name>

Description:

T T T
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8. From the Security Authority pull-down menu, choose a security authority
option.
For detailed information on security, refer to the Logix 5000 Controllers
Security Programming Manual, publication 1756-PMo16.

9. To use only the selected security authority for authentication and
authorization, select the checkbox under the chosen option.

10. In the Description field, enter a description of the project.
11. Click Finish.

The Logix Designer application creates a safety task and a safety
program. A main ladder logic safety routine that is called MainRoutine is
also created within the safety program.

Controller Organizer + 4 X

@[ Contraller CompactLogix_praject
=& Tasks
: \'—E’\‘--f:‘él MainTask
+\C§ MainProgram
=21 SafetyTask
=-£8 SafetyProgram
—— Parameters and Local Tags
i % MainRoutine

Ared bar under the icon distinguishes safety programs and routines
from standard project components in the Controller Organizer.

When a new safety project is created, the Logix Designer application also
automatically creates a time-based safety network number (SNN).

This SNN defines the EtherNet/IP™ on which the controller resides as a
safety subnet. It can be viewed and modified via the General tab on the
Controller Properties dialog box.

For most applications, this automatic, time-based SNN is sufficient.
However, there are cases when you must enter a specific SNN.

@ Controller Properties - CompactLagix_project [ @ =]
NomvoleileMemory [ Memory | IntemetProtocel | FonConfiguration | Mework | Secuity [ Alamlog |
General | MajorFauts | MinorFeuhs [ Date/Time | Advanced | SFGExecuion | Project [ Safety |
Wendor Allen-Bradley
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safety Controller Change Controller...
Revision: 280
MName: bompacticgo(_prc;jeu
Description: 25
Chassis Type: | [HERES %

Siot = Safety Pariner Slot <intemal>

Safety Network

ity 3E11_03F1_DE73 Ql
7432015 1:23:00.723 PM

For more information on the safety task, safety programs, and safety routines,
see Develop Safety Applications on page 113.

For more information on SNN management, see Communicate Over

Networks on page 45.
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Set Passwords for
Safety-lock and -unlock

40

You can safety-lock the controller to help protect safety control components
from modification. Only safety components, such as the safety task, safety
programs, safety routines, and safety tags are affected. Standard components
are unaffected. You can safety-lock or -unlock the controller project when
online or offline.

The safety-lock and -unlock feature uses two separate passwords. Passwords
are optional.
Follow these steps to set passwords.

1. Click Tools > Safety > Change Passwords.

2. From the What Password pull-down menu, choose either Safety Lock or

Safety Unlock.
Change Passwords n
What Password: Safety Lock v
0ld Password:
MNew Password:
Confirm New Password:
: Cancel ‘ Help

3. Type the old password, if one exists.
. Type and confirm the new password.
5. Click OK.

Passwords can be from 1...40 characters in length and are not
case-sensitive. Letters, numerals, and the following symbols can be
used: ‘~!@#$%BA& () _+,-={}|[1\:;2/.
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Protect the Safety Task
Signature in Run Mode

whether the safety application is locked or unlocked.

Follow these steps to protect the safety task signature.
1. Open the Controller Properties dialog box.
2. Click the Safety tab.

3. Check Protect Signature in Run Mode.

You can help prevent the safety task signature from being either generated or
deleted while the controller is in Run or Remote Run mode, regardless of

o Controller Properties - CompactLogix_project = @
Maonvolatile Memory Memary Intemet Protacol Port Configuration Metwork. Secuuity Alarm Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety”
Safety Spplication: Unlocked
Salety Status:

Salety Signature: Generate .
Coy
Delete €
I [¥] Protect Signature in Run Mode
‘When replacing Safety 1/0:
(®) Configure Only When No Safety Signature Exists
() Configure Always
0K Cancel Apply Help

4. Click OK.
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Electronic Keying

42

Electronic keying reduces the possibility that you use the wrong device in a
control system. It compares the device that is defined in your project to the
installed device. If keying fails, a fault occurs. These attributes are compared.

Attribute Description

Vendor The device manufacturer.

Device Type The general type of the product, for example, digital I/0 module.

Product Code The specific type of the product. The Product Code maps to a catalog number.

Major Revision

A number that represents the functional capabilities of a device.

Minor Revision

A number that represents behavior changes in the device.

The following electronic keying options are available.

Keying Option

Description

Compatible
Module

Lets the installed device accept the key of the device that is defined in the project when the
installed device can emulate the defined device. With the Compatible Module option, you can
typically replace a device with another device that has the following characteristics:
« Same catalog number
« Same or higher Major Revision
« Minor Revision as follows:

- If the Major Revision is the same, the Minor Revision must be the same or higher.

- If the Major Revision is higher, the Minor Revision can be any number.

Exact Match

Indicates that all keying attributes must match to establish communication. If any attribute
does not match precisely, communication with the device does not occur. Exact Match is
required if you are using Firmware Manager.

Carefully consider the implications of each keying option when selecting one.

IMPORTANT

If electronic keying parameters are changed online, connections to the device
and any devices that are connected through the device are interrupted.
Connections from other controllers can also be broken.

If an 1/0 connection to a device is interrupted, the result can be a loss of data.

For more detailed information on electronic keying, see Electronic Keying in

Logix 5000 Control Systems Application Technique, publication
LOGIX-AToo1.
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1/0 Device Replacement
Options

The Safety tab of the Controller Properties dialog box lets you define how the

controller handles the replacement of an I/O device in the system. This option
determines whether the controller sets the safety network number (SNN) of an
I/O device that it is connected to and has configuration data for when a safety
task signature® exists.

Follow these steps to configure how the controller handles the replacement of
an I/O device in the system.

1.
2.
3.

Open the Controller Properties dialog box.

Click the Safety tab.
Select the configure option for the controller to use when replacing
safety I/O.

& Controller Properties - CompactLogix_project || IEI
Monvolatile Memory Memory Internet Protocol Port Configuration Metwork Security Alarm Log
General Major Faults Minar Faults Date/Time Advanced SFC Execution Project Safety”
Safety pplication: Unlocked
Safety Status:

Safety Signature: €
Copy
Delete -
[V] Protect Signature in Run Mode
‘when replacing Safety 1/0:
(@) Configure Only When Mo S afety Signature E xists
() Configure Always
oK Cancel Apply Help

4. Click OK.

ATTENTION: Enable the Configure Always feature only if the entire routable
CIP Safety™ control system is not being relied on to maintain SIL 3 during

the replacement and functional testing of a device.

For more information, see Chapter 4, Communicate Over Networks on

page 4b.

(1

The safety task signature is a number that is used to uniquely identify each project's logic, data, and configuration, this

identification protects the system’s safety integrity level (SIL). See Safety Task Signature on page 12 and Generate a Safety
Task Signature on page 131 for more information.
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Enable Time In a Compact GuardLogix 5370 controller system, the controller must be
HEPL designated as the coordinated system time (CST) leader. Time synchronization
synt:hromzatlon provides a standard mechanism to synchronize clocks across a network of
distributed devices.

IMPORTANT Time synchronization is required for motion applications.

Follow these steps to configure the controller to become the CST leader.
1. Open the Controller Properties dialog box.
2. Click the Date/Time tab.
3. Check Enable Time Synchronization.

-

& Controller Properties - Safety o o= s

Nonvolatile Memory Memory Intemet Protocol Port Configuration Network Security Alarm Log
General Major Faults Minor Faults Date/Time* Advanced SFC Execution Project Safety

lds to config

et Date, Time and Zone from Workstation €

Date and Time: Change Date and Time... €

Time Zone: «
Adjust for Daylight Saving (+00:00) &

Time Synchronize

& DANGER. I time synchronization is

| Enable Time Synchronization disabled online, active axes in any
controllerin this chassis, or any other
O i synchronized device, may experience
(2 Is the system time master Unexpected motion

O Is a synchronized time slave
) Duplicate CST master detected
() CST Mastership disabled

(2 No CST master Advanced...

0K Cancel Apply Help

4. Click OK.

Configure a Peer Safety You can add a peer safety controller to the I/O configuration folder of your
Controller safety project to allow standard or safe(tiy tags to be consumed. To share safety
data between peer controllers, you produce and consume controller-scoped

safety tags.

For information about how to configure the peer safety controllers, and produced

and consumed safety tags, see Produced/Consumed Safety Tags on page 119.
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All Compact GuardLogix® 5370 controllers support these tasks over an
EtherNet/IP™ network:

« Control distributed I/O for both safety and standard connections

« Send/receive messages to/from other devices on the same network or
another network

« Produce/consume (interlock) data between controllers
« Socket interface

Compact GuardLogix 5370 controllers support these tasks over a DeviceNet™
network:

« Control distributed I/O only for standard connections

- Send messages to devices on the same network; the controller cannot
receive messages from other devices on the network.

All Compact GuardLogix 5370 controllers also support temporary connections
from your computer via a USB connection.
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46

The CIP Safety™ protocol is an end-node to end-node safety protocol that
allows routing of CIP Safety messages to and from CIP Safety devices through
bridges, switches, and routers.

To maintain high integrity when routing through standard bridges, switches,
or routers, each end node within a routable CIP Safety Control System must
have a unique reference. This unique reference is a combination of a safety
network number (SNN) and the node address of the network device.

Manage the Safety Network Number (SNN)

The SNN assigned to safety devices on a network segment must be unique. You
must be sure that a unique SNN is assigned to each CIP Safety network that
contains safety devices.

The SNN assigned to safety devices on a network segment must be unique. You
must be sure that a unique SNN is assigned to each CIP Safety network that
contains safety devices.

Multiple safety network numbers can be assigned to a CIP Safety subnet or a
Q ControlBus™ chassis that contains multiple safety devices.

The SNN can be software-assigned (time-based) or user-assigned (manual).
These two formats of the SNN are described in the following sections.

Time-based SNN

If the time-based format is selected, the SNN value that is generated
represents the date and time at which the number was generated, according to
the computer on which the configuration software is run.

Safety Network Number H

(@ Generate

10/23/2015 4:16:46.402 PM
O Manual

(Decimal)
Number:
3E81_0459_FD42 (Hex) Copy
Manual SNN

If the manual format is selected, the SNN represents entered values from
1...9999 decimal.

Safety Network Number ﬂ

0 (Decimal)

Number:
0004_0000_0000 (Hex) Copy
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Assign the Safety Network Number (SNN)

You can allow the Logix Designer application to assign an SNN automatically,
or you can assign the SNN manually.

Automatic Assignment

When a new controller or module is created, a time-based SNN is
automatically assigned via the configuration software. Subsequent new safety-
module additions to the same CIP Safety network are assigned the same SNN
defined within the lowest address on that CIP Safety network.

Manual Assignment

The manual option is intended for routable CIP Safety systems where the
number of network subnets and network interconnections is small, and where
the SNN is managed and assigned in a logical way and based on the specific
application.

See Change the Safety Network Number (SNN) on page 48.

IMPORTANT  If you assign an SNN manually, make sure that system expansion does
not result in duplication of SNN and node address combinations.
A warning appears if your project contains duplicate SNN and node
address combinations. You can still verify the project, but Rockwell
Automation recommends that you resolve the duplicate combinations.

Automatic Versus Manual

In most cases, the automatic assignment of an SNN is sufficient. However,
manual manipulation of the SNN is required if the following is true:

« Safety consumed tags are used.

« The project consumes safety input data from a module with
configuration that another device owns.

« Asafety project is copied to another hardware installation within the
same routable CIP Safety system.
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Change the Safety Network Number (SNN)

Before you change the SNN, you must do the following:
o Ifthe project is safety-locked, then you must unlock it.

See Safety-lock the Controller on page 129.

« Ifasafety task signature exists, then you must delete it.

See Delete the Safety Task Signature on page 132.
Change the SNN of the Controller

1. Inthe Controller Organizer, right-click the controller and choose
Properties.

2. Onthe General tab of the Controller Properties dialog box, click| .. | to the
right of the safety network number to open the Safety Network Number

dialog box.
\ |
l

Safety Network
el [3569_0047_E813
£/5/2003 10.17.24.883 AM

3. Click Time-based and then Generate.

Safety Network Number “

Format:
®Time ' Generate
10/23/2015 4:16:46.402 PM
() Manual
Etheiet/IP. {Decimal)
Number:
3E81_0459_FD42 (Hex) Copy

o

I
b
1

[ ok | Concel |] ke

4. Click OK.
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Change the SNN of Safety I/0 Modules on the CIP Safety Networks

1.

In the Controller Organizer, double-

click the first safety I/O module

underneath the Ethernet network to view the General tab.

2. To open the Safety Network Number dialog box, click | .. |to the right of

the safety network number.

5 ' New Module

[=x=)

Type: 1791ES-1B16 16 Point 24 VDC Sink Safety Input

Input Data:
Input Status:

Safety

Pt. Status
Test
Integer

Output Data:
Data Format:

General" | Connection | Safety | Module Info | Intemet Protocol | Port Configuration | Input Canfiguration | Test Output

Ethernet Address
Private Network:

Q[P Address:

Yendor: Aller-Bradiey
Parent: Local
Mame:
Description:
Module Definition
3 b Safety Network
Revision: 1.001
Electronic Keying:  Compatible Module

192.168.1

192 . 168 . 10 . 25

SEOF_02E2_SEGE

7/1/2015 8:26:33.838 AM

3. To generate a new SNN for that EtherNet/IP network, choose Time-

based and click Generate.

Safety Network Number H
r Seg: [ Generate
10/23/2015 4:16:46.402 PM
() Manual
E (Decimal)
Number:
[3E81_0459_FD42 | (Hex) Copy
s | [t
4. Click OK.
5. Click Copy to copy the new SNN to the Windows® Clipboard.
6. Open the General Tab of the Module Properties dialog box of the next
safety I/O module under that EtherNet/IP module.
7. To open the Safety Network Number dialog box, click .. |to the right of
the safety network number.
8. Choose Time-based and click Paste to paste that EtherNet/IP network’s
SNN into that device.
9. Click OK.

10. Repeat steps 6...9 for the remaining safety I/O modules under that
EtherNet/IP communication module.

11. Repeat steps 2...9 for all remaining network communication modules

under the I/O Configuration tree.
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EtherNet/IP Network
Communication

50

Copy and Paste an SNN

If you need to copy and paste the SNN from another controller into the module
because another controller owns the module’s configuration, complete the
following steps.

1. In the software configuration tool of the controller that owns the
configuration, open the Safety Network Number dialog box for the
module.

2. Click Copy.

Safety NetworkNumber IS |

|
Fomat: ‘

(@I Generate
10/23/2015 4:16:46.402 PM

O Manual
(Decimal)
Number:
3E81_0459_FD42 (Hex) Copy

OK Cancel Help

3. Click the General tab on the Module Properties dialog box of the I/O
module in the I/O Configuration tree of the consuming controller
project.

This consuming controller is not the configuration owner.

4. To open the Safety Network Number dialog box, click | .. | to the right of
the safety network number.

5. Click Paste.
Click OK.

The EtherNet/IP network offers a full suite of control, configuration, and data
collection services by layering the Common Industrial Protocol (CIP™) over the
standard Internet protocols, such as TCP/IP and UDP. This combination of
well-accepted standards provides the capability that is required to support
information data exchange and control applications.

The Compact GuardLogix 5370 controllers use socket interface transactions
and conventional communication over the EtherNet/IP network to
communicate with Ethernet devices that do not support the EtherNet/IP
application protocol.

For more information on socket interface transactions, see Socket Interface on

page 56.
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Available Software

You use the software that is listed in the following table with a Compact
GuardLogix 5370 controller on an EtherNet/IP network.

Software Required Version Functions Required
« Configure the CompactLogix™ project

Studio 5000® « Define EtherNet/IP communication

environment 28.00.00 or fater « Change IP address for devices on network, including the

Compact GuardLogix 5370 controller

RSLinx®
Classic

Assign or change IP addresses to devices on an Yes
EtherNet/IP network

Configure communication devices

Provide diagnostics

Establish communication between devices

3.80 or later

BOOTP/DHCP  |installed when RSLin
utility

Most current version is

Classic software is Assign IP addresses to devices on an EtherNet/IP network. | No

installed

EtherNet/IP Functionality

The Compact GuardLogix 5370 controllers offer this EtherNet/IP network
functionality:

Dual built-in EtherNet/IP network ports

Support for the following EtherNet/IP network topologies:

- Device Level Ring Network Topology

- Linear Network Topology

- Star Network Topology

Support for CIP Safety protocol

Support for Integrated Motion over an EtherNet/IP network

Socket interface to communicate with Ethernet devices that do not
support the EtherNet/IP application protocol

Duplicate IP address detection

Unicast and multicast communication

Support messaging, produced/consumed tags, HMI, and distributed I/O
Interface via RJ45, twisted-pair cables

Support half/full-duplex 10 Mbps or 100 Mbps operation

Support standard switches

No network scheduling required

No routing tables required
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Nodes on EtherNet/IP Network

When configuring your Compact GuardLogix 5370 controller system, you must
account for the number of Ethernet nodes that you include in the I/O
configuration section of your project. Compact GuardLogix 5370 controllers
have limits on the number of nodes that they support in the I/O configuration
section.

Compact GuardLogix 5370 Controller Ethernet Node Guidelines

Cat. No. Ethernet Nodes Supported
1769-L30ERMS 16

1769-L33ERMS
1769-L33RMSK 32
1769-L33ERMOS

1769-L36ERMS 48
1769-L36ERMOS

1769-L37ERMS™
1769-L37ERMOS!

1769-L38ERMS"
1769-L38ERMOS!")

(1) Available at firmware revision 3.

80

IMPORTANT To design a control system effectively, Compact GuardLogix 5370
controllers offer the option of using Ethernet node count in accordance
with the connection limits on an EtherNet/IP network.

For more information on how to implement an EtherNet/IP network in
your Compact GuardLogix 5370 controller system, see these resources:

« EtherNet/IP Capacity Tool Wizard within the Integrated Architecture®
Builder tool, https://www.rockwellautomation.com/en-us/support/
product/product-selection-configuration/integrated-architecture-
builder.html.

The EtherNet/IP Capacity Tool Wizard helps you in the initial layout of
your EtherNet/IP network.

- Ethernet Design Considerations Reference Manual, publication
ENET-RM002.

Devices Excluded from the Node Count

When considering the Ethernet node limitation of a Compact GuardLogix 5370
controller, you do not count Ethernet devices that exist on the EtherNet/IP
network but are not added to the I/O configuration section of the project.

The following devices are not added to the I/O configuration section in your
project and are not counted among the total number of nodes:

- Computer

« HMIs that are not added to the I/O configuration section, for example,
PanelView™ Plus terminals

« MSG instructions

« Devices with which the Compact GuardLogix 5370 controllers use a
socket interface to communicate.

For example, the following devices require communication via a socket
interface:

- Modbus TCP/IP device
- Barcode scanners
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EtherNet/IP Network Topologies

Compact GuardLogix 5370 controllers support these EtherNet/IP network
types:
« Device Level Ring (DLR) Network Topology

« Linear Network Topology
« Star Network Topology

Each of these EtherNet/IP network topologies supports applications that use
Integrated Motion over an EtherNet/IP network.

Device Level Ring (DLR) Network Topology

A DLR network topology is a single-fault tolerant ring network that is intended
for the interconnection of automation devices. A DLR network is composed of
Supervisor (Active and Backup) nodes and Ring nodes.

DLR network topologies automatically convert to linear network topologies
when a fault is detected. The conversion to the new network topology
maintains communication of data on the network. The fault condition is
typically easily detected and corrected.

Compact GuardLogix 5370 controllers connect directly to a DLR network
topology, that is, without requiring a 1783-ETAP tap to connect to the network.
The controllers can function in any of the roles on a DLR network topology,
that is, active supervisor node, back-up supervisor node or ring node.

IMPORTANT The topology graphics that are shown in this section are examples of
applications that use only DLR network topologies.
We recommend that you exercise caution if you consider designing an
application that includes the connection of a DLR topology with a linear or
star network topology.

For more information on DLR network topology, see the EtherNet/IP
Embedded Switch Technology Application Guide, publication ENET-APOOs.

Example 1769-L33ERMS Control System With a DLR Network Topology

8| 1783-ETAP

« Kinetix® 350

- T783-ETAP

=]

Zoig] ] ‘

fi L

o = I
- PanelView™ Plus
- T783-ETAP

[m]
Kinetix 5500 oty i.f

1734-AENTR POINT 1/0™
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Linear Network Topology

Alinear network topology is a collection of devices that are daisy chained
together across an EtherNet/IP network. Devices that can connect to a linear
network topology use embedded switch technology to remove any need for a
separate switch, as required in Star network topologies.

Example 1769-L33ERMS Control System With a Linear Network Topology

E 1734-AENTR POINT 1/0

=
[ -+ T794-AENT FLEX
- 1783-ETAP

PanelView Plus

U Kinetix
mi )

= 1 ss00

1769-L33ERMS é g “ﬂﬂiﬂﬂ”_‘“ﬂg

« PowerFlex® 525
« 1783-ETAP

Star Network Topology

A star network topology is a traditional EtherNet/IP network that includes
multiple devices that are connected to each other via an Ethernet switch.

Example 1769-L33ERMS Control System With a Star Network Topology

sl el Stratix® 6000 |[S==

=iy Kinetix® 6500 HK
PanelView Plus

1734-AENTR POINT I/0

PowerFlex® 525
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EtherNet/IP Network Connections

Compact GuardLogix 5370 controllers use connections to manage
communication on the EtherNet/IP network. A connection is a point-to-point
communication mechanism that is used to transfer data between a
transmitter and a receiver. Connections can be logical or physical.

You indirectly determine the number of connections the controller uses by
configuring the controller to communicate with other devices in the system.
Connections are allocations of resources that provide more consistent
communication between devices than unconnected messages.

All EtherNet/IP connections are unscheduled. An unscheduled connection is a
message transfer between controllers that the requested packet interval (RPI)
or the program, such as an MSG instruction, triggers. Unscheduled messaging
lets you send and receive data when needed.

Compact GuardLogix 5370 Controller EtherNet/IP Network Port Specifications

Connections CIP Unconnected | acket Rate Capat(:%y SNMP Produced/Consumed Tags

Cat. No. :‘IBess:gles (packets/second) (Support . ;Iedia t
ackplane + passwor upport | Number of Multicast |Unicast

Controller |TCP |(CIP Ethernet) 170 HMI/MSG requ“-ed) Tags, "ax(z) Available
1769-L30ERMS
1769-L33ERMS
1769-L33ERMSK
1769-L33ERMOS
1769-L36ERMS 400 messages/ ] « 32 multicast
oo 6000 @ 500 p Twisted- | produced tags

_ 256 120 | 256 256 d@20% Y " ; Y

1769-L36ERMOS bytes/packet cS:r%?rr]], ti?}eslice es pair |- 128 unicast es
1769-L37ERMSS) produced tags
1769-L37ERMOS®®)
1769-L38ERMS)
1769-L38ERMOS'Y)

(1) Total packet rate capacity = 1/0 Produced Tag, max + HMI/MSG, max Packet rates vary depending on packet size. For more detailed specifications, see the capacity section of the EDS file

for the catalog number.

(2) These are the maximum numbers of CIP 1/0 connections.

(3) Available at firmware revision 31.

Rockwell Automation Publication 1769-UM022D-EN-P - August 2022 55



Chapter 4

Communicate Over Networks

56

Socket Interface

The Compact GuardLogix 5370 controller can use socket interfaces to
communicate with Ethernet devices that do not support the EtherNet/IP
application protocol.

Examples of devices that do not support the EtherNet/IP application protocol
but can be used in a Compact GuardLogix 5370 controller application include
the following:

« Modbus TCP/IP device
« Barcode scanners
« RFID readers

The socket interface is implemented via the Socket Object. Compact
GuardLogix 5370 controllers communicate with the Socket Object via MSG
instructions. All Compact GuardLogix 5370 controllers must use unconnected
MSG instructions with socket interfaces.

For more information on socket services, see the following:
« CompactLogix 5370 Controllers User Manual, publication 1769-UMo21

« The EtherNet/IP Socket Interface Application Technique, publication
ENET-AToo2

Quality of Service (0oS) and /0 Module Connections

Compact GuardLogix 5370 controllers support Quality of Service (QoS)
technology. QoS lets the controller prioritize EtherNet/IP network traffic. By
default, the Compact GuardLogix 5370 controllers are QoS-enabled. QoS can
be disabled by configuring a message instruction in the Logix Designer
application.

Some EtherNet/IP devices do not support QoS technology unless the device
firmware is upgraded to a required minimum firmware revision level. For
example, the ControlLogix 1756-ENBT communication module must use
firmware revision 4.005 or later to support QoS technology.

To make sure communication between Compact GuardLogix 5370 controllers
and I/O modules are maintained, verify that the EtherNet/IP devices use the
minimum firmware revision level of the product that is required to support
QoS technology.

For more information on the following, see Rockwell Automation
Knowledgebase Tech Note 66325:

« Minimum firmware revision levels of EtherNet/IP devices to support
QoS technology

- Enable/disable QoS
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DeviceNet Network
Communication

The Compact GuardLogix 5370 controllers communicate with other devices

over the DeviceNet network via a Compact I/O™ 1769-SDN DeviceNet scanner.

The DeviceNet network uses the Common Industrial Protocol (CIP) to provide

ahe control, configuration, and data collection capabilities for industrial
evices.

IMPORTANT Compact GuardLogix controllers support standard connections to the
DeviceNet network. CIP Safety over DeviceNet networks is not
supported.

Available Software

The software applications that are listed in this table are required when using a
Compact GuardLogix 5370 controller on a DeviceNet network.

Software Required Version Functions
Studio 5000 28.00.00 or later Configure the CompactLogix project
environment s g p gix project.

« Configure communication devices
RSLinx Classic |3.80 or later « Provide diagnostics

« Establish communication between devices

RSNetWorx™  |25.00.00 or later if used with the Studio Configure DeviceNet devices
for DeviceNet {5000 environment versions in this table [« Define the scanlist for the DeviceNet network

Example 1769-L33ERMS Control System With a DeviceNet Network

— - T769-L33ERMS
; + 1769-SDN Scanner

1606-XLDNET E3™ Electronic 1734-ADN POINT 1/0
Overload Relay
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Compact 1/0 1769-SDN DeviceNet Scanner

You can connect a Compact GuardLogix 5370 controller to a DeviceNet
network via a Compact I/O 1769-SDN DeviceNet scanner for standard
communication.

IMPORTANT  CIP Safety is not supported on a DeviceNet network with the 1769-SDN
scanner. DeviceNet safety /0 modules cannot be connected to a
Compact GuardLogix 5370 controller system via the 1769-SDN scanner.

Considerations

Before installing the scanner, consider the following:

« You can connect the scanner to an adjacent controller, power supply, or
I/0 module.

« You must account for these two requirements jointly:
- Power supply distance rating; see page 58
- Current capacity in Compact GuardLogix controller systems;
see page 60
« The scanner, as aleader, can own up to 63 follower I/O nodes.

« Another DeviceNet leader can own a scanner that is simultaneously a
leader and also a follower.

Scanner Features

The scanner has the following functionality:
« Supports messaging to devices, not controller to controller

« Supports control-level network to device-level network for
programming, configuration, control, or data collection

« Shares a common application layer with EtherNet/IP networks
« Offers diagnostics for improved data collection and fault detection

Power Supply Distance Rating

Compact GuardLogix 5370 controller systems allow you to install 1769-SDN
scanners as local expansion modules. The 1769-SDN scanner has a power
supply distance rating to consider before you install it.

Power supply distance rating is the number of slots a 1769-SDN scanner can be
installed away from the power supply. The 1769-SDN scanner has a power
supply distance rating of four. Therefore, your Compact GuardLogix 5370
controller system can include up to three modules between the 1769-SDN
scanner and the power supply.

Compact GuardLogix 5370 controller systems do not have embedded I/O
modules. You begin counting local expansion slots with the first Compact I/O
module installed next to the power supply when determining where to install a
1769-SDN scanner and meet its power supply distance rating.

In Compact GuardLogix 5370 controller systems, you can install 1769-SDN
scanners to the left or right side of the power supply. You can also use local and
extra banks in Compact GuardLogix 5370 controller systems, with each
allowing the inclusion of a 1769-SDN scanner.
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In the local bank, the controller must be the leftmost device in the system and
you can only install up to three modules between the controller and the power
supply. Therefore, any 1769-SDN scanners that are installed to the left of the
power supply in the local bank, are in a module slot that meets the power
supply distance rating requirements of the module.

Compact GuardLogix 5370 controller systems also support the use of extra
banks for the local expansion modules of the system. Each additional bank
requires a 1769 Compact I/O power supply. The bank can be designed with local
expansion modules on either side of the power supply.

In this case, you must install the 1769-SDN scanner with no more three
Compact I/O modules between the scanner and the power, regardless of
whether the modules are installed to the left or right of the power supply.

The following figure shows 1769-SDN scanners that are installed in a
1769-L36ERMS control system that meet the power supply distance rating of
the module.

Power Supply Distance Rating Example for a 1769-SDN Scanner

Local Bank

AV e

rOUTAUT O uﬁ»ﬁﬁw .

Compact GuardLogix
5370 Controller Power Supply 1769-SDN Scanner

1769-SDN Scanner

Extra Bank
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Current Capacity in Compact GuardLogix 5370 Controller Systems

In alocal or extra bank, the modules that are installed on either side of the
power supply cannot draw more current than the power supply can supply.
This requirement partially dictates module placement on the bank.

For example, if a bank uses a 1769-PA2 Compact I/O power supply, each side of
the bank has a current capacity of 1 A at 5V DC and 0.4 A at 24V DC. Due to the
1769-SDN scanner’s current draw of 440 mA at 5V DC and o mA at 24V DC, you
can only install up to two scanners on each side of the power supply in the bank
in this case.

For more information on 1769 Compact I/O power supply maximum current
capacity, and calculations you can use to design the modules that are used in
local or extra banks, see Calculate System Power Consumption on page 67.
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Topic Page
Select 1/0 Modules 61
Validate Standard 1/0 Layout 65
Configure Standard 1/0 3
Configure Standard Distributed I/0 Modules on an EtherNet/IP Network 75

8

80

Configure Standard Distributed 1/0 Modules on a DeviceNet Network
Monitor Standard 1/0 Modules

Select 1/0 Modules Compact GuardLogix® 5370 controller systems offer these standard I/O
module options:

« Local Expansion Modules
« Standard Distributed I/O Modules Over an EtherNet/IP Network
. Standard Distributed I/O Modules Over a DeviceNet Network
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Local Expansion Modules
Compact GuardLogix 5370 controller systems support the use of standard
Compact I/O™ modules as local expansion modules along a CompactBus
backplane.
Consider the following when using local expansion modules:
« The controllers support this many local Compact I/O modules across up
to three I/O banks, that is, the local bank and two more banks.
Cat. No. Local Expansion Modules Supported, Max
1769-L30ERMS 8
1769-L33ERMS .
1769-L33ERMSK
1769-L36ERMS
1769-L37eRMS |30
1769-L38ERMS!"
1769-L33ERMOS
1769-L36ERMOS B
1769-L37ERMOS!"
1769-LEBERMOS"
(1) Available at firmware revision 31.
«  When possible, use specialty Compact I/O modules to meet unique
application requirements.
« Consider using a 1492 wiring system for each I/O module as an
alternative to the terminal block that comes with the module.
« Use 1492 PanelConnect™ modules and cables if you are connecting input
modules to sensors.
Install Local Expansion Modules
Complete these steps to install local expansion modules in your Compact
GuardLogix 5370 controller system.
1. Attach the 1769 Compact communication or I/O modules as described in
these publications:
« Compact I/O Modules Installation Instructions, publication
1769-IN088
« Compact I/O DeviceNet Scanner Module Installation Instructions,
publication 1769-INo60
2. Ifyour system uses only a local bank, complete these steps.
a. Use the tongue-and-groove slots to attach a 1769-ECR Compact
I/O end cap terminator to the last module in the system.
b. Move the lever of the end cap bus terminator fully to the left until it
clicks to lock the end cap bus terminator.
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Example of Banks and System Configurations

Horizontal Orientation

Bank 1

If your system uses more banks, follow these steps.

a. Install a1769-CRx Compact I/O communication bus expansion cable at
the right end of the local bank.

b. Connect the 1769-CRx cable to the additional bank as necessary.

The side that you connect to on the extra bank, determines the
expansion cable that is installed at the end of the local bank. The
following figure shows examples of how to connect a local bank to

extra banks.

1769-CRLx Cable

Compact I/0 Communication Bus Expansion Cables

1769-CRLx Cable

Vertical Orientation

Cat. No.

Cable Type

1769-CLLx

Left bank to left bank expansion

Iy

1768-CRRx

Right bank to right bank expansion

1769-CRLx

Right bank to left bank expansion

=%

T T

Bank 2

mgu|

""" For more information on these cables, see 1763 Compact I/0
Communication Bus Expansion Cables Installation
Instructions, publication 1763-INQ14.

c. Complete the installation of the remaining banks in your system.

IMPORTANT Make sure that you install an end cap at the end of the last bank in
your system.
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Wire Local Expansion Modules

Wire each Compact I/O module that is used as a local expansion module
according to the technical documentation for that module.

Standard Distributed 1/0 Modules Over an EtherNet/IP Network

You can include standard distributed I/O modules over an EtherNet/IP™
network in your Compact GuardLogix 5370 controller system. Consider the
following when you use distributed I/O modules over an EtherNet/IP network:

« Eachremote EtherNet/IP adapter in the system must be counted toward
the maximum number of EtherNet/IP nodes for the controller.

For more information on the maximum number of EtherNet/IP nodes,
see Nodes on EtherNet/IP Network on page 52.

« The configurable RPI settings vary depending on which distributed I/O
modules are used in the system.

Example 1769-L33ERMS Controller System With Modules Over an EtherNet/IP Network

Compact
GuardLogix
5370

Controller |

Local Expansion Modules

ad
779!

A

apvaa)
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Validate Standard 1/0
Layout

Standard Distributed 1/0 Modules Over a DeviceNet Network

You can include standard distributed I/O modules over a DeviceNet™ network

in your Compact GuardLogix 5370 controller system.

IMPORTANT  CIP Safety™ is not supported on DeviceNet with the 1769-SDN module.
DeviceNet safety I/0 modules cannot be connected to a Compact
GuardLogix system via the 17763-SDN module.

Consider the following when you use distributed I/O modules over a
DeviceNet network:

« Forinformation on how the Compact GuardLogix system communicates

via the Compact I/O 1769-SDN DeviceNet scanner, see DeviceNet
Network Communication on page 57.

« To add distributed I/O modules to your Compact GuardLogix 5370

controller system, see Configure Standard Distributed I/O Modules on a

DeviceNet Network on page 78.

Example 1769-L33ERMS Controller System With Modules Over a DeviceNet Network

i
|

g

=

el | g

i
{
al

5

Local Expansion Modules

DeviceNet Network

==

Standard Distributed 1/0 Modules

After you have selected your I/O modules, you must validate the system that
you want to design. Consider these points when validating I/O layout
placement:

« Estimate Requested Packet Interval
« Module Fault Related to RPI Estimates
« Calculate System Power Consumption

« Power Supply Distance Rating
« Physical Placement of I/O Modules
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Estimate Requested Packet Interval

The requested packet interval (RPI) defines the frequency at which the
controller sends data to and receives data from I/O modules. You set an RPI
rate for each I/O module in your system.

The Compact GuardLogix 5370 controllers attempt to scan an I/O module at
the configured RPI rate. For individual I/O modules, a Module RPI Overlap
minor fault occurs if there is at least one I/O module that cannot be serviced
within its RPI time.

The configuration parameters for a system determine the impact on actual RPI
rates. These configuration factors can affect the effective scan frequency for
any individual module:

« Rates at which RPI rates are set for other Compact I/O modules
« Number of other Compact I/O modules in the system

« Types of other Compact I/O modules in the system

« Application user task priorities

Requested Packet Interval Guidelines

Type of Module Guidelines""

The following guidelines apply:

« 1...2 modules can be scanned in 0.5 ms.
« 3.4 modules can be scanned in 1 ms.

« 5...30 modules can be scanned in 2 ms.

Al digital

The following guidelines apply:

Mix of digital « 1...2 modules can be scanned in 0.5 ms.
and analog or all |« 3...4modules can be scanned in 1ms.
analog « 5..13 modules can be scanned in 2 ms.
« 14...30 modules can be scanned in 3 ms.

The following conditions apply:

« For every 1769-SDN module in the system, increase the RPI of every other module by 2 ms.
Specialty « For every 1769-HSC module in the system, increase the RPI of every other module by 1 ms.
« For every 1769-ASCII module in the system, increase the RPI of every other module by 1ms.
« For every 1769-SM2 module in the system, increase the RPI of every other module by 2 ms.

(1) The guidelines in this table do not factor in the following items, which affect Compact GuardLogix 5370 controller CPU
loading:
« 1/0 RPI timing does not affect the task priority. Event and periodic tasks have higher priority than 1/0 and user tasks.
« 10T (Immediate Output Instruction)
« Messaging
« CompactBus browsing, such as DeviceNet network access through 1769-SDN with Compact GuardLogix 5370 Ethernet or

USB connection

Module RPI guidelines can require adjustment (increase of 1 ms or more) if the Compact GuardLogix 5370 controller
application includes one or more of the items in this table. Monitor controller minor faults to determine if Module RPI overlaps
have occurred.

You can set the RPI rates of individual Compact I/O modules higher than the
rates listed in the previous table. The RPI shows how quickly modules can be
scanned, not how quickly an application can use the data. The RPI is
asynchronous to the program scan. Other factors, such as program execution
duration, affect

1/0 throughput.
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Module Fault Related to RPI Estimates

When the guidelines that are described in the previous table are followed, most
Compact GuardLogix 5370 controller systems operate as expected. Some
systems that follow the guidelines can experience a Module RPI Overlap minor
fault as described in the following table.

Module

RPI Overlap Fault

Fault Information

Condition In Which Fault Occurs

Module
RPI
Overlap

(Type 03) 1/0 fault
(Code 94) Module
RPI overlap
detected

Module Slot = x,
where x is the slot
number of the 1/0
module in the I/0
configuration
section

This fault is logged when the current RPI update of an I/0 module overlaps with its
previous RPI update. The Minor Faults tab in the Controller Properties dialog box
indicates in which module the RPI overlap fault occurs.

If multiple I/0 modules experience the fault, the application indicates that the fault
occurred on the first such I/0 module. Typically, it is an 1/0 module with a large 1/0
array size. Example modules that use large I/0 array sizes include the 1769-SDN and
1769-HSC modules. In these cases, we recommend that you adjust the RPI of the
module to remove the fault.

Once the fault is cleared from the first /0 module, the application indicates the
next module that experiences the fault. This pattern continues until the fault is
cleared from all affected 1/0 modules.

To avoid this fault, set the RPI rate of the 1/0 modules to higher numerical values.
We recommend you use an RPI value that is not a common multiple of other module
RPI values, such as 2.5 ms, 5.5 ms, or 7 ms.

« We recommend that you do not run Compact GuardLogix 5370 controller systems
with Module RPI Overlap faults.

A system that experiences many Module RPI Overlap faults cannot operate
optimally because 1/0 data is not sampled at the expected rate that the RPI
settings determine.

When the project is downloaded or the RPI value of an 1/0 module is adjusted, it is
expected to have a minor fault. Faults under these conditions are transitionary.
Clear the fault and wait for the fault to reappear before adjusting the RPI value or
the task priorities.

Calculate System Power Consumption

The 1769 Compact I/O power supplies provide power to Compact GuardLogix
local and more banks. The provided power is measured in current capacity.

Consider these points when you design your Compact GuardLogix 5370
controller system banks:
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1769 Compact I/O power supplies have two maximum current capacity
requirements that affect how you design and configure one bank.

The following are the maximum current capacity requirements:
- Maximum current capacity for one bank
- Maximum current capacity for each side of the power supply

Current Capacity for Single Bank

Current Capacity
for Side of Bank ——>-|

Power Supply

HOW‘L\HOHHOHHOW O
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Current Capacity
l«——for Side of Bank
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« The maximum current capacity requirements vary by the power supply
that is used in the bank.

Power Supply |Current Capacity, Max for Current Capacity, Max for
Cat. No. Single Bank Each Side of the Bank"
1769-PA2 2 Aat5VDCand 0.8 Aat24VDC TAat5V DC and 0.4 A at 24V DC
1769-PB2 ’ ’

1769-PA4

WAAatBVDCandZAatZAVDC 2Aat5VDCand1Aat 24V DC

(1) Specification for banks with devices on left and right sides of the power supply.

Calculate Power Consumption in Single Bank

IMPORTANT A single bank requires the Compact GuardLogix 5370 controllers to
reside in the leftmost slot. At a minimum, you must calculate the power
consumption of the controller on the left side of the power supply.

If more modules are installed on the left side of the power supply, you
must also calculate the power consumption for those modules.

If more modules are installed to the right of the power supply, you must
calculate the power consumption for that side separately.

Use this table to calculate power consumption in one bank.

Module Power Consumption Calculation for a Local Bank

Calculated Current =
Side of Power . Number of |Module Current Requirements (Number of Modules) x
Supply Device Cat. No. Modules (Module Current Requirements)

at 5V DC (in mA) at24V DC (inmA) |at 5V DC (in mA) at 24V DC (in mA)

1769-L30ERMS
1769-L33ERMS

. 1769-L33ERMSK
Left - Required | 1760- 1 36ERMS 1 500 225 500 225

1769-LS7ERMS
1769-L38ERMS

1/0 Module-specific Upto3d Module-specific Module-specific
Total Current Required(Z):

Left - Optional

1/0 Module-specific
. IMPORTANT: Insert a separate row in this |Up to 8 Module-specific Module-specific
Right calculation for each I/0 module.

Total Current Required'”-

Total Current Required for Single Bank if Modules Are Installed on Both Sides of the Power Supplym:

(1) Inthe local bank, you can only install up to three modules to the left of the power supply because the Compact GuardLogix 5370 controllers have a power supply distance rating of four and
must be within four slots of the Compact I/0 power supply. You can install up to eight modules on the right side of the power supply in the local bank, and both sides of the power supply in
more banks, if power supply distance ratings for the modules validate the system design.

(2) This number must not exceed the power supply current capacity for this side of the bank.

(3) This number must not exceed the power supply current capacity for the bank.

68 Rockwell Automation Publication 1769-UM022D-EN-P - August 2022



Chapter 5 Add and Configure Standard 1/0 Modules

Calculate Power Consumption in an Additional Bank

IMPORTANT In additional banks, you can install I/0 modules to the left side, right side,

or both sides of the power supply.
The system design determines how to use the following table.

Use this table to calculate power consumption in an additional bank.

Module Power Consumption Calculation for an Additional Bank

Side of Power
Supply

Device Cat. No.

Calculated Current =
Number of |Module Current Requirements (Number of Modules) x
Modules'? (Module Current Requirements)

at 5V DC (in mA) at24VDC(inmA) |at5V DC (in mA) at 24V DC (in mA)

Left - Optional in
an extra bank

/0 Modules

IMPORTANT: Insert a separate row in this

calculation for each 1/0 module.

Upto8 Module-specific Module-specific

Total Current Required(Z):

Right - Optional in
one bank

1/0 Modules

IMPORTANT: Insert a separate row for

each /0 module.

Upto8 Module-specific Module-specific

Total Current Required(Z):

Total Current Required for Bank if Modules Are Installed on Both Sides of the Power Supply(s):

(1) You can install up to eight modules in additional banks if the power supply distance ratings for the modules validate the system design.
(2) This number must not exceed the power supply current capacity for this side of the bank.
(3) This number must not exceed the power supply current capacity for the bank.

Physical Placement of 1/0 Modules

Depending on the controller catalog number, Compact GuardLogix 5370
controllers support 8...30 I/O modules. For more information on catalog
numbers, see Local Expansion Modules on page 62.

Consider these factors when determining the physical placement of I/O
modules:

You can install I/O modules in local and extra banks.
You can install I/O modules to the left and right of the power supply.

When a system requires multiple banks, you can install the additional
banks horizontally or vertically, as shown in the Example of Banks and
System Configurations on page 63.

Each I/O module also has a power supply distance rating and maximum
current draw. Considered jointly, distance ratings and current draw
determine where I/O modules can be placed in a bank and what
configuration of modules can be installed in the bank.

For more information on power supply distance ratings, see Power
Supply Distance Rating on page 71. For more information on system
power consumption, see Calculate System Power Consumption on
page 67.
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Local Bank

To validate the local bank design, confirm that the design meets these
requirements:

« The controller is the leftmost device in the local bank.

« No more than three modules are installed between the controller and the
left side of the power supply.

« No more than eight modules are installed to the right of the power
supply.

« The power consumption of the modules on each side of the power supply
does not exceed the capacity of the power supply for that side.

«  The total power consumption by all modules in the bank does not exceed
the capacity of the power supply for the entire bank.

« Modules are installed such that all power supply distance rating and
system power consumption requirements are met.

For example, the 1769-SDN scanner has a power supply distance rating of
four. If the design includes the installation of a 1769-SDN scanner with
greater than three modules between it and the power supply, the design
1s invalid.

IMPORTANT If you install a module that violates its power supply distance
rating specification, the system can appear to operate normally
for a time, but could experience operational issues over time,
such as 1/0 faults.

Example of a Local Bank

1769-L36ERMS 1769 Compact 1/0
Controller Compact I/0 Modules Power Supply Compact /0 Modules End Cap

s i~ s

Additional Banks

If your application calls for twelve or more I/O modules, at minimum, you
must install the modules in extra banks. The conditions of each application
determine the number of extra banks.

Once the local bank design is validated, you must validate the design for any
additional banks. To validate extra bank designs, confirm that the design
meets these requirements:

« Compact I/O communication bus expansion cables are used properly.
Compact I/0 expansion cables have the same dimensions as the

end caps regardless of whether they are installed at the right or
left side of the communication bus

« No more than eight modules are installed on either side of the power
supply.

« The power consumption of the modules on each side of the power supply
does not exceed the capacity of the power supply for that side.
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« Modules are installed such that all power supply distance rating
requirements are met.

Local Bank

« End caps are installed properly, as shown in the following graphic.
= o
12 EE E;éinumm ] EEEE

i

End Cap 1769-CRRx Cable — 8 End

Caps
1T o

Extra Bank

[TTOl r-ll'.1

Power Supply Distance Rating

Compact GuardLogix 5370 controller systems do not have embedded I/O
modules. You begin counting local expansion slots with the first Compact I/O
module installed next to the power supply when determining where to install a
Compact I/O module and meet its power supply distance rating.

In Compact GuardLogix 5370 controller systems, you can install Compact I/O
modules to the left or right side of the power supply. You can also use local and
extra banks in Compact GuardLogix 5370 controller systems, with each
allowing the inclusion of Compact I/O modules.

Local Bank

In the local bank, the controller must be the leftmost device in the system and
you can only install up to three modules between the controller and the power
supply. Therefore, any Compact I/O modules that are installed to the left of the
power supply in the local bank must be in a module slot that meets the
module’s power supply distance rating requirements.
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Additional Banks

Compact GuardLogix 5370 controller systems also support the use of extra
banks for the local expansion modules of the system. Every additional bank
requires a 1769 Compact I/O power supply. The bank can be designed with local
expansion modules on either side of the power supply.

Most Compact I/O modules have power supply distance rating values that
allow you to install them in any slot on either side of the power supply in extra
banks. Some Compact I/O modules have power supply distance ratings that
affect where you can install them in the Compact GuardLogix 5370 controller
system.

For example, the 1769-HSC Compact high-speed counter modules each have a
power supply distance rating of four. These modules can be installed in local
expansion module slots one through three.

In this case, you must install no more than three Compact I/O modules
between the high-speed counter modules and the power supply, regardless of
whether the modules are installed to the left or right of the power supply.

Example of High-speed Counter Modules Installed in a 1769-L36ERMS Control System

Local Bank

J
O
)

I
H
£

E

© v

i

4

F—————

C

o oot ~ Ty Ty Ly

[ \L,

The location of these 1763-HSC High-speed Counter Modules meets the power
supply distance rating requirements of the high-speed counter module.

Extra Bank

SANTa RREQuI

For more information about the power supply distance ratings for Compact
I/0 modules, see CompactLogix Selection Guide, publication 1769-SGoo1.
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Configure Standard 1/0

Complete these steps to add a Compact I/O module to your Compact

GuardLogix 5370 controller system and configure it.

In the Controller Organizer, select and right-click the 1769 Bus under
I/O Configuration, and choose New Module.

1.

Controller Organizer - 3 X

E2} & Controller CompactLogix_project
H-E3Tasks

S Motion Groups

S Data Types

[ Trends

M Logical Model
=-E1/0 Configuration

New Module...
=& Eth

Discover Mocdules

2. Select the desired I/O module and click Create.

3.

Select Module Type
Catalog | Madule Discavery | Favorites
Enter Search Text for Module Type Cleer Filters HideFillers 4
sl Module Type Category Filiers al Module Type Yendor Filters -
P hnclog ® AlenBracley @
[¥] Communication Advanced Micro Controls Inc. (AMCI) ‘=
[¥| Digital Hardy Instruments, Inc.
[¥] Other ~ ||| Prosoft Technology
~ CatslogMumber  Description Vendor Catsgory »
1763-ASCI 2 Channel RS232/422/485 ASCIl Allen-Bradley  Specialty ‘ =
1768-Boalean 3 Paintinput 4 Point Oulput, 24V DC Combo.. Allen-Bradley  Specialy X
1769-H3C High Speed Counter Allen-Bradley  Specially
3 3 16 Point 120V AC Input Allen-Bradey
1768481 8 PointIsolated 120V AC Input Allen-Bradiey  Digital
1760-IF4 4 Channel CurrentValtage Analog Input Allen-Bradley  Analog
1763-IF4F<0F2F 4 Channel Inpuy2 Channel Output FastAnal..  Allen-Bradley  Analog a
42 of 58 Module Types Found Add to Favorites.
|| Close on Create Create ] ! Close | [ Help ]

The New Module dialog box appears.

Configure the new I/O module as necessary and click OK.

[#] New Module

=)

General* | Connection|
Type: 1763-1A16 16 Point 120% AC Input
“endor: Allen-Braclley
Parent: Local
Name: Digital_Input_module|

Description: E

Module Definition

Series: A
Revision: 1.001

Electranic Keying Compatible Module
Connection: Input

Data Format: Integer

Status: Creating

[ ok | I Cancel ] [ Help
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Common Configuration Parameters

While the configuration options vary from module to module, there are some
common options you typically configure when using Compact I/O modules in
a Compact GuardLogix 5370 controller system, as described in the following
table.

Common Configuration Parameters

Configuration Option

Description

Requested packet interval (RPI)

The RPI specifies the interval at which data is transmitted or received over a connection. For 1769 Compact Local I/0 modules, data is
transmitted to the controller at the RPI.

When scanned on the local bus or over an EtherNet/IP network, input modules are scanned at the RPI specified in the module
configuration. Typically, you configure an RPI in milliseconds (ms). For 1/0 modules, the range is 0.5...750 ms.

When scanned over a DeviceNet network, distributed input modules are scanned at the rate that the DeviceNet adapter that
connects the input modules to the network supports. For example, the scan rate for distributed 1734 POINT /0™ over DeviceNet can
only occur as quickly as the 1734-ADN DeviceNet adapter can transmit the data.

Module definition

Set of configuration parameters that affect data transmission between the controller and the I/0 module. The parameters include
the following:

« Series - Hardware series of the module.

« Revision - Major and minor firmware revision levels that are used on the module.

« Electronic Keying - See LOGIX-AT001 for Electronic Keying information.

« Connection - Type of connection between the controller writing the configuration and the 1/0 module, such as Output.

« Data format - Type of data that is transferred between the controller and I/0 module and what tags are generated when the
configuration is complete.

Module Fault on Controller If
Connection Fails While in Run Mode

This option determines how the controller is affected if the connection to an 1/0 module fails in Run mode. You can configure the
project so that a connection failure causes a major fault on the controller or not.
The default setting is for the option to be enabled, that is, if the connection to an I/0 module fails in Run mode, a major fault occurs

on the controller.

1/0 Module Connections

1/0 Connections

A Logix 5000 system uses connections to transmit I/O data, as described in the
following table.

Connection Description
A direct connection is a real-time, data-transfer link between the controller and an 1/0 module. The controller maintains and
Direct monitors the connection. Any break in the connection, such as a module fault, causes the controller to set fault status bits in the data

area that is associated with the module.
Typically, analog I/0 modules, diagnostic I/0 modules, and specialty modules require direct connections.

Rack-optimized

For digital /0 modules, you can select rack-optimized communication.

This option is used with distributed I/0 modules and the Rack Optimization connection selection is made when configuring the
remote adapter. For example, if you want to use a rack-optimized connection with digital I/0 modules in a remote 1734 POINT 1/0
system, you configure the 1734-AENT(R) module to use a connection type of Rack Optimization.

A rack-optimized connection consolidates connection usage between the controller and the digital /0 modules in a remote chassis
(or on one [;IN rail. Rather than having individual, direct connections for each I/0 module, there is one connection for the entire rack
or DIN rail).

14
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Configure Standard

Distributed 1/0 Modules on

an EtherNet/IP Network

Your Compact GuardLogix 5370 controller system can use distributed I/O
modules on an EtherNet/IP network.

IMPORTANT  When you add distributed I/0 modules, remember to count the
remote Ethernet adapter to remain within the maximum number
of EtherNet/IP network nodes limitation for your controller.

The remote 1/0 modules that are connected to the controller via
the Ethernet adapter are not counted toward the maximum
Ethernet node limit for the controller.

For more information on node limitations, see Nodes on
EtherNet/IP Network on page 52.

Complete these steps to configure distributed I/O modules on an EtherNet/IP

network.

1. Inthe Controller Organizer, select and right-click the 1769 Bus under

I/O Configuration, and choose New Module.

Controller Organizer

+ 0 X

& Controller Tags

.G Power-Up Handler
G-E3 Tasks
S Motion Groups
i & Data Types
= Trends
Y, Logical Model
=-E31/0 Configuration

=& Controller CompactLogix_project

-3 Controller Fault Handler

17 ¢o0m

=25 EtH
LBl

2 Paste

Print

=) o
?..@[‘_’J New Module...

Discover Modules

Ctl+Vv

2. Select the desired Ethernet adapter and click Create.

Select Module Type
Catalog | Module Discovery | Favorites|
Enter Saarch Text for Modula Type Clear Filters Hide Filters. %
..... Module Type Category Filters s Module Type Vandor Filters -
B oo | senBradiey B
[¥] Communication ] Endress+Hauser
| Controller "] FANUC Carporation
| Digital -~ FANUC Robotics America -
~ Catalog Number Description Vendor Category =
1715-AENTR 1715 Ethemet Adspter, Twisted PairMedia  Allen-Bradley  Communication El
1734-AENT 1734 Ethemet Adapter, Twisted-Pair Media  Allen-Bradley  Communication
1734-AENTR 1734 Ethernet Adapter, 2-Port Twisted Pair .. Allen-Bradley  Communication
1738-AENT 1738 Ethemet Adapter, Twisted-Pair Media Co on
1738-AENTR. 1738 Ethemet Adapter, 2-Port Twisted Pair . Allen-Bradley  Communication
1747-AENTR 1747 Ethemet Adapter. 2-Pon, Twisted-Pair.  Allen-Bradley  Communication
1756-EM2F 1756 10/100 Mbyps Ethernet Bridge, Fiber M. Allen-Bradley  Communication
1756-ENZT 1756 10/100 Mbips Ethernst Bridge. Twisted- . Allen-Bradley  Communication
1756-ENZTR 1756 10/100 Mbps Ethernet Bridge, 2-Port T..  Allen-Bradley  Communication v
106 of 424 Module Types Found Add to Favorites
Close on Create Cieate | [ Close | [ Hep |

The New Module dialog box appears.
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3. Configure the new Ethernet adapter as necessary and click OK.

[m] Module Properties: Local:0 (1734-AENTR 5.001) o | B | =
General | Connaction | Module Info | intemet Protacal | Port ion | Netwark | Chassis Size
Type: 1734-AENTR 1734 Ethemet Adapter, 2-Port Twisted Pair Media
WVendor: Allen-Bradley
Parent Iocal Ethemet Address
Name: Remote_POINT_IO_Ethemet_adapter (@) Private Metwork: 192.168.1. 5
Pesthiphcr B C)IP Address:

() Host Name:

Maodule Definition .
Revigion: 5.001
Electronic Keying: Compatible Module
Connection: Rack Optimization
Chassis Size: 4
Status: Offine [ ok ] [Concel | [_Appty | [ Help ]

4. Inthe Controller Organizer, select and right-click the new adapter, and
choose New Module.

New Madule... |

& Controller CompactLogix_p Discover Modulesh
£ Tasks
-S Motion Groups $ cut Ctrl+X
isataTypes Copy Ctl+C
- Trends
M. Logical Model 2 Paste Cal+v
=-E1/0 Configuration Delete Del

=18 1769 Bus

© LER[0] 1769-L33ERMS ¢ Cross Reference  Ctl+E

-8 [11 1769-1A16/A Dig Properties Alt+Enter

=85 Ethernet

@B 1769-L33ERMS Com pyine N

=8 01734-AENTR/B Rem Greor v it
B3 PointlO 4 Slot Chassis

5. Select the desired I/O module and click Create.

Select Module Type

Cetalog |Madule Discovery | Favorites |

Enter Search Text for Moot Type Hide Fiters &

Module Type Category Filters

o - Module Type Vendor Filters

™ snaiog 2 alen-Bradiey

Digital EJ ] Advanced Micro Controls Inc. (AMCI)

] other | Spectum Controls, Inc.

[I] Satety -

~ Cetalog Number  Description Vendar Categery - ‘
17344 4Point 10V-268 DC Input Source AllenBradiey  Digital

Digitel

111

1734-0B2 2 Point Relay Output N.O/M.C. AllenBradley  Digital
1734-0B2E 2 Point 10v-28Y DC Electronically Fused Ou... Allen-Bradley  Digital
1734-0B2EP 2 Point10v-28Y DC Electronically Fused Pr..  Allen-Bradley  Digital
1734-0B4 4 Point Relay Output M.O/MN.C. AllenBradley  Digital
1734-0B4E 4 Point 10v-28Y DC Electronically Fused Ou... Allen-Bradley  Digital -
30 0154 Module Types Found
[7] Close on Create Create | [ Close | [ Hel |

The New Module dialog box appears.
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6. Configure the new I/O module as necessary and click OK.

# | New Module ﬁ
General* ‘Cnnneminn Module Infa | FaultfProgram Action
Type 1734-0A2 2 Point 120V AC Output
Vendor Allen-Bradley
Parent. Remote_POINT_IO_Ethemet_adapter
Name: Remote_output_module| Slot:
Description: o
Madule Definition
Series: c
Revision: 3om
Electronic Keyving:  Compatible Module
Connection Rack Optimization
Data Format Integer
Change ..
Stetus: Creating [ ok ] [ Cancel | [ Help ]

7. Toadd additional distributed I/O modules, repeat steps 4... 6.

Example 1769-L36ERMS Control System with Distributed 1/0 Modules on an EtherNet/IP Network

1734-AENTR POINT 1/0
ot

iE

1769-L36ERMS Controller

b

1794-AENTR FLEX 1/0™

L

®
1732E-1B1

BMI2R
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Chapter 5 Add and Configure Standard 1/0 Modules

Configure Standard
Distributed I/0 Moduleson a
DeviceNet Network

Your Compact GuardLogix 5370 controller system can use standard distributed
I/0 modules on a DeviceNet network.

To configure standard distributed I/O modules on a DeviceNet network,
complete these steps.

1. Ifyou have not done so, install a 1769-SDN Compact I/O DeviceNet

scanner into the local bank of your Compact GuardLogix 5370 controller
system.

2. In the Controller Organizer, select and right-click the 1769 Bus under
I/O Configuration, and choose New Module.

Controller Organizer v o X

=& Controller CompactLogix_project
-3 controller Tags
(3 Controller Fault Handller
L6 Power-Up Handler
- E2Tasks
SIMotion Groups
S Data Types
fll Trends
M Logical Model
=-E31/0 Configuration

- -

?  New Module...

-
=& EtH Discover Macdules
- ’
= 2 Paste Cl+V
Print 4

3. Select the 1769-SDN scanner and click Create.

78

Select Module Type
Catalog | Medule Discovery | Favorites
Entar Saarch Taxt for Moduls Type |HideFilters 2
Module Type Category Filiers - Module Type Vendor Filters -
:'Ana\ug i E Allen-Bradiey 1]
V| Communication =|| 7] Advanced Micro Controls Inc. (AMC]) 3
| Digftal [] Heardy Instruments, Inc
] Other + |1 Prosoft Technology &
~ CatalogNumbsr  Description Vandor Category
1768 Scanner DeviceNet Allen-Bradley  Communication
1 ot 59 Module Types Found [ AddtoFavorites |
[I7] Close on Create Create ‘ l Close I Help J

4. Choose a Major Revision and click OK.

-

Select Major Revision

Select major revision for new 1769-SDN
module being created,

Major [4 v I

[ ok || cancel |

A

The New Module dialog box appears.
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5. Configure the new 1769-SDN scanner as necessary and click OK.

New Module X3
Type: 1769-SDN/B 1769 Scanner Devicellet
Yendor: Allen-Bradley
MNarme: DeviceMNet_module Slot 2 =
Description: - Input Size: 90 = (32-bi)
- Output Size: 90 = (32biy
Rewvision: 4 001 : Electronic Keying: ICompal\ble Keying =i
| Open Maodule Properties l oK I l Cancel I l Help l

6. Use RSNetWorx for DeviceNet software to define the scan list in the
1769-SDN scanner to communicate data between the devices and the
controller through the scanner.

Example 1769-L36ERMS Control System with Distributed 1/0 Modules on an DeviceNet Network

= juiie Snure Wnure| J ora,
| 1734-AENT with . T = « 1769-L36ERMS
POINT Guard 1/0 E « 1769-SDN Scanner
EtherNet/IP Network
B B

DeviceNet Network

1794-ADN FLEX 1/0
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Monitor Standard
1/0 Modules

80

With Compact GuardLogix 5370 controllers, you can monitor I/O modules in
the following ways:

+  QuickView® Pane below the Controller Organizer
« Connection tab in the Module Properties dialog box
« Programming logic to monitor fault data so you can act

When a fault occurs on an I/O module, a yellow triangle on the module in the
Controller Organizer alerts you to the fault.

&leﬂ /O Configuration
=@ 1769 Bus
£ [0] 1769-L36ERMS CompactLogix_project

N\ [1] 1769-OB16/B Localsource_output

The following graphic shows the Quick View Pane, which indicates the fault
type.

...... S] Module Defined Tags

" Local1:C
Description
Status 10 Faulted

Module Fault | (Code 16#01186) Electronic Keying Mismatch...

To view the fault description on the Connection tab in the Module Properties
dialog box, complete these steps.

1. Inthe Controller Organizer, select and right-click the faulted I/O module
under I/O Configuration, and choose Properties.

Bﬁﬂ /O Configuration
=0 1769 Bus
& [0] 1769-L36ERMS Compactlogix_project

8 New Module..
Discover Modules...

& Cut Cul+X
By Copy Cl+C
2 Paste Ctrl+V

Delete Del

Cross Reference Cul+E

Properties Alt+Enter
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2. On the Module Properties dialog box, click the Connection tab.

In the Module Fault section, use the fault description to diagnose and
remedy the issue.

f 5| Module Properties: Local (1769-0B16 2.1) folla== ‘
Requested Packet Interval (RPI): 20012 ms (05-750.0)
[ Inhibt Module

Major Fault On Controller if Connection Fails While in Run Mode

Module Fault
(Code 16#0116) Electronic Keying Mismatch: Major and/or Minor revision invalid orincomect.

Status: Faulted [ 0K %J [ Cancel Apply

End Cap Detection and Module Faults

End cap detection is performed through the last module on a 1769 Bus. If that
module experiences a fault such that it cannot communicate on the 1769 Bus,
the following events occur:

« End cap detection fails
« Controller faults
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Notes:
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1/0 Devices

Add, Configure, Monitor, and Replace CIP Safety

1/0 Devices

Topic Page
Add and Configure Safety 1/0 Devices 83
Set the IP Address by Using Network Address Translation (NAT) 85
Set the Safety Network Number (SNN) 87
Unicast Connections on EtherNet/IP Networks 86
Set the Connection Reaction Time Limit 87
Configuration Signature 9
Reset Safety 1/0 Device Ownership 9
Address Safety 1/0 Data 92
Monitor Safety /0 Device Status 93
Reset Safety 1/0 Device to Out-of-box Condition g
Replace a Safety 1/0 Device 94

When you add a safety I/O device to the system, you must define a

configuration for the device, including the following:
« [P address for EtherNet/IP™ networks; see page 87

« Safety network number (SNN); see page 87

« Reaction time limit; see page 87
« Configuration signature; see page 91

« Safety input, output, and test parameters, refer to the module’s user
documentation and the Logix Designer application’s online help.

You can configure safety I/O devices via the Compact GuardLogix® controller

by using the Logix Designer application.

Q Safety I/0 devices support standard and safety data. Device configuration

defines what data is available.
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Add the safety I/O device to the communication module under the I/O
Configuration folder of the controller project.

You cannot add or delete a safety I/0 device while online.

1. Right-click the Ethernet network and choose New Module.

E]@ /0 Configuration
=-£f 1769 Bus
L. [0]1769-L36ERMS SafetyDicer

E];E,g Ethernet 4—

& 1769-L36ERMS SafetyDicer

2. From the Catalog tab, select the safety I/O device.

Use the filters to reduce the list of modules from which to choose.

Select Module Type L ]

Catalog l Module Discovery [ Favoriles|

Enter Search Text for Module Type. Clear Filters Hide Filters £

Module Type Category Filters =1 Mariule Type Vendor Filters -
[7] PowerMonitor 5000 Series El
] _Praarammable Logic Controller | cnaressrmauser b
[£]|C] FANUC CORPORATION
| SCANport Diives on EtherNeiP + |[F] FANUC Rabotics America -
' v Catalog Number Description Vendor Category =
1791ES-IB16 16 Point 24 VDC Sink Safety Input Allen-Bradley  Safety.Digital
i 1791ES-IBEXOBVA 8 Point 24 VDC Sink Safety Input 8 Point24 _ Allen-Bradley _ Safety Digital ‘
2094-EN02D-M01-S1  Kinetix 8500 Single Axis Ethernet Safe Spee..  Allen-Bradley ~ Safety.Drive Motion |8
i 2198-H003-ERS2 Kinetix 5500, 1A. 195-528 Volt, CIP Safe Torq... Allen-Bradley Drive.Motion.Safety |5

2198-HO15-ERS2 Kinetix 5500, 5A. 195-528 Volt, CIP Safe Torg.. Allen-Bradley Drive Motion Safety

2198-HO08-ERS2 Kinetix 5500. 2 5A. 195-528 Volt. CIP Safe To.. Allen-Bradley  Drive Motion.Safety ‘
2198-H025-ERS2 Kinetix 5500, 8A. 195-528 Volt CIP Safe Torg... Allen-Bradley  Drive Motion.Safety m

2198-HO40-ERS2 Kinetix 5500. 13A, 195-528 Volt. CIP Safe Tor.. Allen-Bradley Drive Motion Safety

i 2198-HO70-ERS2 Kinetix 5500, 23A, 195-528 Volt, CIP Safe Tor.. Allen-Bradley  Drive Motion Safety ik
| ETUEOMET.CAEE  Fanain SohalntiD S fan Mardsis, i Brndln: G nksis A
; 12 of 372 Module Types Found
[] Close an Creste Create | [ Close | [ Hep |

3. Click Create.
4. Type a name for the new device.

-
[5] New Module E

General* | C jon | Safety | Module Infa | Intemet Pratocel | Pant Configuration | Input Canfiguration | Test Output|
Type: 1791ES-IB16 16 Point 24 VDC Sink Safety Input
Vendor: Allen-Bradley Ethernet Address
Parent: Local =
(O)Private Metwork: 192.168.1.
Name: |
@IP Address: 192 . 168 . 10 . 25
Descrigtion: - il

i

Madule Definition

o Safsty Network 3E0F_02E2_6ESE
Series: A Change ... Nurnber : ===

Revision: 1.001 7/1/2015 8:26:33.838 AM
Electronic Keying:  Compatible Module

Input Data Safety

Input Status: Pt. Status

Output Data: Test

Data Format: Integer

5. To modify the Module Definition settings, click Change (if necessary).
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Set the IP Address

To set the IP address, you can adjust the rotary switches on the device; use
DHCP software (available from Rockwell Automation); use the Logix Designer
application (as shown in this step); or retrieve the default address from

nonvolatile memory.
L

Enter the IP address for EtherNet/IP networks.

r
| New Module

General* | Connection ] Safety. ‘ Module Info E Internet Protocol I Port Configuration | Input Configuration ‘ Test Ouiput

Type:
vendor:
Parent:

Name:

Descrigtion:

Series:

Revision:

Input Data:

Input Status:
Output Data:
Data Format:

Status: Creating

Electronic Keying:

1791ES-IB16 16 Point 24 VDC Sirk Safety Input
Allerr-radiey

Laocal

Module Definition

s Change ...

1.001

Compatible Module
Safety

Pt. Status

Test

Integer

Ethernet Address

Private Network: 192.168.1

|01P Address; 192 . 168 . 10 . 5 |

Avanced.., |

Safety Metwork

3EOF_02E2_GESE
Nurmber ;

7/1/2015 8:26:32.838 AM

[ oK ] [ Cancel Help

2. Click OK.

Set the IP Address by Using Network Address Translation (NAT)

NAT translates one IP address to another IP address via a NAT-configured
router or switch. The router or switch translates the source and destination
addresses within data packets as traffic passes between subnets.

This service is useful if you need to reuse IP addresses throughout a network.
For example, NAT makes it possible for devices to be segmented into multiple
identical private subnets while maintaining unique identities on the public

subnet.

If you are using NAT, follow these steps to set the IP address.

1.

In the IP Address field, type the IP address for the controller.

This is usually the IP address on the public network when using NAT.

r
8| New Module

General® | Cannection ] Ss1aty| Module Info [ Internet Protocol [PnnCnnﬂguraﬂon Input Configuration J Test Output
Type: 1791ES-1B16 16 Point 24 VDC Sink Safety Input
Vendor: Allen-Bradley Ethernet Address
Parent: Local
Private Network: 192.168.1,
Name:
i Q[P address: 192 .18 . 10 . 25
Description:
N Agdvanced... ‘
Module Definition Safety Network —
o 2 3EOF_02E2_6EGE
Seuess L3 Change ... Number : - —
LEYER? 1.001 7/1/2015 8:26:33.838 AM
Electronic Keying:  Compatible Module
I Cntetns

2. To open the Advanced Ethernet Settings dialog box, click Advanced.
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3. Toindicate that this module and the controller communicate through
NAT devices, select the checkbox.

Advanced Ethernet Settings “

This module and the controller communicate through Network Address Translation (NAT)

Module address used by the controller: 192 . 168 . 10 . 25

Actual module address:

192.168.10.25

NAT Router

Controller This Module

OK Cancel Help

4. Type the Actual module address.

If you configured the IP address with the rotary switches, this is the

O address that you set on the device. Alternately, the Actual module
address is the same address that is shown on the device's Internet
Protocol tab.

5. Click OK.

The controller uses the translated address but CIP Safety™ protocol requires
the actual address of the device.

Unicast Connections on EtherNet/IP Networks

Unicast connections are point-to-point connections between a source and a
destination node. You do not have to enter a minimum or maximum RPI range
or default value for this type of connection.

To configure unicast connections, choose the Connection tab and check Use
Unicast Connection over EtherNet/IP.
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Set the Safety Network Number (SNN)

The assignment of a time-based SNN is automatic when adding new safety
I/O devices. Subsequent safety device additions to the same network are
assigned the same SNN defined within the lowest address on that CIP safety
network.

For most applications, the automatic, time-based SNN is sufficient. However,
there are cases when the manipulation of an SNN is required.

See The Safety Network on page 46.

Set the Connection Reaction Time Limit

The Connection Reaction Time Limit is the maximum age of safety packets on
the associated connection. If the age of the data that is used by the consuming
device exceeds the Connection Reaction Time Limit, a connection fault occurs.
The following equations are used to determine the Connection Reaction Time
Limit:

Input Connection Reaction Time Limit =

Input RPI x [Timeout Multiplier + Network Delay Multiplier]

Output Connection Reaction Time Limit =
Safety Task Period x [Timeout Multiplier + Network Delay Multiplier - 1]

The Connection Reaction Time Limit is shown on the Safety tab of the Module
Properties dialog box.

Connection Reaction Time Limit

| General | 'E,onned'innr Safety "h;‘lnﬂulrarlnfn "Int'srné'l Protacol | #nnrcrrnnlriﬁura'ﬁon }'Iﬁpul'Cenrijymﬁnn ‘ Tes'lrorurl';':ulyj

Connection | Requested Packel|| Connection Reaction ||  Max Observed ¢
Type Interval (RPI) (ms)|  Time Limit (ms)  ||Network Delay (ms) .
Safety Input 10 2| 40.1 [ Reset | Advanced...
Safety Output 2 60.0 | Reset
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Specify the Requested Packet Interval (RPI)

The RPI specifies the period that data updates over a connection. For example,
an input module produces data at the RPI that you assign.

For safety input connections, you can set the RPI on the Safety tab of the
Module Properties dialog box. The RPI is entered in 1 ms increments, with a
range of 1...100 ms. The default is 10 ms.

The Connection Reaction Time Limit is adjusted immediately when the RPI is
changed via the Logix Designer application.

Requested Packet Interval

| General ] Connection | Safety }Mndulalnfn ‘ Internet Protocol | Port Cnnhguraﬁon ‘ Input Configuration ‘ Teleuipul}

Connection

Type

Requested Packet
Interval (RPI) (ms)

Connection Reaction
Time Limit (ms)

Max Observed ¢
Metwork Delay (ms)

Safety Input

10 <

401

| Reset

Advanced...

Safety Outpu 20 60.0 | Reset

For safety output connections, the RPI is fixed at the safety task period. If the
corresponding Connection Time Reaction Limit is not satisfactory, you can
adjust the safety task period via the Safety Task Properties dialog box.

See Safety Task Period Specification on page 114 for more information on the
safety task period.

For typical applications, the default RPI is usually sufficient. For more complex
requirements, use the Advanced button to modify the Connection Reaction
Time Limit parameters, as described on page 89.

View the Maximum Observed Network Delay

When the Compact Guardlogix controller receives a safety packet, the software
records the maximum observed network delay. For safety inputs, the
Maximum Observed Network Delay displays the round-trip delay from the
input module to the controller and the acknowledge back to the input module.
For safety outputs, it displays the round-trip delay from the controller to the
output module and the acknowledge back to the controller. The Maximum
Observed Network Delay is shown on the Safety tab of the Module Properties
dialog box. When online, click Reset to reset the Maximum Observed Network
Delay.

Reset the Maximum Observed Network Delay

[ General ] Connection| Safety }Modulalnf.ﬁ ‘.Imernel Prulocol.| Port C.:unl-lg_urai:on .lnpul Cun.f_i.g_urutiun ‘_'.I'e.sl.Oul-puli

Connection | Requested Packet | Connection Reaction|  Max Observed -
Type Interval (RPI) (ms) Time Limit (ms) Network Delay (ms) .
Safety Input 10 2 401 34.‘3' Reset Advanced
Safety Output 20 60.0 26.3__Reset

IMPORTANT  The actual Maximum Network Delay time from the producer to the
consumer is less than the value displayed in the Maximum Network Delay
field on the Safety tab. In general, the actual maximum message delay is
approximately one-half the Maximum Network Delay value that is
displayed.
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Set the Advanced Connection Reaction Time Limit Parameters

Configure connection parameters like the timeout multiplier and network
delay multiplier on the Advanced Connection Reaction Time Limit dialog box.

Advanced Configuration

Advanced Connection Reaction Time Limit Configuration lﬂ
Input
Reguested Packet Interval (RPI): T 2 ms (6 - 500)
Timeout Multiplier 2 -9
Network Delay Multiplier: 2002 % (10-600)
Connection Reaction Time Limit: 401 ms
Output
Requested Packet Interval (RPI): 20 ms (Safety Task Period)
Timeout Multiplier 2= -9
Network Delay Multiplier: 2002 % (10-600)
Connection Reaction Time Limit: 60.0 ms
0K [ Cancel [ Help

« Timeout Multiplier - Determines the number of RPIs to wait for a packet
before declaring a connection timeout. This translates into the number
of messages that can be lost before a connection error is declared.

For example, a timeout multiplier of 1 indicates that messages must be
received during each RPI interval. A Timeout Multiplier of 2 indicates
that 1 message can be lost as long as at least 1 message is received in 2
times the RPI (2 x RPI).

« Network Delay Multiplier - Defines the message transport time that the
CIP Safety protocol enforces. The Network Delay Multiplier specifies the
round-trip delay from the producer to the consumer and the
acknowledge back to the producer. You can use the Network Delay
Multiplier to reduce or increase the Connection Reaction Time Limit in
cases where the enforced message transport time is significantly less or
more than the RPI. For example, it can be helpful to adjust the Network
Delay Multiplier when the RPI of an output connection is the same as a
lengthy safety task period.

For cases where the input RPI or output RPI are relatively slow or fast as
compared to the enforced message delay time, the Network Delay
Multiplier can be approximated by using one of the two methods.
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Method 1: Use the ratio between the input RPI and the safety task period. Use
this method only when all the following conditions apply:

« Ifthe path or delay is approximately equal to the output path or delay.

« The input RPI has been configured so that the actual input message
transport time is less than the input RPL.

« The safety task period is slow relative to the Input RPI.

Under these conditions, the Output Network Delay Multiplier can be
approximated as follows:

Input Network Delay Multiplier x [Input RPI | Safety Task Period]

EXAMPLE Calculate the Approximate Output Network Delay Multiplier
If:
Input RPI =10 ms
Input Network Delay Multiplier = 200%
Safety Task Period = 20 ms
Then, the Output Network Delay Multiplier equals:
200% x[10 +20]=100%

Method 2: Use the Maximum Observed Network Delay. If the system is run for
an extended time through its worst-case loading conditions, the Network
Delay Multiplier can be set from the Maximum Observed Network Delay. This
method can be used on an input or output connection. After the system has
been run for an extended time through its worst-case loading conditions,
record the Maximum Observed Network Delay.

The following equation approximates the Network Delay Multiplier:
[Maximum Observed Network Delay + Margin_Factor] , RPI

EXAMPLE Calculate the Network Delay Multiplier from Maximum Observed
Network Delay

If:

RPI=50 ms
Maximum Observed Network Delay = 20 ms
Margin_Factor =10

Then, the Network Delay Multiplier equals:
[20+10] +50=60%
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Configuration Signature

Each safety device has a unique configuration signature that defines the
module configuration. The configuration signature is composed of an ID
number, date, and time, and is used to verify a module’s configuration.

Configuration via the Lagix Designer Application

When the I/O device is configured by using the Logix Designer application, the
configuration signature is generated automatically. You can view and copy the
configuration signature via the Safety tab on the Module Properties dialog box.

View and Copy the Configuration Signature

Configquration Signature:

D 3cd_4415 {Hex) Capy :

Data Bf20/25

Time:  11:38:25 &AM — b= mg

Different Configuration Owner (listen-only connection)

When another controller owns the I/O device configuration, you must copy the
module configuration signature from the controller’s project and paste it into
the Safety tab of the Module Properties dialog box.

If the device is only configured for inputs, you can copy and paste the

Q configuration signature. If the device has safety outputs, the controller that
owns the configuration owns the device, and the configuration signature text
box is unavailable.

Reset Safety I/0 Device Ownership

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current conﬁguratlon ownership. When the opened
project owns the configuration, Local is displayed. When a second device owns
the configuration, Remote is displayed, along with the safety network number
(SNN), and node address or slot number of the configuration owner.
Communication error is displayed if the device read fails.

When online, click Reset Ownership to reset the device to its out-of-box
configuration.

Configuration Ownership:

‘ Reset Ownership

You cannot reset ownership when there are pending edits to the module
Q properties, when a safety task signature exists, or when safety-locked.

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 91



Chapter 6 Add, Configure, Monitor, and Replace CIP Safety /0 Devices

Address Safety 1/0 Data When you add a device to the I/O configuration folder, the Logix Designer

application automatically creates controller-scoped tags for the device.

I/O information is presented as a set of tags. Each tag uses a structure of data,
depending on the type and features of the I/O device. The name of a tag is
based on the device’s name in the system.

- To monitor safety tag data, see Develop Safety Applications on page 113.

« For information on how to address standard I/O devices, see the Logix
5000 Controllers I/O and Tag Data Programming Manual, publication
1756-PMo0o4.

Safety 1/0 Modules Address Format

A Safety I/O module address follows this format:
Modulename:Type.Member

Safety 1/0 Module Address Format Explanation

Where s
Modulename The name of the safety I/0 device
Type Type of data l[]nuptl[JJtthl; .

Specific data from the 1/0 device

Modulename:l.RunMode
Input-only module ~ Modulename:|.ConnectionFaulted
Modulename:l.Input Members

Modulename:l.RunMode
Member Output-only module Modulename:1.ConnectionFaulted
Modulename:0.0utput Members

Modulename:.RunMode
Modulename:|.ConnectionFaulted
Modulename:l.Input Members
Modulename:0.0utput Members

Combination 1/0

Kinetix 5500, Kinetix 5700, and PowerFlex 527 Drive Address Format

A Kinetix® 5500, Kinetix 5700, and PowerFlex® 527 drive address follows this
format:

Drivename:Type.Member

Drive Safety 1/0 Drive Address Format Explanation

Where Is
Drivename The name of the Kinetix or PowerFlex drive
Type Type of data lgnuptl;)tljslsﬂ

Specific data from the I/0 device

Drivename:SI.ConnectionStatus
Drivename:Sl.RunMode
Drivename:SI.ConnectionFaulted
Input-only module  Drivename:SI.Status
Member Drivename:Sl.TorqueDisabled
Drivename:Sl.SafetyFault
Drivename:S|.ResetRequired

Drivename:S0.Command
Output-only module Drivename:S0.SafeTorqueOff
Drivename:S0.Reset
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Monitor Safety 1/0 Device
Status

Reset Safety 1/0 Device to
Out-of-box Condition

You can monitor safety I/O device status via explicit messaging or via the
status indicators on the I/O devices.

These publications provide information on I/O module troubleshooting:

« Guard I/O™ EtherNet/IP Modules User Manual, publication
1791ES-UMoo1

« POINT Guard I/O™ Safety Modules Installation and User Manual,
publication 1734-UMo13

« Kinetix 5500 Servo Drives User Manual, publication 2198-UMoo1
« Kinetix 5700 Servo Drives User Manual, publication 2198-UMoo2

« PowerFlex 527 Adjustable Frequency AC Drive User Manual, publication
520-UMo02

If a safety I/O device was used previously, clear the existing configuration
before installing it on a safety network by resetting the module to its out-of-
box condition.

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current configuration ownership. When the opened
project owns the configuration, Local is displayed. When a second device owns
the configuration, Remote is displayed, along with the safety network number
(SNN), and node address or slot number of the configuration owner.
Communication error is displayed if the module read fails.

If the connection is Local, you must inhibit the device connection before you
reset ownership. Follow these steps to inhibit the device.

1. Inthe Controller Organizer, right-click the device and choose Properties.
2. Click the Connection tab.

3. Check Inhibit Connection.

4. Click Apply and then OK.

Follow these steps to reset the device to its out-of-box configuration when
online.

1. Inthe Controller Organizer, right-click the device and choose Properties.
2. Click the Safety tab.
3. Click Reset Ownership.

Configuration Ownership:

Reset Ownership

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 93


http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1791es-um001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1734-um013_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/2198-um001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/2198-um002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/520-um002_-en-e.pdf

Chapter 6
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Replace a safety 1/0 Device vou can use the Logix Designer application to replace a safety I/O device on an

94

Ethernet network.

Safety I/O device replacement is configured on the Safety tab of the Compact
GuardLogix controller.

Safety 1/0 Device Replacement

-

,\'f(ontrol!er Properties - CompactLogix_project = \ = == |
\ Nénvolan\sMemUW | Memory: | Inlsmstﬁutucul ‘ Part Configuration [ &Et-wurk ‘ Sacurity ‘ AlarmLog |
| General | Major Faults | Minor Faulis | Date/Time | Advanced | SFC Execution [ Project ‘ Safety
Safety Application:  Unlocked Safety Lock/Unlack..
Safety Status;
Safety Signature: Generate €
Copy
Delete &

[] Protect Signature in Run Mode

‘When replacing Safety I/0:
(@) Configure Only When No Safety Signature Exists
() Configure Always

[ ok [ concal ][ appy [ Hep

« Ifyouare relying on a portion of the CIP Safety system to maintain SIL3
behavior during device replacement and functional testing, the
Configure Always feature cannot be used. Go to Configure Only When
No Safety Signature Exists Replacement on page 95.

« Ifthe entire routable CIP Safety control system is not being relied on to
maintain SIL 3/PLe during the replacement and functional testing of a

device, the Configure Always feature can be used. Go to Configure
Always Replacement on page 100.
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Configure Only When No Safety Signature Exists Replacement

When a safety I/O device is replaced, the configuration is downloaded from
the safety controller if the DevicelD of the new device matches the original.
The DevicelD is a combination of the node/IP address and the Safety Network
Number (SNN) and is updated whenever the SNN is set.

If the project is configured as ‘Configure Only When No Safety Signature
Exists’, follow the appropriate steps in the following table to replace a safety
I/O device based on your scenario. Once you have completed the steps
correctly, the DevicelD matches the original, which enables the safety
controller to download the proper device configuration and re-establish the
safety connection.

Replacing a Module

Compact GuardLogix |Replacement Module

Safety Signature Exists | Condition Action Required

No SNN -
No (Out-of-box) None. The device is ready for use.
Same SNN as original
Yes or No safety task None. The device is ready for use.
configuration
Yes No SNN See Scenario 1- Replacement Device is Out-of-box and Safety
(Out-of-box) Signature Exists on page 96.

Yes . See Scenario 2 - Replacement Device SNN is Different from
Different SNN from Original and Safety Signature Exists on page 97.
original safety task

No configuration See Scenario 3 - Replacement Device SNN is Different from
Original and No Safety Signature Exists on page 99.
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Scenario 1- Replacement Device is Out-of-box and Safety Signature Exists
1. Replace the I/O device with the new /O device.
2. Right-click the replacement safety I/O device and choose Properties.

3. To open the Safety Network Number dialog box, click | .. | to the right of
the safety network number.

General | Connection | Safaty| Module Info | Internet Protocol [ Port Configuration | Input Configuration | Test Output

Type: 1791ES-IB16 16 Point 24 VDC Sink Safety Input
Vendor: allen-Bradley Ethernet Address
Parent: Local
(@) Private Network: 192.168.1. 25 -2
Name: EnetiModule
o (C)IP Address:

Description: -

[

Module Definition

Safety Netwark

iaa 3E7S_0408_SF20
- s (o)

Revision: 1.001 10/11/2015 1:47:37.504 PM

Electronic Keying:  Compatible Module

4. Click Set.

Safety Network Number  IE|
Format:
® Time-based Generate

10/21/2015 9:34:17.939 AM

Manual

EtheiNet/IF: (Decimal)
Number:

3IETF_02E9_839F (Hex)

Set -
oK |[ canca |[ Hep

5. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.

Set Safety Network Number in Module EX|

DANGER. Setting Safety Network Number in module,

Network status indicator on module's front panel is alternating red and
green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration cwnership being
granted to first controller that successfully configures module.

If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output ownership
being granted to first controller that successfully connects to outputs.

Set Safety Network Number?

' Yes _ No Help

6. Follow your company-determined procedures to test the replaced I/O
device and system and to authorize the system for use.
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Scenario 2 - Replacement Device SNN is Different from Original and Safety Signature
Exists

1. Replace the I/O device with the new /O device.

2. Right-click your safety I/O device and choose Properties.

3. Click the Safety tab.

General | Connection | Safety ‘Mndute Info |Intamel Protacol | Port Canfiguration | Input Configuration | Test Dmput|

Connection | Requested Packet | Connection Reaction|  Max Observed -

Type Interval (RPI) (ms) Time Limit (ms) | Network Delay (ms)
Safety Input 102 401 345[_Reset Advanced
Safety Qutput 20 £0.0 76.3| Reset

Configuration Ownership

Reset Ownership | €

Configuration Signature:
D |3dc4_d4f5 (Hex) Copy
Date:  10/11/2015

Time:  1:47:37 PM = 504 ms

Click Reset Ownership.
Click OK.
Right-click the device and choose Properties.

N ook

To open the Safety Network Number dialog box, click| .. | to the right of
the safety network number.

General | Connection | Safety| Module Info | Internet Protocol [ Port Configuration | Input Configuration | Test Output
Type: 1791ES-IB16 16 Point 24 VDC Sink Safety Input
Vendor: Aller-Bradley Ethernet Address
Parent: Local
(@)Private Network: 192.168.1. 25 -2
Name: Enetivodule
L ()IP Address:
Description: -
i
Module Definition
e o Safety Network 3675 0408 520 [, | |
: Change ... Nurnber:
RenEba: S 10/11/2015 1:47:37.504 PM
Electronic Keying:  Compatible Module
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8. Click Set.

Format:
(® Time-based Generate
10/21/2015 9:34:17.959 &M
© Manual
EtheNet/IP: (Decimal)
Number:
IE7F_02E9_838F (Hex)

9. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.

g DANGER. Setting Safety Network Number in module.

Network status indicater on module’s front panel is alternating red and
green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration ownership being
granted to first controller that successfully configures module.

If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output ownership
being granted to first controller that successfully connects to outputs.

Set Safety Network Number?

10. Follow your company-prescribed procedures to test the replaced I/O
device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN is Different from Original and No Safety Signature

Exists
1. Replace the I/O device with the new /O device.

2. Right-click your safety I/O device and choose Properties.

3. Click the Safety tab.

| General | Cannection| Safety |Madula Infa ‘ Internet Protocol | Part Cor i I Input Configuration [TestOulpul‘

Connection | Requested Packet | Connection Reaction|  Max Observed .
Type Interval (RPI) (ms) | Time Limit (ms) | Metwork Delay (ms)
Safety Input 102 401 345 | Reset Advanced...
60.0 26.3| Reset

20

Safety Output

Configuration Ownership:

Reset Ownership | <

Configuration Signature:
ID: 34cq_44f5 (Hex) Copy

Date:  10/11/2015

Time: 1:47:37 PM

Click Reset Ownership.

5. Click OK.
Follow your company-prescribed procedures to test the replaced I/O

device and system and to authorize the system for use.
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100

Configure Always Replacement

Safety Control System is net being relied on to maintain SIL 3 behavior
during the replacement and functional testing of a device.

Do not place devices that are in the out-of-box condition on a CIP Safety
network when the Configure Always feature is enabled, except while
following this replacement procedure.

2 ATTENTION: Enable the Configure Always' feature only if the entire CIP

When ‘Configure Always’ is enabled in the controller project, the controller
automatically checks for and connects to a replacement device that meets all

the following requirements:
« The controller has configuration data for a compatible device at that
network address.

« The device is in out-of-box condition or has an SNN that matches the
configuration.

If the project is configured for ‘Configure Always’, follow the appropriate steps
to replace a safety I/O device.

1. Replace the I/O device with the new /O device.
a. If the device is in out-of-box condition, go to step 6.

No action is needed for the Compact GuardLogix controller to take
ownership of the device.

b. If an SNN mismatch error occurs, go to the next step to reset the
device to out-of-box condition.

2. Right-click your safety I/O device and choose Properties.

Click the Safety tab.
| General I Caonnection SEEEI Module Info "Inl'ernet Protocol | VF"on'Cunlrigyraijen "lnpul'Confjgyrutiun | TestOuipulE
Caonnection | Requested Packet | Connection Reaction|  IMax Observed .
Type Interval (RPI) (ms) | Time Limit {ms) | Metwork Delay (ms) 2
Safety Input 10 % 401 345 Reset Advanced...
Safety Output 20 60.0 26.3| Reset

Configuration Ownership:

Reset Ownership | <

Configuration Signature:

ID: [34c4_4415 (Hex) Copy
Date:  10/11/2015
Time:  1:47:37 PM — o904 ms

. Click Reset Ownership.
5. Click OK.

Follow your company-determined procedures to test the replaced I/O
device and system and to authorize the system for use.
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Topic Page
Tasks 102
Programs 104
Routines 105
Local Tags and Parameters 106
Programming Languages 108
Add-On Instructions 109
Access the Module Object 1o
System Overhead Time Slice m

A control application is composed of several elements that require planning for
efficient application execution. Application elements include the tollowing:

« Tasks
« Programs

« Routines
« Local Tags and Parameters

Controller Fault Handler
[Task 32
\
\
\
Task 1
Configuration
| [ Program 100 Watchdog
\
[
Program 1
Program
Main Routine (Local Tags and
Parameters)
Fault Routine
Other Routines £ i L
Controller (global) Tags /0 Data System-shared Data
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Elements of a Control Application

Tasks

102

A Logix 5000™ controller lets you use multiple tasks to schedule and prioritize
the execution of your programs that are based on criteria. This multitasking

allocates the processing time of the controller among the different operations
in your application:

« The controller executes only one task at a time.
« One task can interrupt the execution of another task and take control.

« Inany given task, multiple programs can be used. However, only one
program executes at a time.

« You can display tasks in the Controller or Logical Organizer views, as
necessary.

Controller Organizer

Controller Organizer

v 1 X

Main Task se—
(continuous)

Safety Task —’ £ &1 SafetyTask

Task 2
(periodic)

Task 3
(event)

=-E3 Controller develop_applications
| L2 Controller Tags
3 Controller Fault Handler
-3 Power-Up Handler
-8 Tasks
i £ 5@ MainTask

>

Logical Organizer

Logical Organizer

=S Logical Model develop_applications

-> = e!n MainProgram

L e oo

& Parameters and Local Tags
—EymainRoutine
=€ Secondary_Program
@ parameters and Local Tags
EnSecondlary_1

L1}

=3 SafetyProgram
~& Parameters and Local Tags
—EaMainRoutine
=@ Task_2
I B 8 Task_2_Program_L
[& Parameters and Local Tags
~-EhTask_2_Routine_1
.i_ 3 Task_3_Event_Task
| BB Task_3_Program_1
-3 parameters and Local Tags
~EnTask_3_Routine_1
=& Unschecluled
€3 Reserve_Program
[& Parameters and Local Tags

Main Task
(continuous)

Safety Task

-8 MainProgram

o e

=23 SafetyProgram

i g Sl Logic and Tags
B parameters and Local Tags
EyMainRoutine

EJ 8 Secondary_Program

=-&Logic and Tags

B parameters and Local Tags
Eh Secondary_1

Task 2 £1€8Task_2_Program_1

(periodic) i ga Logic and Tags
& Parameters and Local Tags
EdTask_2_Routine_1

Task 3 €8 Task_3_Program_1

(event) =-ELogic and Tags

& Parameters and Local Tags
EdTask_3_Routine_L

A task provides scheduling and priority information for a set of one or more
programs. To configure tasks as continuous, periodic, or event, use the Task

Properties dialog box.

@ Task Properties - MainTask

e [ ]

General | Configurstion ‘ Pragram / Phase Schedule | Mcﬂrtor‘

Type: Continuous
Wattchdog: Perodic
Ewent

[ Inhibit Task

[ Disable Automatic Qutput Processing Te Reduce Task Overhead

oK

| [ cancsl

Apply Help
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Task Types and Execution Frequency

This table explains the types of tasks that you can configure.

Task Type | Task Execution Description
The continuous task runs in the background. Any CPU time that is not allocated to other operations (such as motion,
Continuous | Always communication, and other tasks) is used to execute the programs in the continuous task:
« The continuous task runs constantly. When the continuous task completes a full scan, it restarts immediately.
« Aproject does not require a continuous task. If used, there can be only one continuous task.
A periodic task performs a function at an interval:
« Whenever the time for the periodic task expires, the task interrupts any lower priority tasks, executes once, and
returns control to where the previous task left off.
« You can configure the time period from 0.1...2,000,000.00 ms. The default is 10 ms. It is also controller and
. : configuration dependent.
o éb:rjﬁhbnﬁgval, such as « The performance of a periodic task depends on the type of Logix 5000 controller and on the logic in the task.
Periodic « Multiple times in the scan | * 1he periodic task processes 1/0 data for CompactLogix™, FlexLogix™, DriveLogix™, and SoftLogix™ controllers with the
of your other logic following considerations: ) ) o
- For CompactLogix, FlexLogix, and DriveLogix controllers, operates at priority 6
- For SoftLogix controllers, operates at Windows® priority 16 (Idle)
- Higher-priority tasks take precedence over the I/0 task and can affect processing
- Executes at the fastest RPI that is scheduled for the system
- Executes for as long as it takes to scan the configured I/0 modules
An Event task performs a function only when an event (trigger) occurs. The trigger for the Event task can be the following:
« Aconsumed tag trigger
Event Immediately when an event | « An EVENT instruction

occurs

« An axis trigger
« Amation event trigger
« Module input data state change

The Compact GuardLogix® 5370 controller supports up to 32 tasks, only one of
which can be continuous.

A task can have up to 100 separate Programs per task, each with its own
executable routines and program-scoped tags. Once a task is triggered
(activated), all programs that are assigned to the task execute in the order in
which they are grouped. Multiple tasks cannot share Programs and Programs
appear only once in the Controller Organizer.

Task Priority

Each task in the controller has a priority level. The operating system uses the
priority level to determine which task to execute when multiple tasks are
triggered. A higher priority task interrupts any lower priority task. A periodic
or event task interrupts the continuous task, which has the lowest priority.

You can configure periodic tasks to execute from the lowest priority of 15 up to
the highest priority of 1. To configure the task priority, use the Task Properties

dialog box.
.@ Task Properties - Task 2 = @
General | Corfiguration ‘ Pragram / Phase Schedule I Munﬂur‘
Type: {Pen‘odic v]
Period 10.000 ms
| Priority: 0 = (Lower Mumber Yields Higher Priur‘rt:,'}l
Watchdog: 500 000 ms

[ Disable Automatic Output Processing To Reduce Task Overhead
] Inhibit Task

[ ok ][ caea || aop Help
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Programs The controller operating system is a preemptive multitasking system that is in
compliance with IEC 1131-3. This system provides the following:

« Programs to group data and logic
« Routines to encapsulate executable code that is written in one
programming language
Each program contains the following:
« Local Tags
« Parameters
« A main executable routine
« Other routines
« Anoptional fault routine

Controller Organizer
=-E5 Tasks
-3 MainTask
¢ |=-E8 MainProgram
: arameters and Local Tags

E,j MainRoutine

-8 Secondary_Program Logical Organizer
arameters and Local Tags

Eﬂ S =147 Logical Model develop_applications

&-£8 MainProgram

=g ogic and Tags
il Parameters and Local Tags

e
w
n
m
]
<
m
[
o
=
o
\a
-]
o
E|

B'& Secondary_Program

p—— ogic and Tags
il Parameters and Local Tags

Scheduled and Unscheduled Programs

The scheduled programs in a task execute to completion from first to last.
Programs that are not attached to any task show up as unscheduled programs.

Unscheduled programs in a task are downloaded to the controller with the
entire project. The controller verifies unscheduled programs but does not
execute them.

You must schedule a program in a task before the controller can scan the
program. To schedule an unscheduled program, use the Program/Phase
Schedule tab of the Task Properties dialog box.

@ Tack Properties - MainTack = @
General | Corfiguration | Program / Fhase Schedule |Mﬂﬂrtnr|
Unscheduled: Scheduled:
Secondary_Program
Move
Add -> <— Remove
[ ok || Camee | ool Help
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Routines

A routine is a set of logic instructions in one programming language, such as
Ladder Diagram (ladder logic). Routines provide the executable code for the
project in a controller.

Each program has a main routine. This is the first routine to execute when the
controller triggers the associated task and calls the associated program. Use
logic, such as the Jump to Subroutine (JSR) instruction, to call other routines.

You can also specify an optional program fault routine. The controller executes
this routine if it encounters an instruction-execution fault in any of the
routines in the associated program.

Controller Designer
=53 Tasks
=-£8 MainTask
! =-E&MainProgram
i«.[#] Parameters and Local Tags

==& Secondary_Program

A Parameters and Local Tags

i1 i Secondary 1

Logical Designer

=147 Logical Model develop_applications
Eﬂ MainProgram

-3 Logic and Tags

. Parameters and Local Tags

-.[[3 Reserve_Program

-8 Secondary_Program
-3 Logic and Tags
Parameters and Local Tags
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Local Tags and Parameters witha Logix 5000 controller, you use a tag (alphanumeric name) to address
data (variables). In Logix 5000 controllers, there is no fixed, numeric format.
For example, as shown in the following figure, you can use the tag name
north_tank_mix instead of a numeric format, such as N7:0.0.

The tag name itself identifies the data. The tag lets you do the following:
« Organize your data to mirror your machinery.
« Document your application as you develop it.

Controller Organizer - Main Program Parameters and Local Tags

=43 Tasks
} EI % MainTask
E\ﬂ MainProgram
P [ Parameters and Local Tags

EijMEiI"IRDUtiHE
£-28 Secondary_Pragram
_|#} Pararneters and Local Tags

Eﬂ Secondary_1

Program Tags Window - Main Program Tags

Scops: C@MainProgmm  »  Show: All Tags - Ve
Name =5 | Usage Alias For Base Tag Data Type Description Extemal Access | Constant | Style
north_tank_mix |Local BOOL ReadMrite @] Decimal
north_tank_pr.. |Local REAL ReadMrite [&] Float
Analog I/0 Device north_tank_temp |Local REAL Read/Wite B |Fleat
+-one_shots Local DINT Read/Mrte = Decimal
+ recipe Local TANK Read/Wrte El
Integer Value +-recipe_number |Local DINT ReadWrite (&l Decimal
Storage Bit replace_bit Local BOOL Read/Wte [ |Decimal
Counter +H-unning_hours  |Local COUNTER Read/Write [&]
Timer +-running_secon... | Local TIMER ReadMrite &
Digital 1/0 Device start Local BOOL Read/Wiits [ |Decimal
stop Local BOOL Read/Write [ |Decimal
& ]

There are several guidelines to create and configure parameters and local tags
for optimal task and program execution. For more information, see the Logix
5000 Controllers and I/O Tag Data Programming Manual, publication
1756-PMo0o4.

Extended Properties

The Extended Properties feature lets you define more information, such as
limits, engineering units, or state identifiers, for various components within
your controller project.

Component Extended Properties
Tag In the Tag Editor, add extended properties to a tag.
User-defined data type In the Data Type Editor, add extended properties to data types.

In the properties that are associated with the add-on instruction definition, add

Add-On Instructions extended properties to Add-On Instructions.
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Pass-through behavior is the ability to assign extended properties at a higher
level of a structure or add-on instruction and have that extended property
automatically available for all members. Pass-through behavior is available for
descriptions, state identifiers, and engineering units and you can configure it.
Configure pass-through behavior on the Project tab of the Controller
Properties dialog box. If you choose not to show pass-through properties, only
extended properties that have been configured for a given component are
displayed.

Pass-through behavior is not available for limits. When an instance of a tag is
created, if limits are associated with the data type, the instance is copied.

You must know which tags have limits that are associated with them as there is
no indication in the tag browser that extended properties are defined for a tag.
If, however, you try to use extended properties that have not been defined for a
tag, the editors show a visual indication and the routine does not verify.

Access Extended Properties in Logic

You can access limits that are defined on tags by using the .@Min and .@Max
syntax:

« You cannot write to extended properties values in logic.

« Touse extended tag properties in an Add-On Instruction, you must pass
them in as input operands to the Add-On Instruction.

« Alias tags that have extended properties cannot access the extended
properties in logic.

« Limits can be configured for input and output parameters in Add-On
Instructions. However, limits cannot be defined on an InOut parameter
of an Add-On Instruction.

« Limits cannot be accessed inside Add-On Instruction logic. Limits are for
use only by HMI applications.

If an array tag uses indirect addressing to access limits in logic, the following
conditions apply:

« Ifthe array tag has limits that are configured, the extended properties
are applied to any array element that does not explicitly have that
particular extended property configured. For example, if the array tag
MyArray has max configured to 100, any element of the array that does
not have Max configured inherits the value of 100 when being used in
logic. However, it is not visible that the value inherited from MyArray is
configured in the tag properties.

« Atleast one array element must have a limit that is configured for
indirectly referenced array logic to verify. For example, if
MyArray[x].@Max is being used in logic, at least one array element of
MyArray[] must have Max extended property that is configured if
MyArray has not configured Max.

« Adata type default value is used under the following circumstances:
- Array is accessed programmatically with indirect reference.
- Array tag does not have the extended property configured.
- A member of an array does not have the extended property configured.

For example, for an array of SINT type, when max limit is called in logic
for a member, use the value of 127.

If an array element is directly accessed, the element has to have the extended
property defined. If not, verification fails.
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Programming Languages The Compact GuardLogix 5370 controller supports these programming
languages, online and offline.

Language Is best-used in programs with

Continuous or parallel execution of multiple operations (not sequenced)

Boolean or bit-based operations

Complex logical operations

Relay ladder Message and communication processing

Machine interlocking

Operations that service or maintenance personnel can have to interpret to
troubleshoot the machine or process

Continuous process and drive control

Function block diagram” Loop control

Calculations in circuit flow

High-level management of multiple operations

Repetitive sequence of operations

Sequential function chart (SFC)" [ Batch process

Motion control that uses structured text

State machine operations

Complex mathematical operations

Structured text™ Specialized array or table loop processing

ASCII string handling or protocol processing

(1) Only with standard programs.

For information about programming in these languages, see the Logix 5000
Controllers Common Procedures Programming Manual, publication
1756-PMoo1.Add-On Instructions
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Add-On Instructions You can design and configure sets of commonly used instructions to increase

project consistency. Similar to the built-in instructions contained in Logix
5000 controllers, these instructions you create are called Add-On Instructions.
Add-on Instructions reuse common control algorithms. With them, you can do
the following:

- Ease maintenance by animating logic for one instance.
+ Help protect intellectual property with Source Protection.
« Reduce documentation development time.

You can use Add-On Instructions across multiple projects. You can define your
instructions, obtain them from somebody else, or copy them from another
project.

Add-On Instruction Capabilities and Advantages

Capability

Description

Save Time

With Add-On Instructions, you can combine your most commonly used logic into sets of reusable instructions. You save time when you
create instructions for your projects and share them with others. Add-On Instructions increase project consistency because commonly
used algorithms all work in the same manner, regardless of who implements the project.

Use Standard Editors

You create Add-On Instructions by using one of three editors:
« Relay Ladder

« Function Block Diagram

+ Structured Text"
Once you have created instructions, you can use them in any editor.

Export Add-On Instructions

You can export Add-On Instructions to other projects and copy and paste them from one project to another. Give each instruction a unique
name so that you don't accidentally overwrite another instruction of the same name.

Use Context Views

Context views let you visualize the logic of an instruction for an instant, which simplifies online troubleshooting of your Add-On
Instructions. Each instruction contains a revision, a change history, and an auto-generated help page.

Create Custom Help

When you create an instruction, you enter information for the description fields in dialogs, information that becomes what is known as
Custom Help. Custom Help makes it easier for you to get the help you need when implementing the instructions.

Apply Source Protection

As the creator of Add-On Instructions, you can limit users of your instructions to read-only access, or you can bar access to the internal
logic or local parameters that are used by the instructions. This source protection lets you stop unwanted changes to your instructions
and protects your intellectual property.

(1) Only with standard programs.

Once defined in a project, Add-On Instructions behave similarly to the built-in
instructions in Logix 5000 controllers. They appear on the instruction toolbar
for easy access, as do internal instructions.

Controller Organizer

=55 Controller Controller_Add_On_Instructions_Sa mples
: ¥ Controller Tags

[23 Contraller Fault Handler

o Power-Up Handler

-8 Tasks

F1-£5 Motion Groups

[S®es) A dd-On Instructions

BSEL

DeltaT
InsertionSortDINT
-5} InsertionSortReal

Instruction Toolbar

Inzert  Inzere
4 H i BSEL Delil Dhoer >

ieng

« v % Favoriies b Add-On A Alarms A Bt A Timer/Counter A
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Access the Module Object

The MODULE object provides status information about a module. To select a
particular module object, set the Object Name operand of the GSV/SSV
instruction to the module name. The specified module must be present in the
I/O Configuration section of the controller organizer and must have a device
name.

Create the Add-On Instruction

With Logix Designer application, you can access a MODULE object directly
from an Add-On Instruction. Previously, you could access the MODULE object
data but not from within an Add-On Instruction.

You must create a Module Reference parameter when you define the Add-On
Instruction to access the MODULE object data. A Module Reference parameter
is an InOut parameter of the MODULE data type that points to the MODULE
Object of a hardware module. You can use module reference parameters in
both Add-On Instruction logic and program logic.

Add-On Instruction Logic

53 Add-On Instruction Definition - ACQL ModuleSts w10

General | Parameters™ ‘ Local Tags | Scan Modes ISignature I Change History I Help ‘

Mame Usage | Data Type Hlias For | Default Sty
Enableln Input BOOL 1|De
EnableOut Outout | BOOL 0|De
10_ModRef InCut MGQDULE

¥4

Program Logic

abed Datz Context: {5} ADI_Madule Sts <defintion>

,Sﬂ /-

Get System Value —
Class Name Module
Instance Name 10_ModRef
Altribute Name EntrySlatus
Dest EntrySis

ZEAT4 &

For more information on the Module Reference parameter, see the Logix 5000
Controllers Add-On Instructions Programming Manual, publication
1756-PMo10, and the Logix Designer application online help.

The MODULE object uses the following attributes to provide status
information:

« EntryStatus

. FaultCode

« FaultInfo

. FWSupervisorStatus
« ForceStatus

« Instance

« LEDStatus
. Mode

« Path

The Path attribute is available with Logix Designer application, which provides
a communication path to the module.
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Chapter 7 Elements of a Control Application

System Overhead Time
Slice

For more information on the attributes available in the MODULE object, see
the Logix Controllers Instructions Reference Manual, publication
1756-RM009.

When you add a GSV/SSV instruction to the program, the object classes, object
names, and attribute names for each instruction are displayed. For the GSV
instruction, you can get values for the available attributes. For the SSV
instruction, only those attributes you are allowed to set are displayed.

Some object types appear repeatedly, so you have to specify the object name.
For example, there can be several tasks in your application. Each task has its
own Task object that you access by the task name.

There are several objects and attributes that you can use the GSV and SSV
instructions to monitor and set the system. For more information about GSV
instructions, SSV instructions, objects, and attributes, see the Logix
Controllers Instructions Reference Manual, publication 1756-RM009, and
Use GSV/SSV Instructions on page 151.

The Compact GuardLogix 5370 controller communicates with other devices at
a specified rate (scheduled) or when there is processing time available to
service the communication.

The system overhead time slice specifies the percentage of time a controller
devotes to service communication. If you have a continuous task, the System
Overhead Time Slice that is entered in the Advanced tab of the Controller
Properties dialog box specifies continuous task/service communication ratio.
However, if there is no continuous task, the overhead time slice has no effect.

Ratio between Continuous Task and Service Communication

Aehistimesice | 10 M | s orupte
10% 9ms Tms
20% hms Tms
25% 3ms 1ms
33% 2ms Tms
50% Tms Tms
66% Tms 2ms
5% Tms 3ms
80% Tms hms
90% Tms Ims

As shown in the previous table, if the system overhead time slice is less than or
equal to 50%, the duration stays fixed at 1 ms. The same applies for 66% and
higher, except there are multiple 1 ms intervals. For example, at 66% there are
two 1 ms intervals of consecutive time and at 90% there are nine 1 ms intervals
of consecutive time.
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Chapter 7 Elements of a Control Application
Configure the System Overhead Time Slice
To configure the system overhead time slice, perform this procedure.
1. In the Controller Organizer, right-click the controller and
choose Properties.
The Controller Properties dialog box appears.
2. Click the Advanced tab.

Enter a numeric value in the System Overhead Time Slice box.

Use Run Continuous Task (default) or Reserve for System Tasks.

« Click Run Continue Task when there is no communication or
background tasks to process; the controller immediately returns to the
continuous task.

« Click Reserve for System Task to allocate the entire 1 ms of the system
overhead time slice whether the controller has communication or
background tasks to perform before returning back to the continuous
task. This lets you simulate a communication load on the controller
during design and programming before HMIs, controller to controller
messaging, and so forth, are configured.

5. Click OK.
.@ Cantraller Properties - develop_applications '?‘@
‘ Monvalatie Memary I Memany I Intemet Pratocol | Part Configuration | Metwork | Securty I Alam Log |
‘ General | Major Fauks I Miner Faulis I Date/Time | Advanced | SFC Execution | Project |
Controller Fault Handler: -
Power-Up Hardler: rone> -
System Overhead -
T?’r?e Slice: A=
Durng unused System Overhead Time Slice
@) Run Cortinuous Task
() Ressrve for System Taske, eg Communications
[T Match Project to Controller
Serial Number: |0
[ Allow Consumed Tags to Use RP| Provided by Producer
ep Lick,
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Develop Safety Applications

Topic Page
The Safety Task N4
Safety Programs 15
Safety Routines 15
Safety Tags 16
Produced/Consumed Safety Tags n9
Map Safety Tags 121
Safety Application Protection 129
Programming Restrictions 132

This chapter explains the components in a safety project and provides
information on the features that help protect safety application integrity, such
as the safety task signature and safety-locking.

For guidelines and requirements to develop and commission SIL 3 and PLe
safety applications, refer to the GuardLogix® 5570 and Compact GuardLogix®
5370 Controller Systems Safety Reference Manual, publication 1756-RM099.

The Safety Reference Manual addresses the following topics:
« Create a detailed project specification
«  Write, document, and test the application
« Generate the safety task signature to identify and help protect the project

« Confirm the project by printing or displaying the uploaded project and
manually compare the configurations, safety data, and safety program
logic

« Verify the project through test cases, simulations, functional verification
tests, and an independent safety review, if necessary

« Lock the safety application
« Calculate the system reaction time
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Chapter 8 Develop Safety Applications

The Safety Task When you create a safety controller project, the Logix Designer application
automatically creates a safety task with a safety program and a main (safety)
routine.

=5 Contraller SD_safetyconkraller
& controller Tags
Controller Faulk Handler
----- [ Power-Up Handler
155 Tasks
B8 MainTask

-8 MainProoram
251 SafetyTask
E| g; SafetyProgram
Pragram Tags
MainF.outine

-] Unscheduled Programs

|»

Within the safety task, you can use multiple safety programs, which are
composed of multiple safety routines. The Compact GuardLogix controller
supports one safety task. The safety task cannot be deleted.

You cannot schedule standard programs or execute standard routines within
the safety task.

Safety Task Period Specification

The safety task is a periodic timed task. To set the task priority and watchdog
time, use the Task Properties - Safety Task dialog box. To open the dialog box,
right-click the Safety Task and select Properties.

3 Task Properties - SafetyTask o [-3 @

[Generel | Cortiguration [Program /Phese Schedue | Mornfor]

Type: Periodic -

Period: 20 ms
Priority: i | (Lower Number Yields Higher Priority)
Watchdog: 20.000 ms

[ (8] } [ Cancel I Apply Tip

The safety task is a high priority. You specify the safety task period (in ms) and
the safety task watchdog (in ms). The safety task period is the period that the
safety task executes. The safety task watchdog is the maximum time that is
allowed from the start of safety task execution to its completion.

The safety task period is limited to a maximum of 500 ms and cannot be
modified online. Be sure that the safety task has enough time to finish the logic
execution before it is triggered again. If a safety task watchdog timeout occurs,
anonrecoverable safety fault is generated in the safety controller.

The safety task period directly affects system reaction time.
The GuardLogix 5570 and Compact GuardLogix 5370 Controller Systems Safety

Reference Manual, publication 1756-RM099, provides detailed information on
system reaction time calculation.
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Safety Task Execution

The safety task executes in the same manner as a standard periodic task, with
the following exceptions:

« The safety task does not begin executing until the primary controller and
safety partner establish their control partnership. (Standard tasks begin
executing as soon as the controller transitions to Run mode.)

« All safety input tags (inputs, consumed, and mapped) are updated and
frozen at the beginning of safety task execution.

See page Map Safety Tags on page 127 for more information.

« Safety output tag (output and produced) values are updated at the
conclusion of safety task execution.

Safety Programs Safety programs have all the attributes of standard programs, except that they
can only be scheduled in the safety task and can only contain safety
components. Safety programs can only contain safety routines. One safety
routine must be designated as the main routine, and another safety routine
can be designated as the fault routine.

Safety programs cannot contain standard routines or standard tags.

Safety Routines Safety routines have all the attributes of standard routines, except that they
exist only in a safety program. Currently, only a ladder diagram is supported
for safety routines.

A watermark feature visually distinguishes a safety routine from a
Q standard routine.
H) SafetyProgram - MainRoutine* @] %]
W BBEE [ e w
) -
(End) 3
Watermark

CL M.n_il_\Hﬂllli.lll' Maln!!uullne’ T ¥ =
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Chapter 8 Develop Safety Applications

Safety Tags Atagis an area of a controller’s memory where data is stored. Tags are the
basic mechanism to allocate memory, reference data from logic, and monitor
data. Safety tags have all the attributes of standard tags with the addition of
mechanisms that are certified to provide SIL 3 data integrity.

When you create a tag, you assign the following properties:

+ Name

« Description (optional)
+ Tagtype

« Datatype

« Scope

« Class

« Style

« External Access

You can also specify if the tag value is a constant.

To create a safe

tag, right-click Controller Tags or Program Tags to open the

New Tag dialog box and choose New Tag.

7
New Parameter or Tag

Name:

Description:

Usage:

Type:
Alias Far:

Data Type:

Parameter
Connection:

Scope
Class:

External
Access:

Style:

[ Constant

Sequencing

»

1

[Local Tag -
i El
DINT m
| <]
(3 sefetyProgram .
Safety -
[Readpiite -
[Decimal -

Open Configuration

Open Parameter Connections

Create |w

Cancel

Help
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Tag Type

This table defines the four types of tags.

Tag Type Description

Base tag These tags store values for use by logic within the project.

A tag that references another tag. An alias tag can refer to another alias tag or a base tag. An
alias tag can also refer to a component of another tag by referencing a member of a structure,
Alias tag an array element, or a bit within a tag or member.

IMPORTANT: Do not use alias tags between standard and safety tags in safety applications.
Instead, standard tags can be mapped to safety tags. See Map Safety Tags on page 127.

Atag that a controller makes available for use by other controllers. A maximum of 15
controllers can simultaneously consume (receive) the data. A produced tag sends its data to
one or more consuming tags without the use of logic. Produced tag data is sent at the RPI of
the consuming tag.

A tag that receives the data of a produced tag. The data type of the consumed tag must match
Consumed tag the data type of the produced tag. The requested packet interval (RPI) of the consumed tag
determines the period when the data updates.

Produced tag

Data Type

The data type defines the type of data that the tag stores, such as bit or integer.

Data types can be combined to form structures. A structure provides a unique
data type that matches a specific need. Within a structure, each individual data
type is called a member. Like tags, members have a name and data type. You
can create your own structures, as user-defined data types.

Logix controllers contain predefined data types for use with specific
instructions.

Valid Data Types for Safety Tags

AUX_VALVE_CONTROL DCI_STOP_TEST_MUTE MANUAL_VALVE_CONTROL
BOOL DINT MUTING_FOUR_SENSOR_BIDIR
CAM_PROFILE DIVERSE_INPUT MUTING_TWO_SENSOR_ASYM
CAMSHAFT_MONITOR EIGHT_POS_MODE_SELECTOR MUTING_TWO_SENSOR_SYM
CB_CONTINUOUS_MODE EMERGENCY_STOP MOTION_INSTRUCTION
CB_CRANKSHAFT_POS_MONITOR ENABLE_PENDANT PHASE

CB_INCH_MODE EXT_ROUTINE_CONTROL PHASE_INSTRUCTION
CB_SINGLE_STROKE_MODE EXT_ROUTINE_PARAMETERS REDUNDANT_INPUT
CONFIGURABLE_ROUT FBD_BIT_FIELD_DISTRIBUTE REDUNDANT_OUTPUT
CONNECTION_STATUS FBD_CONVERT SAFETY_MAT

CONTROL FBD_COUNTER SERIAL_PORT_CONTROL
COUNTER FBD_LOGICAL SFC_ACTION

DCA_INPUT FBD_MASK_EQUAL SFC_STEP

DCAF_INPUT FBD_MASKED_MOVE SFC_STOP

DCI_MONITOR FBD_TIMER SINT

DCI_START FIVE_POS_MODE_SELECTOR STRING

DCI_STOP INT THRS_ENHANCED
DCI_STOP_TEST LIGHT_CURTAIN TIMER
DCI_STOP_TEST_LOCK MAIN_VALVE_CONTROL TWO_HAND_RUN_STATION
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Scope

Atag’s scope determines where you can access the tag data. When you create a
tag, you define it as a controller tag (global data) or a program tag for a specific
safety or standard program (local data). Safety tags can be controller-scoped or
safety program-scoped.

Controller-scoped Tags

When safety tags are controller-scoped, all programs have access to the safety
data. Tags must be controller-scoped if they are used in the following ways:

« Multiple programs in the project
« To produce or consume data
« Tocommunicate with a PanelView™ terminal
« In safety tag mapping
See Map Safety Tags on page 127 for more information.

Controller-scoped safety tags can be read, but not written to, by standard
routines.

IMPORTANT Controller-scoped safety tags are readable by any standard routine. The
safety tag's update rate is based on the safety task period.

Tags that are associated with safety I/O and produced or consumed safety data
must be controller-scoped safety tags. For produced/consumed safety tags, you
must create a user-defined data type with the first member of the tag structure
that is reserved for the status of the connection. This member is a predefined
data type called CONNECTION_STATUS.

For information on user-defined data type creation, see the Logix 5000
Controllers I/O and Tag Data Programming Manual, publication 1756-PMoo4.

Program-scoped Tags

When tags are program-scoped, the data is isolated from the other programs.
Reuse of program-scoped tag names is permitted between programs.

Only a safety routine that is scoped in the same safety program can read or
write to Safety-program-scoped safety tags.

Class

Tags can be classified as standard or safety. Tags classified as safety tags must
have a data type that is permitted for safety tags.

When you create program-scoped tags, the class is automatically specified,
depending upon whether the tag was created in a standard or safety program.

When you create controller-scoped tags, you must manually select the tag
class.
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Chapter 8 Develop Safety Applications

Produced/Consumed
Safety Tags

Constant Value

Controller logic, or an external application such as an HMI, cannot modify a
tag that is designated as a constant value. Constant value tags cannot be
forced.

The Logix Designer application can modify constant standard tags, and safety
tags provided a safety task signature is not present. Safety tags cannot be
modified if a safety task signature is present.

External Access

External Access defines the level of access that is allowed for external devices,
such as an HMI, to see or modify tag values. Access via the Logix Designer
application is not affected by this setting. The default value is read/write.

External Access Setting |Description

None Tags are not accessible from outside the controller.

Read Only Tags can be browsed or read, but not written to from outside the controller.
Read/Write Standard tags can be browsed, read, and written to from outside the controller.

For alias tags, the External Access type is equal to the type configured for the
base target tag.

To transfer safety data between Compact GuardLogix controllers, you use
produced and consumed safety tags. Produced and consumed tags require
connections. The default connection type for produced and consumed tags is
unicast.

Produced and Consumed Connections

Tag Connection Description

A Compact GuardLogix or Compact GuardLogix controller can produce (send) safety tags to other
Produced Compact GuardLogix or Compact GuardLogix controllers.
The producing controller uses one connection for each consumer.

Compact GuardLogix or Compact GuardLogix controllers can consume (receive) safety tags from
Consumed other Compact GuardLogix or Compact GuardLogix controllers.
Each consumed tag consumes one connection.

Produced and consumed safety tags are subject to the following restrictions:
«  Only controller-scoped safety tags can be shared.
« Produced and consumed safety tags are limited to 128 bytes.
« Produced/consumed tag pairs must be of the same user-defined data
type.

« The first member of that user-defined data type must be the predefined
CONNECTION_STATUS data type.

« The requested packet interval (RPI) of the consumed safety tag must
match the safety task period of the producing GuardLogix controller.

To configure produced and consumed safety tags to properly share data
between peer safety controllers, you must properly configure the peer safety
controllers, produce a safety tag, and consume a safety tag, as described the
next section.
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Configure the Peer Safety Controllers’ Safety Network Numbers

The peer safety controller is subject to the same configuration requirements as
the local safety controller. The peer safety controller must also have a safety
network number (SNN).

Follow these steps to copy and paste the SNN.
1. Add the producer controller to the consumer controller’s I/O tree.

The same producing controller must not appear more than once in your
O controller's I/0 tree or a verification error occurs.

=-E31/0 Configuration
=10 1769 Bus
|: & [0] 1769-L33ERMS GLX_consume| Consumer Controller
= s Ethernet
& 1769-L33ERMS GLX_consume
[ @) 1769-L33ERMS GLX_produce | Producer Controller

2. Inthe producer controller’s project, right-click the producer controller
and choose Controller Properties.

3. Click| .. to open the Safety Network Number dialog box.

@ Controller Properties - GLX_produce = -
[ Nonvolatile Memory | Mermory } Intemet Protocol | Port Configuration | MNetwork | Security. | Alarm Log |
General MajorFaults | MinorFaults | Dete/Time | Advanced | SFCExecuion [ Project [ Safety |
Vendor. Allen-Bradley
Type: 1769-L3IERMS Compact GuardLogix® 5370 Safety Contraller
Revision: 28.001
Name: [GLX_produce
Description: o
<none> -
0 z fehv Pa <ntemal>
Safety Network [
FimEaE 3E0F_0406_6D08 |
77172015 1:45:29.992 PM
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4. Click Copy to copy the producer controller’s SNN.

5.

(@ Time-based
10/23/2015 4:16:46.402 PM

(O Manual

EtherNet/IP: I:](Ded'nd)

Number:
||3E81__0459__F042 (Hed | Copy ||

In the consumer controller’s project, right-click the producer controller

and choose Module Properties.

6. Click|.. to open the Safety Network Number dialog box.

General” | Connection | Module Info | Intemet Protocol | Port Configuration | Network | Time Sync |

Type: 1769-L33ERMS Compact GuardLogix(® 5370 Safety Controller

Vendor: Allen-Bradley

Parent: Local Ethernet Address

Name: | 6Lx_produce (O Private Netwark: 192.168.1. ?|

Descrigtion: ~ @ PAddress: | 192 . 168 . 10 . 25 |
S = [ Agvenced... |
Revision: 28.001 Safety Network —

E - d 3E81_046D_484D -

Electronic Keying: Compatible Module Number: T
Connection: None 10/23/2015 4:37:50.797 PM

Status: Offline oK | Cancel
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7. Paste the producer controller’s SNN into the consumer controller's SNN
field and click OK.

Fomat:

ot

10/23/2015 4:16:46.402 PM
(O Manual

EtheiNet/IP: [:I(Dmg)

Number:
[3€81_0459 FD22|  |Hew) | Copy |

The safety network numbers match.

Producer Controller Properties Dialog Box in Producer Project

Module Properties Dialog Box in Consumer Project

nane> i
— General" | Connection | Modue Info | Intemet Protacal | Port Configuration | Network | Time Sync |
0 = Sadety P
i = B Type: 1769-L JERMS Compact GuardLogix® 5370 Safety Controler
SoletyNetwork  3eqr 0405_6008 I wendar: Alen-aradey
oo = (i (] Ethernet Address
T T S r
Name: | GLX_produce O Private Network: 192.163.1. =
DschA A @Paddess: | 192,168 . 10 . 35
T | B Hode Defrvson e
Revison: so01 SafetyNewodk | xap ps0 w0 |
Sectronic Keyng: Compatise Moduie timber: — > |Ld
Connection: Hone. 10/23/2015 $:37:50.737 PM
Status: Offine oK Cancel | | ooy | Hep |
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Change the Electronic Keying

To change the electronic keying, follow these steps.

1. Inthe consumer controller’s project, right-click the producer controller
and choose Module Properties.

2. Inthe Module Definition field, click Change.

) Module Properties: Local:0 (1769-L33ERMS 28.001) = EcR =
General™ | Connection | Module Info | Intemet Protocol | Port Configuration | Network. | Time Sync

Type: 1769-L33ERMS Compact GuardLogix® 5370 Safety Controller

Vendor: Allen-Eradley

Parent: Local Ethernet Address

Name: GLX_produce () Private Network: 192.168.1. £

Description: @ [P Address: | 192 . 168 . 10 . 25
Module Definition

= Agvanced...

Revision: 28.001 Safety Network 3E31046D_8D | [
Electronic Keying: Compatible Module Number: —
Connection: None 10/23/2015 4:37:50.797 PM

The Module Definition dialog box appears.

3. From the Electronic Keying pull-down menu, choose what is appropriate
for your application.

Module Definition* | x |
Revision: 28 v 001 |
Electronic Keying: iC«rpatbh: Module v |

Connection: Exact Match
Compatible Module
Disable Keying

| OK Cancel Help

IMPORTANT  If safety tags are consumed, then you must choose either Exact
Match or Compatible Module from the pull-down menu.

Choose Disable Keying only when standard tags are consumed.

4. To save your changes and close the Module Definition dialog box,
click OK.

5. To close the Modules Properties dialog box, click OK.
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Produce a Safety Tag

To produce a safety tag, follow this procedure.

1.

In the controller project that produces tags, create a user-defined data
type that defines the structure of the produced data.

Make sure that the first data member is of the CONNECTION_STATUS
data type.

Right-click Controller Tags and choose New Tag.

Set the type as Produced, the class as Safety, and the Data Type to the
user-defined data type you created in step 1.

Click Connection and enter the number of consumers.

New Tag
Description: - Cancel
| Help
= Produced Tag Connection ﬁ
Connection | Status
Usage: <controller> i B
] B [ Advanced
3 Produced w7 nnection...
Type [ I I - I ‘Send Data Stoie Change Event To Consumer(s) ‘
Alias For. [ j
Data Type: wPCType D
Parameter _.J
Connection: [ [ ox ][ cancat |[ Hein
Scope: R GLX_produce -

5. To change the type of connection, click Advanced and then clear the

Allow Unicast Consumer Connections checkbox.

Advanced Options ﬂ

Multicast Connection Options
Use the following options to configure multicast connection behavior to this produced tag.

Minimurm RPI: = ms
Maximum RPI: S ms

Provide Default RP1 1o Consumer for Out-of-Range Requasts

Default RPI: ~ ms

Unicast Connection Dptions

Use the following options to configure unicast connection behavior to this produced tag.

oK [ cancel || Help

6. Click OK.
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Consume Safety Tag Data

Follow these steps to consume data produced by another controller.
1. Inthe consumer controller’s project, create a user-defined data type
identical to the one created in the producer project.

The user-defined data type can be copied from the producer project
O and pasted into the consumer project.
2. Right-click Controller Tags and choose New Tag.

3. Setthe Type as Consumed, the Class as Safety, and the Data Type to the
user-defined data type you created in step 1.

4. Click Connection to open the Consumed Tag Connection dialog box.

New Tag E
B
Description z e

Help

- Consumed Tag Connection =5

Connection | Safety | Stai

Usage: <controller - okl oo
: Broducer [GLX produce -

Typa [consumed ~] | coneciion... | L e o ==
Alias For [ | (Tag Name or instance Number)

EPt 0 ms O The R must maich the safety task perod ofthe producing

S controller
Data Type: myPCType

' Use Unicast Connection over EtherNetiP
Paremeter =
il | E
Scope: &F GLX_consume -
r oK | concel | Help

Class [satety -]
Extemal [Bacanarisn =] ‘ |

5. From the Producer pull-down menus, select the controller that produces
the data.

In the Remote Data field, enter the name of the produced tag.
Click the Safety tab.

Consumed Tag Connection ﬂ
| Connection| Safety \-S_tc-w_s_
Requested Packet Interval (RPI) 3~ ms (1-500)

Connection Reaction Time Limit 800 ms

Max Netwark Delay: 00 ms | Resethex | *

[ ok ][ concat |[ Hep

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 125



Chapter 8 Develop Safety Applications

8. Inthe Requested Packet Interval (RPI) field, enter the RPI for the
connection in 1 ms increments. The default is 20 ms.

The RPI specifies the period when data updates over a connection. The
RPI of the consumed safety tag must match the safety task period of the
producing safety project.

Consumer's Project

Consumed Tag Connection ﬂ
[ Cannection| Seety | Stofus
Bequested PacketInterval (RPI): 32| ms (1-500)
Connection Reaction Time Limit 80.0| ms
Mex Netwark Delay: 00/ ms | ResetMax | ®
Producer’s Project
ﬁ Task Properties - SafetyTask o [B |

Type: Periodic v
Period: @7 ms
Friority 10 % (Lower Number Yields Higher Priority)

Watchdog: 20,000 ms

The Connection Reaction Time Limit is the maximum age of safety
packets on the associated connection. For simple timing constraints, you
can achieve an acceptable Connection Reaction Time Limit by adjusting
the RPI.

The Max Network Delay is the maximum observed transport delay from
the time the data was produced until the time the data was received. to
To reset the Max Network Delay, click Reset Max when the program is
online.

9. Ifthe Connection Reaction time limit is acceptable, click OK; or for more
complex requirements, click Advanced to set the Advanced Connection
Reaction Time Limit parameters.

Advanced Connection Reaction Time Limit Configuration ﬁ I
Requested Packet Interval (RPI): 0] = ms (1-500)
Timeout Multiplier. 25 10-4
Network Delay Multiplier: 200 2 < of RPI (10 - 600%)
Connection Reaction Time Limit: 800 ms
OK l Cancel | l Help J

The Timeout Multiplier determines the number of RPIs to wait for a
packet before declaring a connection timeout.

The Network Delay Multiplier defines the message transport time that
the CIP Safety protocol enforces. The Network Delay Multiplier specifies
the round-trip delay from the producer to the consumer and back to the
producer. You can use the Network Delay Multiplier to increase or
decrease the Connection Reaction Time Limit.

For information on setting the RPI and to understand how the Max. Network
Delay, Timeout Multiplier, and Network Delay Multipliers affect the

Connection Reaction Time see Estimate Requested Packet Interval on page 66
and Module Fault Related to RPI Estimates on page 67.

For detailed information on how to use produced and consumed tags, see the
Logix 5000 Controllers Produced and Consumed Tags Programming Manual,
publication 1756-PMo11.
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Map Safety Tags

Controller-scoped standard tags cannot be accessed directly through a safety
routine. To allow standard tag data to be used within safety task routines, the
Compact GuardLogix controllers provide a feature that maps safety tags,
which allows you to copy standard tag values into safety task memory.

Restrictions

These restrictions apply when you map Safety tags:

The safety tag and standard tag pair must be controller-scoped.
The data types of the safety and standard tag pair must match.
Alias tags are not allowed.

Mapping must take place at the whole tag level. For example,
myTimer.pre is not allowed if myTimer is a TIMER tag.

A mapping pair is one standard tag that is mapped to one safety tag.

You cannot map a standard tag to a safety tag that has been designated
as a constant.

Tag mapping cannot be modified when the following is true:

The project is safety-locked.

A safety task signature exists.

The keyswitch is in RUN position.
A nonrecoverable safety fault exists.

An invalid partnership exists between the primary controller and
safety partner.

must verify that the data is used in an appropriate manner. The use of

2 ATTENTION: When you use standard data in a safety routine, you

standard data in a safety tag does not make it safety data. You must
not directly control a SIL 3/PLe safety output with standard tag data.
See the GuardLogix 5570 and Compact GuardLogix 5370 Controller
Systems Safety Reference Manual, publication 1756-RM039, for more
information.

Create Tag Mapping Pairs

1.

Choose Map Safety Tags from the Logic menu to open the Safety Tag
Mapping dialog box.
rSafety Tag Mapping Li—hj‘
|Slandard TagMName  &€|Safety Tag Name "I [ Close J
L - |
Delete Row | *

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 127


http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm099_-en-p.pdf

Chapter 8 Develop Safety Applications

2.

3.

Type the tag name into the cell or choose a tag from the pull-down menu
to add an existing tag to the Standard Tag Name or Safety Tag Name
column.

Click the arrow to display a filtered tag browser dialog box. If you are in
the Standard Tag Name column, the browser shows only controller-
scoped standard tags. If you are in the Safety Tag Name column, the
browser shows controller-scoped safety tags.

Safety Tag Mapping 2 ‘
Standard Tag Name &+ | Safety Tag Name “] [ Close }
#* 1“ r 1
7. - Show: All Tags -
_[Name :=I|Dana Type ]Description IT
Fin_ou DINT
o) POINT _inout:1 AB1791ES_IBEX
o5 POINT inout:Q AB1791ES I1B8X B
Show controller tags [ Show standard tags
Show program tags Show safety tags

To add a new tag to the Standard Tag Name or Safety Tag Name coiumn,

right-click in the empty cell, select New Tag and type the tag name into
the cell.

Right-click in the cell and choose New tagname, where tagname is the text
you entered in the cell.

Monitor Tag Mapping Status

The leftmost column of the Safety Tag Mapping dialog box indicates the status
of the mapped pair.

Tag Mapping Status Icons

Cell Contents | Description

Empty

Tag mapping is valid.

When offline, the X icon indicates that tag mapping is invalid. You can move to another row or
close the Safety Tag Mapping dialog box.!
When online, an invalid tag map results in an error message that explains why the mapping is

invalid. You cannot move to another row or close the Safety Tag Mapping dialog box if a tag
mapping error exists.

]

Indicates the row that currently has the focus.

Represents the Create New Mapped Tag row.

Represents a pending edit.

(1) Tag mapping is also checked during project verification. Invalid tag mapping results in a project verification error.

For more information, see the tag mapping restrictions on page 127.
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Safety Application
Protection

To help protect your application program from unauthorized changes, you can
safety-lock the controller, and generate and record the safety task signature.

Safety-lock the Controller

The Compact Compact GuardLogix controller can be safety-locked to help
protect safety-related control components from modification. The safety-lock
teature applies only to safety components, such as the safety task, safety
programs, safety routines, safety Add-on Instructions, safety tags, safety /O,
and the safety task signature.

The following actions are not permitted in the safety portion of the application
when the controller is safety-locked:

« Program or edit online/offline (including safety Add-On Instructions)
« Force safety I/O

« Change the inhibit state of safety I/O or produced connections

« Safety data manipulation (except by safety routine logic)

« Generate or delete the safety task signature

Q The text of the online bar’s safety status button indicates the safety-lock

status.
Offline 7. F RUN -L =
No Forces b, ;OK d]:
No Edits 3l g Egergy Starage

Safety Status Button |Safety Unlocked 4 0

The application tray also displays the following icons to indicate the safety
controller's safety-lock status.

- O = controller safety-locked
« = =controller safety-unlocked

You can safety-lock the controller project regardless of whether you are online
or offline and regardless of whether you have the original source of the
program. However, no safety forces or pending online safety edits can be
present.

Safety-locked or -unlocked status cannot be changed when the keyswitch is in
the RUN position.

Q Safety-lock or -unlock actions are logged in the controller log.

For more information on how to access the controller log, refer to Logix 5000
Controllers Information and Status Programming Manual, publication
1756-PMO15.
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To safety-lock and -unlock the controller, use the Safety tab of the Controller
Properties dialog box, or choose Tools>Safety>Safety Lock/Unlock.

Safety Lock @

Laocking disables data editing, logic editing. and farcing
g b in the safety application,
ty appl

Lock safety application?

Generate Safety Signature

[ Change Password... J [ Lock ] [ Cancel J [ Help

If you set a password for the safety-lock feature, you must type it in the Enter
Password field. Otherwise, click Lock.

You can also set or change the password from the Safety Lock dialog box.

See Set Passwords for Safety-lock and -unlock on page 40.

The safety-lock feature, described in this section, and standard security
measures in the Logix Designer application are applicable to Compact
GuardLogix controller projects.

See the Logix 5000 Controllers Security Programming Manual, publication
1756-PMo16, for information on Logix Designer security features.
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Generate a Safety Task Signature

Before you test for verification, you must generate the safety task signature.
You can generate the safety task signature only when online with the safety-
unlocked Compact GuardLogix controller in Program mode, and with no
safety forces, pending online safety edits, or safety faults. The safety status
must be Safety Task OK.

In addition, you cannot generate a safety task signature if the controller is in
Run mode with run mode protection enabled.

You can view the safety status via the safety status button on the online bar
Q (see page 129) or on the Safety tab of the Controller Properties dialog box, as
shown in the following figure.

To generate the safety task signature, click Generate on the Safety tab of the
Controller Properties dialog box. You can also select Tools>Safety>Generate

Signature.

9 Controller Properties - SD_safetycontroller =B <)
Nonvolatie Memory | Memory | Intemet Protocol ! Pott Configuration | Network ! Security | Alam Log
General | MajorFauts | MinorFauts | Date/Tme | Advanced | SFCExecuion | Project | Salety
Safety Application: Unlocked
Safety Status: Safety Task OK
Safety Signature: l Generate ‘ A

ID:  D7403ME =
Date: 08/25/2015 =
Time:  (3:44:30.956 PM | Delete .
Protect Signature in Run Mode
(i) Signature must be deleted to change safety application
When replacing Safety 1/0:
® Configure Only When No Safety Signature Exists
Corfigure Always
OK Cancel Apply Help

If a previous signature exists, you are prompted to overwrite it.

Q Safety task signature creation and deletion are logged in the controller log.

For more information on how to access the controller log, refer to Logix 5000
Controllers Information and Status Programming Manual, publication
1756-PMO15.

When a safety task signature exists, the following actions are not permitted in
the safety portion of the application:

« Program or edit online/offline (including safety Add-On Instructions)
« Force safety I/O

« Change the inhibit state of safety I/O or producer controllers
« Safety data manipulation (except by safety routine logic)
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Copy the Safety Task Signature

You can use the Copy button to create a record of the safety task signature for
use in safety project documentation, comparison, and validation. Click Copy,
to copy the ID, Date, and Time components to the Windows clipboard.

Delete the Safety Task Signature

Click Delete to delete the safety task signature. The safety task signature
cannot be deleted when the following is true:

« The controller is safety-locked.
« The controller is in Run mode with the keyswitch in RUN.
« The controller is in Run or Remote Run mode with run mode protection

enabled.

and revalidate your system to meet SIL 3/PLe.

See the GuardLogix 5570 and Compact GuardLogix 5370 Controller
Systems Safety Reference Manual, publication_1756-RM099, for more
information on SIL 3/PLe requirements.

2 ATTENTION: If you delete the safety task signature, you must retest

Programmlng Restrictions  The Logix Designer application imposes restrictions that limit the availability
of some menu items and features (that is, cut, paste, delete, search, and
replace) to help the modification of protect safety components whenever the
following is true:

« The controller is safety-locked.
« Asafety task signature exists.
« Safety faults are present.

« Safety status is as follows:

Partner missing
Partner unavailable

Hardware incompatible
- Firmware incompatible

If even one of the previous conditions apply, you cannot do the following:

« Create or modify safety objects, including safety programs, safety
routines, safety tags, safety Add-On Instructions, and safety I/O devices.

IMPORTANT The scan times of the safety task and safety programs can be
reset when online.

« Apply forces to safety tags.

« Create new safety tag mappings.

« Modify or delete tag mappings.

« Modify or delete user-defined data types that are used by safety tags.

« Modify the controller name, description, chassis type, slot, and safety
network number.

« Modify or delete the safety task signature, when safety-locked.
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Chapter 9

Develop Integrated Motion over an EtherNet/IP
Network Application

Topic Page
Motion Axes Support 134
Maximum Number of Pasition Loop-configured Drives 135
Time Synchronization 136
Configure Integrated Motion on the EtherNet/IP Network 137

Compact GuardLogix® 5370 controllers support Integrated Motion over an
EtherNet/IP network.

Integrated Motion on EtherNet/IP™ applications uses the following:
« Standard EtherNet/IP network
« High-performance drives, which include the following:
- Kinetix® 350 drives
- Kinetix 5500 and Kinetix 5700 drives
- Kinetix 6500 drives
PowerFlex® 527 drives
PowerFlex 755 drives
« Standard infrastructure components

« Programming software

In addition, Kinetix 5500, Kinetix 5700, and PowerFlex 527 drives support
integrated Safe Torque Off (STO) via a single safety and motion connection to
a Compact GuardLogix 5370 safety controller. The Compact GuardLogix
controller issues the STO command over the EtherNet/IP network via

CIP Safety™ and the safety drive executes the command.

To configure drives that use Integrated Motion over an EtherNet/IP network,
see the drive user manuals that are listed in the Additional Resources on

page 10 and the Integrated Motion on the EtherNet/IP Network Configuration
and Startup User Manual, publication MOTION-UMoo03.

(1) Applies only to Kinetix 5500 drives with -ERS2 catalog numbers.
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Motion Axes Support

134

The 1769-L30ERMS, 1769-L33ERMS, 1769-L33ERMOS, 1769-L36ERMS,
1769-L36ERMOS, 1769-L37ERMOS, 1769-L37ERMS, 1769-L38ERMOS, and 1769-
L38ERMS controllers support these axes:

« AXIS_VIRTUAL
« AXIS_CIP_DRIVE

AXIS_VIRTUAL Axis

The AXIS_VIRTUAL axis is an internal axis representation that is not
associated with any physical drives. That is, you can configure the axis but it
does not cause any physical motion in your system.

AXIS_CIP_DRIVE Axis

The AXIS_CIP_DRIVE axis is a motion axis that is used with physical drives to
cause physical motion in your system as determined by your application.

Configuration Types

When adding an axis to your project, you must associate the axis to a drive.
Among other configuration parameters, you must select a configuration type.
The axis configuration type 1s also considered the drive configuration type.

For example, an AXIS_CIP_DRIVE axis can use a Position Loop configuration
and be associated with a Kinetix 350 drive. The axis is considered a Position
Loop-configured axis and the associated drive is considered a Position Loop-
configured drive.

The following drives support these configuration types:
. Kinetix 350, Kinetix 5500, Kinetix 5700, and Kinetix 6500 drives
- Position loop
- Velocity loop
- Torque loop
« PowerFlex 527 and PowerFlex 755 drives
Position loop
Velocity loop
Torque loop
Frequency control
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Maximum Number of
Position Loop-configured
Drives

Any device added to the local Ethernet node in the I/O configuration is
counted toward the node limitation of the controller. For more information,
see Nodes on EtherNet/IP Network on page 52.

Drives are counted among the number of nodes in the I/O Configuration
section of the Logix Designer application. If you use the maximum number of
drives that a Compact GuardLogix 5370 controller supports in one system, you
cannot add other EtherNet/IP devices to that project.

Position Loop-configured Drive Limits

Among the maximum number drives supported by the controllers, there is a
maximum number of Position Loop-configured drives that are supported in
the project for the controller.

For example, the 1769-L30ERMS controller supports a maximum of four
Position Loop-configured drives.

Compact GuardLogix 5370 Controllers Supporting Integrated Motion on the EtherNet/IP Network

Number of Drives Supported, Number of Position Loop-
Controller Type Max configured Drives Supported, Max
1769-L30ERMS 16 4
1769-L33ERMS 39 8
1769-L33ERMOS
1769-L36ERMS
1769-L36ERMOS
1769-L37ERMS
1769-L37ERMOS" 48 16
1769-L38ERMS
1769-L38ERMOS

(1) Available at firmware revision 3.

If your solution requires more than 16 Position Loop-configured drives,
consider using the ControlLogix® platform. The ControlLogix platform enables
up to 100 Position Loop-configured drives.
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Time Synchronlzatlon Integrated motion over an EtherNet/IP network requires time
synchronization, also known as CIP Sync™. CIP Sync provides accurate real-
time (real-world time) or Coordinated Universal Time (UTC) synchronization
of Compact GuardLogix 5370 controllers and devices that are connected over
an EtherNet/IP network.

CIP Sync is a time synchronization protocol that can be applied to various
applications. This chapter focuses on the use of this protocol in applications
with Integrated Motion over an EtherNet/IP network.

All controllers and communication modules must have time synchronization
enabled to participate in CIP Sync.

CIP Sync requires that devices in the system function in the following roles:

« Coordinated system time (CST) leader - Sets time for the entire system
and passes the time to a leader

« Leader - Sets time for its backplane
« Follower - Uses time set by Leader

You can enable time synchronization on the Date/Time tab of the Controller
Properties dialog box.

& Controller Properties - Centroller_Change IP_address = @
| Nenvolatile Memany I Memeary I intemet Protocel | Port Configuration | Metwork I Security I Alam Log ‘
| General | Major Faults | Minar Faults | Diate/Time™ | Advanced | SFC Bxecution | Project ‘

(D The Date and Time displayed here is Controller local time, not workstation local time,
Use these fields to configure Time attributes of the Controller,

Date and Time: Change Date and Time... |+

Time Zone €
An-nm

Adjust for Dalight Saving (+00-00) «

Time Synchronize

L DANGER. If time synchronization is

Enable Time Synchronization disabled online, active awes in any
cortroller in this chassis, orany other

- synichronized device, may experience
) Is the system time mster uriexpected motion.  Safety controllers may
1) |s @ synchrenized time slave fautt if no other time master exists in the
) Duplicate CST master detected local chassis
() CST Mastership disabled
3 No CST master

[ OH!}Jl Ganesl || fpely || Hep
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Configure Integrated Motion
on the EtherNet/IP Network

To add a drive to your project for integrated motion on the EtherNet/IP
network, complete these steps.

IMPORTANT These steps show a 1769-L36ERMS controller and a Kinetix 350 drive. The
same steps apply to other Compact GuardLogix 5370 controllers and
other drives that support integrated motion on an EtherNet/IP network.

IMPORTANT This section assumes that you have previously created a project for your
1769-L36ERMS controller and enabled time synchronization on the
controller. If you have not, do so before continuing.

1. Inthe I/O configuration tree, right-click the Ethernet network and
choose New Module.

2-831/0 Configuration
£ 8 1769 Bus
@IE[0] 1769-L36ERMS Safetycontroller

A et
&8 176910 New Module..

Discover Modules...

&= n__.. Foa o

The Select Module Type dialog box appears.
2. Select the desired drive and click Create.

e

Catalog | Module Discovery | Favorites |

2097431 Clear Filters Hide Filters &
Module Type Category Filters | Module Type Vendor Fiters i
Aralog @ Aten-Bradey [
Communication Cognex Comporation
Commurications Adapter Endress +Hauser
Corroller - FANUC Corporation -
< | n, ] *» 1 (1] | »
Catalog Number Description WVendor Category
2097-V31PRO HKinetic 300. 2A, 120/240V, No Filter Allen-Bradley Drive
Kinetix 350, 2A, 1207240V, No Fiter Ethemet Drive
2097-V31PR2 Kinetic 300, 4A, 120,240V, No Fitter Allen-Bradiey Drive
2097V3TPR2-LM Kinetoe 350, 44, 120/240V, No Fiter Ethemet Drive Allen-Bradley Drive, Moticn)
< (1 | k
4.cf 401 Module Types Found
[] Close an Create [ Creste _] l Close ] [ Help ]

S

The New Module dialog box appears.
3. Type a name for the module.
. Type a description, if desired.
5. Assign an EtherNet/IP address.

For information on setting the IP addresses, see the publications for each
drive type that is listed in Additional Resources on page 10.
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6. To change the configuration for any of the following parameters, click
Change.

Revision
Electronic Keying

Connection - For drives that support safety and motion on a single
connection, you can choose Motion Only, Motion and Safety, or Safety
Only.

Power Structure
Verify Power Rating on Connection

i =

General™ ‘Ccnned;ion |T|rneSync I Madule Info I Intemet Protacol | Port Configuration I Associated Axes | Power I Motion Diagn| * | *

Type: 2097-¥31PRO-M Kinetix 350, 24, 120,240V, Mo Filter Ethernet Drive

Vendor: Allen-Bradley

Parent: Local Ethernet Address

MName: Integrated_Motion_K350 @) Private Network: 192.168.1. 15 =
Description: - () IP Address:

() Host Mame:

Madule Definition

Revision: 1.1
i Electronic Keying: Compatible Module
Connection: Mation
Power Structure: 2097-V31PROLM
Status: Creating ok | [ cance | [ Hep

The Module dialog box appears.
7. Make the desired changes and click OK.

r B
Module Definition . o
Revision: 1=
Electronic Keying: lCompatib\e Module "']
Connection: [ Maticn "}
Power Stnucture [2097:v31PRO-LM \

Verify Power Rating on Connection

[ ok | | caned | [ Heb |

8. To create the drive in your project, click OK.
9. Add other components that your project requires.
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Topic Page
Considerations 139
Download 14
Upload 143
Go Online 144

The programming software determines whether you can go online with a
target controller based on whether the offline project is new or whether
changes occurred in the offline project. If the project is new, you must first
download the project to the controller. If changes occurred to the project, you
are prompted to upload or download. If no changes occurred, you can go
online to monitor the execution of the project.

A number of factors affect these processes, including the Project to Controller
Match feature, the safety status and faults, the existence of a safety task
signature, and the safety-lock/-unlock status of the project and the controller.

Project to Controller Match

The Project to Controller Match feature affects the download, upload, and go
online processes of standard and safety projects.

If the Project to Controller Match feature is enabled in the offline project, the
programming software compares the serial number of the controller in the
offline project to that of the connected controller. If they do not match, you
must cancel the download/upload, connect to the correct controller, or
confirm that you are connected to the correct controller, which updates the
serial number in the project to match the target controller.

Firmware Revision Match

Firmware revision match affects the download process. If the revision of the
controller does not match the revision of the project, you are prompted to
update the firmware of the controller. The Logix Designer application lets you
update the firmware as part of the download sequence if the controller is
safety-unlocked.

IMPORTANT To update the firmware of the controller, first install a firmware
update kit. An upgrade kit ships on a supplemental CD along with the
Logix Designer application.

You can also upgrade the firmware by choosing ControlFLASH™ from the Tools
Q menu in the Logix Designer application.
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Safety Status/Faults

You are permitted to upload program logic and go online regardless of safety
status. Safety status and faults affect the download process only.

You can view the safety status via the Safety tab on the Controller Properties
dialog box.

Safety Task Signature and Safety-locked and -unlocked Status

The existence of a safety task signature and the safety-locked or -unlocked
status of the controller affect both the upload and download processes.

On Upload

If the controller has a safety task signature, the safety task signature and the
safety task lock status are uploaded with the project. For example, if the project
in the controller was safety-unlocked, the offline project remains safety-
unlocked following the upload, even if it was locked before the upload.

Following an upload, the safety task signature in the offline project matches
the controller’s safety task signature.

On Download

The existence of a safety task signature, and the controller’s safety-lock status,
determines whether a download can proceed.

Effect of Safety-lock and Safety Task Signature on Download Operation

Safety-lock Status Safety Task Signature Status Download Functionality
Safety task signature in the offline All standard project components are downloaded. Safety tags are reinitialized to the values that
project matches the safety task they had when the safety task signature was created. The safety task is not downloaded. Safety-
Controller safety- signature in the controller. lock status matches the status in the offline project.

unlocked

Safety task signatures do not match.

If the controller had a safety task signature, it is automatically deleted, and the entire project is
downloaded. Safety-lock status matches the status in the offline project.

Controller safety-locked

If the offline project and the controller are safety-locked, all standard project components are
downloaded and the safety task is re initialized to the values they had when the safety task

Safety task signatures match. signature was created.

If the offline project is not safety-locked, but the controller is, the download is blocked and you
must first unlock the controller to allow the download to proceed.

You must first safety-unlock the controller to allow the download to proceed. If the controller had

Safety task signatures do not match. a safety task signature, it is automatically deleted, and the entire project is downloaded. Safety-

lock status matches the status in the offline project.

140

IMPORTANT  During a download to a controller that is safety-unlocked, if the
firmware in the controller is different than in the offline project, do
one of the following:

« Update the controller so that it matches the offline project. Once the
update is completed, the entire project is downloaded.

» Update the project to the controller version.

If you update the project, the safety task signature is deleted, and the

system requires revalidation.
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Download Follow these steps to transfer your project from your computer to your
controller.

Controller

Download Project

1. Turn the keyswitch of the controller to REM.

2. Open the controller project that you want to download.
Define the path to the controller.
a. Click Who Active .
b. Select the controller.

To open a level, click the + sign. If a controller is already selected, make
sure that it is the correct controller.

4. Click Download.

The software compares the following information in the offline project
and the controller:

Controller serial number (if project to controller match is selected)
Firmware major and minor revisions

Safety status

Safety task signature (if one exists)

Safety-lock status
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5. To complete the download based on the software’s response, follow the
directions in this table.

If the software indicates

Then

Download to the controller.

Choose Download. The project downloads to the controller and the Logix Designer application goes
online.

Unable to download to the controller. Mismatch between the offline
project and the controller serial number. Selected controller may be
the wrong controller.

Connect to the correct controller or verify that this is the correct controller. If it is the correct
controller, select the Update project serial number checkbox to allow the download to proceed.
The project serial number is modified to match the controller serial number.

Unable to download to the controller. The major revision of the
offline project and the controller's firmware are not compatible.

Choose Update Firmware". Choose the required revision and click Update. Confirm your selection
by clicking Yes.

Unable to download to controller. The internal safety partner
hardware has failed.

Replace the controller.

Unable to download to the controller. The firmware update of the
controller is incomplete.

Choose Update Firmware". Choose the required revision and click Update. Confirm your selection
by clicking Yes.

Unable to download to controller. Safety partnership has not been
established.

Cancel this download process and attempt a new download.

Unable to download to controller. Incompatible safety task
signature cannot be deleted while the project is safety-locked.

Cancel the download. To download the project, you must safety-unlock the offline project, delete
the safety task signature, and download the project.
IMPORTANT: The safety system requires revalidation.

Cannot download in a manner that preserves the safety task
signature. Controller's firmware minor revision is not compatible
with safety task signature in offline project.

« |f the firmware minor revision is incompatible, to preserve the safety task signature, update the
firmware revision in the controller to match the offline project exactly. Then download the
offline project.

« To proceed with the download despite the safety task signature incompatibility, click Download.
The safety task signature is deleted.

IMPORTANT: The safety system requires revalidation.

Unable to download to controller. Controller is locked. Controller and
offline project safety task signatures do not match.

Choose Unlock. The Safety Unlock for Download dialog box appears. If the Delete Signature
checkbox is selected and you choose Unlock, you must confirm the deletion by selecting Yes.

A nonrecoverable safety fault will occur in the safety controller. No
designated coordinated system time (CST) leader exists.

Check Enable Time Synchronization and click Download to proceed.

(1) The controller must be safety-unlocked.

After a successful download, the safety-locked status and safety task signature
of the controller match the project that was downloaded. Safety data is
initialized to the values that existed when the safety task signature was

created.
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Upload Follow these steps to transfer a project from the controller to your computer.

Controller

Upload Project

1. Define the path to the controller.

a. Click Who Active .

b. Select the controller.
To expand a level, click the + sign. If a controller is already selected,
make sure that it is the correct controller.

2. Click Upload.
If the project file does not exist, select File>Select>Yes.
If the project file exists, select it.

If the project to controller match is enabled, the programming software
checks whether the serial number of the open project and the serial
number of the controller match.

If the controller serial numbers do not match, you can do one of the
following:

« Cancel the upload and connect to a matching controller. Then, start
the upload procedure again.

« Select a new project to upload into or select another project by
choosing Select File.

« Toupdate the project serial number so it matches the controller, select
the Update Project Serial Number checkbox and choose Upload.

5. The software checks whether the open project matches the controller
project.

a. If the projects do not match, you must select a matching file or cancel
the upload process.

b. If the projects match, the software checks for changes in the offline
(open) project.

6. The software checks for changes in the offline project.

a. If there are no changes in the offline project, you can go online without
uploading. Click Go Online.

b. If there are changes in the open project that are not present in the
controller, you can choose to upload the project, cancel the upload, or
select another file.

If you choose Upload, the standard and safety applications are uploaded.
If a safety task signature exists, it is also uploaded. The safety-lock status
of the project reflects the original status of the online (controller) project.

Before the upload, if an offline safety task signature exists, or the offline

Q project is safety-locked but the controller is safety-unlocked or has no
safety task signature, the software replaces the offline safety task
signature and safety-locked state with the online values (safety-
unlocked with no safety task signature). If you do not want to make
these changes permanent, do not save the offline project following the
upload.
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Go Online

Follow these steps to go online to monitor a project that the controller is
executing.

Y
@ aaprN v)
Controller

Online Project

1. Define the path to the controller.

a. Click Who Active .

b. Select the controller.
To expand a level, click the + sign. If a controller is already selected,
make sure that it is the correct controller.

2. Click Go Online.
The software checks for the following:

« Do the offline project and controller serial numbers match (if Project
to Controller Match is selected)?

« Does the offline project contain changes that are not in the controller
project?

« Do the revisions of the offline project and controller firmware match?

« Are either the offline project or the controller safety-locked?

« Do the offline project and the controller have compatible safety task
signatures?

3. To connect to the controller, use the directions in the following table.

If the software indicates

Then

Unable to connect to controller. Mismatch between the offline
project and the controller serial number. Selected controller may be
the wrong controller.

Connect to the correct controller, select another project file, or choose the Update project serial
number checkbox and choose Go Online... to connect to the controller and update the offline project
serial number to match the controller.

Unable to connect to controller. The revision of the offline project
and the controller’s firmware are not compatible.

Choose one of the following options:

« Choose Update Firmware. Choose the required revision and click Update. Confirm your selection
by clicking Yes.
IMPORTANT: The online project is deleted.

« To preserve the online project, cancel the online process and install a version of the Logix
Designer application that is compatible with the firmware revision of your controller.

You need to upload or download to go online by using the open
project.

Choose one of the following options:

» Upload to update the offline project.
Download to update the controller project.
Choose File to select another offline project.

Unable to connect in a manner that preserves safety task signature.
Controller's firmware minor revision is not compatible with safety
task signature in offline project.

To preserve the safety task signature when the firmware minor revision is incompatible, update
the firmware revision in the controller to match the offline project exactly. Then go online to the
controller.

« To proceed with the download despite the safety task signature incompatibility, click Download.
The safety task signature is deleted.

IMPORTANT: The safety system requires revalidation.

Unable to connect to controller. Incompatible safety task signature
cannot be deleted while project is safety-locked.

Cancel the online process. You must safety-unlock the offline project before attempting to go online.

When the controller and the programming software are online, the safety-
locked status and safety task signature of the controller match the controller’s
project. The controller overrides the safety-lock status and safety task
signature of the offline project. If you do not want the changes to the offline
project to be permanent, do not save the project file following the go online

process.
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Topic Page
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Controller Faults 149
Develop a Fault Routine 150

See Status Indicators on page 163 for information on the controller’s status

indicators.

The online bar displays project and controller information, including the
controller’s status, force status, online edit status, and safety status.

Status Buttons

Controller Status Button | Offline
Force Status Button |Na Forces |
Online Edit Button |No Edits
Safety Status Button |Safety Unlocked

. F RUN Lo

».| @ OK d]:
™ Energy Storage

= T yo

13 i

When the Controller Status button is selected as shown in the previous
graphic, the online bar shows the controller’s mode (RUN) and status (OK). The
I/O indicator combines the status of standard and safety I/O and behaves just
like the status indicator on the controller. The I/O with the most significant
error status is displayed next to the status indicator.
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Monitor Connections

When the Safety Status button is selected, as shown in the following graphic,
the online bar displays the safety task signature.

Offline f]. | Safety Signature: —— ‘

Mo Forces p_|ID:  <none> @
Date:

No Edits 2 Ti;ng:

Safety Unlocked 34 i |

The Safety Status button itself indicates whether the controller is safety-locked
or -unlocked, or faulted. It also displays an icon that shows the safety status.

If the safety statusis | This icon is displayed
Safety Task 0K 11

-

Safety Task Inoperable A

Safety Unavailable A3
b
Offline 33

Icons are green when the controller is safety-locked, yellow when the controller
is safety-unlocked, and red when the controller has a safety fault. When a

safety task signature exists, the icon includes a small check mark. H
-

You can monitor the status of standard and safety connections.

All Connections

If communication with a device in the I/O configuration of the controller does
not occur for 100 ms, communication times out and the controller produces
the following warnings:

« AnI/O fault status code is indicated on the status display of the Compact
GuardLogix® 5370 controller.

« TheI/Oindicator on the front of the controller flashes green.

« Analert symbol A\ shows over the I/O configuration folder and over the
device that has timed out.

« A module fault is produced, which you can access through the
Connections tab of the Module Properties dialog box for the module or
via the GSV instruction.

configured to automatically fault the controller when a connection is
lost. Therefore, you must monitor for connection faults to be sure
that the safety system maintains SIL 3/PLe integrity.

See Safety Connections on page 147.

2 ATTENTION: Safety I/0 and produce/consume connections cannot be
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Safety Connections

For tags associated with produced or consumed safety data, you can monitor
the status of safety connections with the CONNECTION_STATUS member. To
monitor input and output connections, Safety I/O tags have a connection
status member called Safety Status. Both data types contain two bits:
RunMode and ConnectionFaulted.

The RunMode value indicates if a device that is in the Run Mode (1) or Idle
State (0) actively updates the consumed data. Idle state is indicated if the
connection is closed, the safety task is faulted, or the remote controller or
device is in Program mode or Test mode.

The ConnectionFaulted value indicates whether the safety connection between
the safety producer and the safety consumer is Valid (0) or Faulted (1). If
ConnectionFaulted is set to Faulted (1) as a result of a loss of the physical
connection, the safety data is reset to zero.

The following table describes the combinations of the RunMode and
ConnectionFaulted states.

Safety Connection Status

g:':tﬂ:de g;:;::lesctionFaulted Safety Connection Operation

1= Run 0 = Valid iTnhEupg%jggg]q device controls the data actively. The producing device is
0=1dle 0= Valid lglgef;Egite:tii'sopeisse?[tzg\gfoqd the producing device is in the Idle state. The
1=Run 1=Faulted Invalid state.

If a module is inhibited, the ConnectionFaulted bit is set to Faulted (1) and the
RunMode bit is set to Idle (0) for each connection associated with the module.
As aresult, safety consumed data is reset to zero.

Determine if I/0 Communication has Timed Out

This example can be used with the Compact GuardLogix 5370 controllers:

« The GSV instruction gets the status of the I/O status indicator (via the
LEDStatus attribute of the Module object) and stores it in the
IO_LED tag.

« IO_LEDisa DINT tag that stores the status of the I/O status indicator or
status display on the front of the controller.

« IfIO_LED equals 2, then atleast one I/O connection has been lost and the
Fault_Alert is set.

GSV Used to Identify 1/0 Timeout

-GSV -EQU Fault_aAlert
Get System Value Equal {
Class Name Module Source & |O_LED
Instance Name 0«
Aftribute Name  LedStatus Source B 2
Dest I0_LED
0

For more information about attributes available with the Module object, see
the Logix Controllers Instructions Reference Manual, publication
1756-RM009.
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Monitor Status Flags

Monitor Safety Status

Determine if 170 Communication to a Specific 1/0 Module has
Timed Out

If communication times out with a device (module) in the I/O configuration of
the controller, the controller produces a fault code and fault information for
the module. Use the GSV instructions to get fault code and information via the
FaultCode and FaultInfo attributes of the Module object.

For more information about attributes available with the Module object, see
the Logix Controllers Instructions Reference Manual, publication
1756-RM009.

Logix controllers, including Compact GuardLogix controllers, support status
keywords that you can use in your logic to monitor certain events.

For more information on how to use these keywords, refer to the Logix 5000™
Controllers Information and Status Programming Manual, publication 1756-

PMoi1s.

View controller safety status information on the safety status button on the
online bar and on the Safety tab of the Controller Properties dialog box.

&, Controller Properties - SD_safetycontroller o =] |
General ] Serial Port ] System Protocol ] User Frolocol | Major Faults I
MinorFauts | Date/Time | Advanced | File Safety I Memory

Safety Application: Locked | Safety Lock/Unlock... I

Safely Status: SafelyTask OK

The following are the possible values for safety status:
« Safety partner is unavailable
« Safety firmware is incompatible
« Safety task inoperable
« Safety task OK

Except for safety task OK, the descriptions indicate that nonrecoverable safety
faults exist.

See Major Safety Faults (Type 14) on page 150 for fault codes and corrective
actions.
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Controller Faults

Faults in the Compact GuardLogix system can be nonrecoverable controller
faults, nonrecoverable safety faults in the safety application, or recoverable
safety faults in the safety application.

Nonrecoverable Controller Faults

These faults occur when the controller’s internal diagnostics fail. If a
nonrecoverable controller fault occurs, safety task execution stops and

CIP Safety™ I/O modules are placed in the safe state. Recovery requires that
you download the application program again.

Nonrecoverable Safety Faults in the Safety Application

If a nonrecoverable safety fault occurs in the safety application, safety logic
and the safety protocol are ended. Safety task watchdog faults fall into this
category.

When the safety task encounters a nonrecoverable safety fault that is cleared
programmatically in the Controller Fault Handler, the standard application
continues to execute.

your responsibility to prove that safe operation is maintained.
You must provide proof to your certifying agency that allowing a portion of the

2 ATTENTION: If you override the safety fault, the fault IS NOT cleared and it is
system to continue to operate maintains safe operation.

If a safety task signature exists, you only need to clear the fault to enable the
safety task to run. If no safety task signature exists, the safety task cannot run
again until the entire application is downloaded again.

Recoverable Faults in the Safety Application

If a recoverable fault occurs in the safety application, the system may or may
not halt the execution of the safety task, depending upon whether the Program
Fault Handler handles the fault in the safety application.

When a recoverable fault is cleared programmatically, the safety task is
allowed to continue without interruption.

When a recoverable fault in the safety application is not cleared
programmatically, a Type 14, Code 2 recoverable safety fault occurs. The safety
program execution is stopped, and safety protocol connections are closed and
reopened to reinitialize them. Safety outputs are placed in the safe state and
the producer of safety-consumed tags also commands the consumers to place
them in a safe state.

Recoverable faults let you edit the standard and safety application as required
to correct the cause of the fault. However, if a safety task signature exists or the
controller is safety-locked, you must first unlock the controller and delete the
safety task signature before you can edit the safety application.
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View Faults

The Recent Faults dialog box on the Major Faults tab of the Controller
Properties dialog box contains two subtabs, one for standard faults and one for
safety faults.

Fault Codes

The following table shows the fault codes specific to Compact GuardLogix
controllers. The type and code correspond to the type and code that is
displayed on the Major Faults tab of the Controller Properties dialog box and in
the PROGRAM object, MAJORFAULTRECORD (or MINORFAULTRECORD)

attribute.

Major Safety Faults (Type 14)

Code | Cause Status Corrective Action
Task watchdog expired. User task has not completed in a Clear the fault.
specified period of time. A program error caused an infinite If a safety task signature exists, safety memory is reinitialized and the
01 loop, the program is too complex to execute as quickly as Nonrecoverable | safety task begins executing.
specified, a higher priority task is keeping this task from If a safety task signature does not exist, you must redownload the program
finishing. to allow the safety task to run.
02 An error exists in a routine of the safety task. Recoverable Correct the error in the user-program logic.
Clear the fault.
Safety task is inoperable. If a safety task signature exists, safety memory is reinitialized via the safety
07 This fault occurs when the safety logic is invalid, for example, | Nonrecoverable | task signature and the safety task begins executing.
a watchdog timeout occurred or memory is corrupt. If a safety task signature does not exist, you must download the program
again to allow the safety task to run.
08 Coordinated system time (CST) not found. Nonrecoverable | Clear the fault. Configure a device to be the CST leader.

Develop a Fault Routine

150

The Logix 5000 Controllers Major and Minor Faults Programming Manual,
publication 1756-PMo14, contains descriptions of the fault codes common to
Logix controllers.

If a fault condition occurs that is severe enough for the controller to shut

down, the controller generates a major fault and stops the execution of logic.

Depending on your application, you may not want all safety faults to shut
down your entire system. In those situations, you can use a fault routine to
clear a specific fault and let the standard control portion of your system
continue to operate or configure some outputs to remain ON.

A\

ATTENTION: You must provide proof to your certifying agency that allowing
a portion of the system to continue to operate maintains safe operation.

The controller supports two levels for handling major faults:

« Program Fault Routine
« Controller Fault Handler

Both routines can use the GSV and SSV instructions as described on page 151.
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Program Fault Routine

Each program can have its own fault routine. The controller executes the
program’s fault routine when an instruction fault occurs. If the program’s fault
routine does not clear the fault, or if a program fault routine does not exist, the
controller proceeds to execute the controller fault handler, if one exists.

Controller Fault Handler

The controller fault handler is an optional component that executes when the
program fault routine could not clear the fault or does not exist.

You can create only one program for the controller fault handler. After you
create that program, you must configure a routine as the main routine.

For details on how to create and test a fault routine, see the Logix 5000
Controllers Major and Minor Faults Programming Manual, publication
1756-PMo14.

Use GSV/SSV Instructions

Logix controllers store system data in objects rather than in status files. You
can use the Get System Value (GSV) and Set System Value (SSV) instructions
to retrieve and set controller data.

The GSV instruction retrieves the specified information and places it in the
specified destination. The SSV instruction changes the specified attribute with
data from the source of the instruction. When you enter a GSV or SSV
instruction, the programming software displays the object classes, object
names, and attribute names for each instruction.

For standard tasks, you can use the GSV instruction to get values for the
available attributes. When using the SSV instruction, the software displays
only those attributes you are allowed to set.

For the safety task, the GSV and SSV instructions are more restricted. SSV

instructions in safety and standard tasks cannot set bit o (major fault on error)
in the mode attribute of a safety I/O module.
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For safety objects, the following table shows attributes for which you can get
values by using the GSV instruction, and which attributes you are allowed to
set by using the SSV instruction, in the safety and standard tasks.

to objects can cause unexpected controller operation or injury to

ATTENTION: Use the GSV/SSV instructions carefully. Changes made
A personnel.

GSV/SSV Accessibility
Accessible | Accessible
Safety Attribute Name Data Type | Attribute Description 'Sl;:lfrt;hgask .Irr:snI:SS!andard
Object
6SV | SSV | gsv(® | ssv
Instance DINT Provides the instance number of this task object. Valid values are 0...31. X X
MaximumiInterval DINT[2] The max time interval between successive executions of this task. X X
MaximumScanTime DINT Max recorded execution time (ms) for this task. X X

Safety Task Minimuminterval DINT[2] The min time interval between successive executions of this task. X X
Priority INT Relative priority of this task as compared to other tasks. Valid values are X X
Rate DINT Period for the task (in ms), or timeout value for the task (in ms). X X
Watchdog DINT Time limit (in ms) for execution of all programs associated with this task. X X
Instance DINT Provides the instance number of the program object. X X

g?égtr);m MajorFaultRecord DINT[TI] | Records major faults for this program. X X X
MaximumScanTime DINT Max recorded execution time (ms) for this program. X X

x
SafetyLocked SINT Indicates whether the contraller is safety-locked or -unlocked. X X

Specifies the safety status as the following:
sfetytatus” NT | Saoy ook operaie. (0000000000000 '

Safety « Firmware incompatible. (00000000000000011)

Controller | SafetySignatureExists SINT Indicates whether the safety task signature is present. X X
SafetySignaturelD DINT 32-bit identification number. X
SafetySignature String®® | 32-bit identification number. X
SafetyTaskFaultRecord™® | DINTIT] | Records safety task faults. X
LastEditDate LINT Date and time stamp of the last edit to an Add-On Instruction definition. X

AOI (Safety) | SignaturelD DINT ID number. X
SafetySignaturelD DINT 32-bit identification number. X

(1) See Access FaultRecord Attributes on page 153 for information on how to access this attribute.

(2) See Capture Fault Information on page 153 for information on how to access this attribute.

(3) Length=37.

(4) From the standard task, GSV accessibility of safety object attributes is the same as for standard object attributes.

152
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Access FaultRecord Attributes

Create a user-defined structure to simplify access to the MajorFaultRecord and
SafetyTaskFaultRecord attributes.

Parameters for Accessing FaultRecord Attributes

Name Data Type | Style Description

TimeLow | DINT Decimal Lower 32 bits of the fault time stamp value

TimeHigh | DINT Decimal Upper 32 bits of the fault time stamp value

Type INT Decimal Fault type (program, I/0, or other)

Code INT Decimal Unigue code for this fault (dependent on fault type)

Info DINT[8] Hexadecimal | Fault-specific information (dependent on fault type and code)

For more information on how to use the GSV and SSV instructions, refer to the
I/O Instructions chapter of the Logix Controllers Instructions Reference
Manual, publication 1756-RM009.

Capture Fault Information

The SafetyStatus and SafetyTaskFaultRecord attributes can capture
information about nonrecoverable faults. Use a GSV instruction in the
controller fault handler to capture and store fault information. The GSV
instruction can be used in a standard task with a controller fault handler
routine that clears the fault and lets the standard tasks continue executing.
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Notes:
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IMPORTANT The life expectancy of nonvolatile media is dependent on the number of
write cycles that are performed. Nonvolatile media use a technique that
levels wear, or technology for prolonging the service life, but avoid
frequent writes.

Avoid frequent writes when logging data. We recommend that you log
data to a buffer in the memory of your controller and limit the number of
times data is written to removable media.

Compact GuardLogix® 5370 controllers support a Secure Digital (SD) card for
nonvolatile memory:

« 1784-SD1 card - Ships with Compact GuardLogix 5370 controller and
offers 1 GB of memory. You can order more 1784-SD1 cards if desired.

+ 1784-SD2 card - Available for separate purchase and offers 2 GB of
memory.

Nonvolatile memory lets you keep a copy of your project on the controller. The
controller does not need power or a battery to keep this copy.
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Store and Load Programs with a Secure Digital Card
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You can load the stored project from nonvolatile memory to the user memory
of the controller:

« On every power-up
«  Whenever there is no project in the controller and it powers up
+ Anytime through the programming software

IMPORTANT  Nonvolatile memory stores the contents of the user memory at the time

that you store the project:

« Changes that you make after you store the project are not reflected in
nonvolatile memory.

« If change the project but do not store those changes, you overwrite
them when you load the project from nonvolatile memory. If this occurs,
you have to upload or download the project to go online.

« If you want to store changes, such as online edits or tag values, store
the project again after you make the changes.

A\

ATTENTION: Do not remove the SD card while the controller is reading from
or writing to the card, as indicated by a flashing green SD status indicator.
This action could corrupt the data on the card or in the controller, and
corrupt the latest firmware in the controller. Leave the card in the controller
until the SD status indicator turns steady green.

A\

WARNING: When you insert or remove the SD card while power is on, an
electric arc can occur. This arc could cause an explosion in hazardous location
installations.

Be sure that power is removed or the area is nonhazardous before
proceeding.

If an SD card is installed, you can view the contents of the card on the
Nonvolatile Memory tab of the Controller Properties dialog box. If a safety

application i

s stored on the card, the safety-lock status and the safety task

signature are shown.

Nonvolatile Memory

Stored:

[7] Inhibit Automatic

6 Controller Properties - simpleProj o (@ =]
| General | Major Fautts T Minor Faults | Date/Time | Advanced I SFC Execution I Project I Safety7]

Image in Nonvolatile Memory

Name: simpleProj
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safet...
Revision: 281
Load Image: On Power Up
Load Mode: Run (Remote Only)
Safety Application: Unlocked
Safety Signature:  ID: <none>
Date:
Time:
Image Note: -~

[ Memory l Intemet Protocol | Port Configuration I Network I Security ] Alam Log ]

7/20/2015 6:39:54 PM

Fimware Update

For detailed information on how to use nonvolatile memory, refer to the Logix

5000® Contr
1756-PMo17.

ollers Nonvolatile Memory Programming Manual, publication
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Store a Safety Project

You cannot store a safety project if the safety task status is Safety Task
Inoperable. When you store a safety project, the controller firmware is saved to
the SD card.

If no application exists in the controller, you can save just the firmware of the
safety controller only if valid partnership exists. A firmware-only load does not
clear a Safety Task Inoperable condition.

If a safety task signature exists when you store a project, the following occurs:

« Safety tags are stored with the value that they had when the signature
was first created.

« Standard tags are updated.
« The current safety task signature is saved.

When you store a safety application project on an SD card, we recommend that
you select Program (Remote Only) as the Load mode, that is, the mode that the
controller usually enters after a load. For more information, see

Load a Safety Project on page 159.

Follow these steps to store a project.
1. Go online with the controller.

2. Put the controller in Program mode, that is, Remote Program or
Program.

3. On the Online toolbar, click the controller properties icon.

Rem Prog f. [ Program Mode
No Forces 3 [F Controller OK

. ~{ 7 Energy Storage OK

o Edts éi" [T 170 Not Present
Safety Unlocked 33 l‘

. Click the Nonvolatile Memory tab.
5. Click Load/Store.

5 Controller Properties - simpleProj [=f@]f==]

General | MsjorFauts | Minor Fauts | Date/Time | Advanced | SFCExecution | Project | Safety |
Nonvolatie Memory | Memory | Intemet Protocol | Port Configuration | Network | Securty | Aam Log

Image in Nonvolatile Memory
: < Load / Store....
Name: simpleProj
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safet...
Revision: 281

Load Image: On Power Up
Load Mode: Run (Remote Only)
Safety Application: Unlocked
Safety Signature:  ID: <none>
Date:
Time:

Image Note: -~

Stored: 7/20/2015 6:39:54 PM

[7] Inhibit Automatic Fimware Update

O If Load/Store is dimmed (unavailable), verify the following:

« You have specified the correct communication path and are online with
the controller.

« The SD card is installed.
If the SD card is not installed, a message in the lower-left corner of
the Nonvolatile Memory tab indicates that the card is missing.

[7] Inhibit Automatic Fimware Update

(@) Noimage in the nonvolatile memory.
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158

6. Choose when (under what conditions) to load the project into the user

memory of the controller.

Project that is currently on the SD card of
the controller (if any project is there).

Project that is currently in the
user memory of the controller.

Nonvolatile Memory Loi{d / Store t = ‘
Image in Nonvolatile Memory Controller
Name: CompactLogix_Project Name: CompactLogix_Project
GuardLogix® 5370 Saf .. - ompact GuardLoga® 53...
Revision: 281 Revision: 281
Load Image: User Initizted | Load Image: (On Unintialized Memory ~
Load Mode: Program (Remote Only) Load Mode: ;ed e |
User Inttiated

Safety Applcation: Unlocked Safety Applcation: | Jiockeg™ ]
Safety Signature:  ID: <none> Safety Signature:  ID: <none>

Date: Date:

Time: Time:
Image Note: Image Note: A~
Automatic Automatic S
Fimware Update: Disabled Fimware Update: [Busabla ']
Stored: 7/21/2015 40547 PM

If you choose On Power Up or On Uninitialized Memory, you must also
choose the mode that you want the controller to go to after the load:

+ Program (Remote Only)
« Run (Remote Only)

Load Image: (On Unintialized Memory -
Load Mode: [Program (Remote Oniy) -

When you store a safety application project on an SD card, we
recommend that you select Program (Remote Only) as the Load mode,
that is, the mode that the controller usually enters after a load.

7. Inthe Automatic Firmware Update box, use the default (disable) or
choose the Firmware Supervisor option.

Automatic Automatic

1
Fimware Update: Disabled Fimware Update: [D'”ble v]I
Stored: 7/20/2015 6:39:54 PM

(oo J[ o ]

IMPORTANT The Firmware Supervisor option is not used to upgrade the
controller firmware.

8. Click <--Store.

Automatic Automatic

Fimware Update: Disabled Fimware Update: [D'”ble b4
Stored: 7/20/2015 6:39:54 PM

(oo J[ o ]

IMPORTANT Store is not active if an SD card is locked.

A confirmation dialog box appears.
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9. To store the project, click Yes.

After you click Store, the project is saved to the SD card as indicated by the
controller status indicators. These conditions can exist:

«  While the store is in progress, the following occurs:

- The OK indicator is flashing green.

- The SD indicator is flashing green.

- Adialog box indicates that the store is in progress.
«  When the store is complete, the following occurs:

- The controller resets itself.

When the controller is resetting itself, the status indicators execute a
sequence of state changes, for example, a brief time with the OK status
indicator in the steady red state. Wait for the controller to complete
the sequence.

- After the controller fully resets itself, the OK indicator is steady green.
- The SD indicator is off.

IMPORTANT Allow the store to complete without interruption. If you interrupt
the store, data corruption or loss can occur.

Load a safety Project You can only initiate a load from nonvolatile memory if the following is true:

« The controller type that is specified by the project that is stored in
nonvolatile memory matches the controller type.

« The major and minor revisions of the project in nonvolatile memory
match the major and minor revisions of the controller.

« Your controller is not in Run mode.

Project that is currently on the SD card of Project that is currently in the
the controller (if any project is there). user memory of the controller.
| Nonvolatile Memory Loi{d / Store ‘ = ‘
Image in Nonvolatile Memory Controller
Name: CompactLogix_Project Name: CompactLogix_Project
GuardLogix® 5370 Saf... " - mpact GuardLog® 53...
Revision: 281 Revision: 281
Load Image: User Inttiated | Load Image: (On Unintialized Memory ~
Load Mode: Program (Remote Only) Load Mode: ‘
Safety Application: Unlocked Safety jon: | eeciotisted
Safety Signature:  ID: <none> Safety Signature:  ID: <none>
Date: Date:
Time: Time:
Image Note: - Image Note:
Automatic Automatic =
Fimware Update: Disabled Fimware Update: [Dusabla v]
Stored: 7/21/2015 40547 PM
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You have several options for when (under what conditions) to load a project
into the user memory of the controller.

Project Load Options
If you want to load | Then select this
the project Load Image option

Notes

Whenever you turn on {On Power Up
or cycle power

« During a power cycle, you lose any online changes, tag values, and network schedule that you have not stored in the
nonvolatile memory.

« The controller loads the stored project and firmware at every power-up regardless of the firmware or application on the

controller. The load occurs whether the controller is safety-locked or has a safety task signature.

You can always use the programming software to load the project.

Whenever there is no
project in the On Uninitialized
controller and you turn |Memory

on or cycle power

« The controller updates the firmware on the controller, if necessary. The application that is stored in nonvolatile memory is
also loaded and the controller enters the selected mode, either Program or Run.
« You can always use the programming software to load the project.

Only through RSLogix

If the controller type and the major and minor revisions of the project in nonvolatile memory match the controller type and
major and minor revisions of the controller, you can initiate a load, regardless of the Safety Task status.

You are only allowed to load a project to a safety-locked controller when the safety task signature of the project that is
stored in nonvolatile memory matches the project on the controller.

If the signatures do not match or the controller is safety-locked without a safety task signature, you are prompted to first

5000 software User Initiated unlock the controller.
IMPORTANT: When you unlock the controller and initiate a load from nonvolatile memory, the safety-lock status,
passwords, and safety task signature are set to the values contained in nonvolatile memary once the load is complete.
« If the firmware on the controller matches the revision in nonvolatile memory, the internal safety partner firmware is
updated, if necessary, the application that is stored in nonvolatile memory is loaded so that the Safety Task status
becomes Safety Task Operable and the controller enters the selected mode, either Program or Run.
Follow these steps to use the application to load the project from an SD card.
1. Go online with the controller.
2. Put the controller in Program mode, that is, Remote Program or
Program.
3. On the Online toolbar, click the controller properties icon.
Rem Prog f. @ Program Mode
No Forces >, p (é::"tm"zf 0K ot
r——— = ergy Storage
No Edis a LSS
= 7170 Not Present =
Safety Unlocked 3-8 i |
. Click the Nonvolatile Memory tab.
5. Click Load/Store.
[ 6 Controller Properties - simpleProj = ‘Eﬂz\
réen;fal Nﬂ_éior Faults 7]7 Minor Faults | Date/Time | Advanced I SFC Execution I Project I Safet)f]
Nonvolatie Memory | Memory | Intemet Protocol | Port Configuration | Network | Securty | Aam Log
Image in Nonvolatile Memory
Name: simpleProj
Type: 1769-L36ERMS Compact GuardLogix® 5370 Safet...
Revision: 28.1
Load Image: On Power Up
Load Mode: Run (Remote Only)
Safety Application: Unlocked
Safety Signature:  ID: <none>
Date:
Time:
Image Note: -~
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6. On the nonvolatile memory load/store dialog box, click Load.

- .
Nonvolatile Memory Load / Store =

Image in Nonvolatie Memory Controller
Name: simpleProj Name: CompactLogix_Project
Type: 1769-L36ERMS Compact GuardLogx® 5370 Saf...  Type: DB_1769-L36ERMS/A Compact GuardLog® 53...
Revision: 281 Revision: 281
Load Image: User ntiated Load Image: [0n Power Up -
Load Mode: Run (Remote Only) Load Mode: [Run (Remote Onty) -
Safety Application: Unlocked Safety Application: Unlocked
Safety Signature:  ID: <none> Safety Signature:  ID: <none>

Date: Date:

Time: Time:
Image Note ~  Image Note:
Automatic Automatic E
Firmware Update: Disabled Fimware Update: isable I
Stored: 7/20/2015 6:39:54 PM

A confirmation dialog box appears.

7. Toload the project, click Yes.

After you click Load, the project is loaded into the controller as indicated by the
controller status indicators. While the load is in progress, the following occurs:

The controller resets itself.

During the controller reset, the status indicators execute a sequence of
state changes, for example, a brief time with the OK status indicator in
the steady red state. Wait for the controller to complete the sequence.

After the controller fully resets itself, the OK indicator is steady green.
The SD indicator is off.

Manage Firmware with You can use the Firmware Supervisor feature in the Logix Designer application
H : to manage firmware on Compact GuardLogix 5370 controllers. Firmware
Firmware Superwsor Supervisor lets controllers automatically update devices:

Local and remote modules can be updated while in Program or Run
modes.

Electronic keying must be configured for Exact Match.

The firmware kit for the target device must reside on the controller’s SD
card.

The device must support firmware updates via the ControlFLASH™
software.

Firmware Supervisor supports non-modular distributed I/O products that sit
directly on the network without an adapter, including CIP Safety™ I/O
modules on EtherNet/IP™ networks.

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 161



Chapter 12 Store and Load Programs with a Secure Digital Card

Follow these steps to enable Firmware Supervisor.

1. Onthe Controller Properties dialog box, click the Nonvolatile Memory
tab.

2. Click Load/Store.

From the Automatic Firmware Updates pull-down menu, choose Enable
and Store Files to Image.

The Logix Designer application moves the firmware kits from your computer
to the controller SD card for Firmware Supervisor to use.

If you disable Firmware Supervisor, you disable only Firmware Supervisor
O updates. Controller firmware updates that occur when the controller image is
reloaded from the SD card are not disabled.
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Appendix A

Status Indicators

This section explains how to interpret the status indicators on the
Compact GuardLogix® 5370 controllers.

Compact GuardLogix

SAFETY CPU

run(ZD)

FORCEU
oD
ox[CD

Ins [JSFTY RUN

D unk 1 [JSFTY TASK
CDunk2
D

Controller Mode (RUN) Status Indicator

Status Description
0ff The controller is in Program or Test mode.
Green The controller is in Run mode.

Force State (FORCE) Status Indicator

Status Description
0ff No tags contain 1/0 force values. I/0 forces are inactive (disabled).
Yellow 1/0 forces are active (enabled). 1/0 force values can exist.

Flashing yellow

One or more input or output addresses have been forced to an On or 0ff
condition, but the forces have not been enabled.

1/0 State (1/0) Status Indicator

Status Description
One of the following conditions exists:
0ff « There are no devices in the I/0 configuration of the controller.
« The controller does not contain a project.
Green The controller is communicating with all devices in its I/0 configuration.

Flashing green

One or more devices in the 1/0 configuration of the controller are not
responding.

Flashing red

One of the following conditions exists:
« The controller is not communicating with any devices.
« Afault has occurred on the controller.
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Controller Status (0K) Status Indicator

Status

Description

off

No power is applied.

Green

The controller is OK.

Flashing green

The controller stores or loads a project from the SD card.

Red

The controller detected a nonrecoverable major fault and cleared the project
from memory.

Flashing red

One of the following:
« The controller requires a firmware update.
« A major recoverable fault occurred on the controller.

« A nonrecoverable major fault occurred on the controller and cleared the
program from memaory.

Ethernet Network Status (NS) Status Indicator

Status

Description

off

The port is not initialized; it does not have an IP address and is operating in
BOOTP or DHCP mode.

Green

The port has an IP address and CIP connections are established.

Flashing green

The port has an IP address, but no CIP™ connections are established.

Red

The port has detected that the assigned IP address is already in use.

Flashing red/green

The port is performing its power up self-test.

Ethernet Link Status (LINK 1/LINK 2) Status Indicator

Status

Description

off

One of the following conditions exists:

« Nolink.

« Port administratively disabled.

- Port disabled because rapid ring fault condition was detected (LINK2).

Green

One of the following conditions exists:

« A100 Mbps link (half- or full-duplex) exists, no activity.

« A0 Mbps link (half- or full-duplex) exists, no activity.

« Ring network is operating normally and the controller is the active
supervisor.

Ring network has encountered a rare partial network fault and the controller
is the active supervisor.

Flashing green

A100 Mbps link exists and there is activity.

SD Card Activity (SD) Status Indicator

Status

Description

0ff

There is no activity to the SD card.

Flashing green

The controller is reading from or writing to the SD card.

Flashing red

The SD card does not have a file system.

SFTY RUN Status Indicator

Status

Description

0ff

The user safety task or safety outputs are disabled. The controller is in the
PROG mode, test made, or the safety task is faulted.

Green

The user safety task and safety outputs are enabled. The safety task is
executing. Safety task signature is present.

Flashing Green

The user safety task and safety outputs are enabled. The safety task is
executing. Safety task signature is not present.
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SFTY TASK Status Indicator

Status Description

0ff No partnership established.

Green Safety controller status is OK. The coordinated system time (CST)is
synchronized and safety /0 connections are established.

Flashing Green g;;ithyrgr?ir;tgg.ller status is OK. The coordinated system time (CST) is not

Red Safety partnership was lost.

Flashing Red Safety task is inoperable.

SFTY LOCK Status Indicator

Status Description
0ff Safety task is not locked.
Green Safety task is locked.

SFTY OK Status Indicator

Status Description

0ff No power is applied.

Green The safety partner is OK.

Flashing Green The safety partner stores or loads a project to or from nonvolatile memary.

Red The safety partner detected a nonrecoverable major fault, so it cleared the
project from its memory.

Flashing Red ITnhErlgésr:ézgl safety partner requires a firmware update or a firmware update is
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Notes:
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Change from a Standard to
a Safety Controller

Change Controller Type

Topic Page
Change from a Standard to a Safety Controller 167
Change from a Safety to a Standard Controller 168
Change Safety Controller Types 168

Because safety controllers have special requirements and do not support
certain standard features, you must understand the behavior of the system
when you change the controller type from standard to safety or from safety to
standard in your project. Controller type change affects the following:

Supported features

The safety partner and Safety I/O (physical configuration of the project)
Controller properties

Project components such as tasks, programs, routines, and tags

Safety Add-On Instructions

Upon confirmation of a change from a standard controller to a safety
controller project, safety components are created to meet the minimum
requirements for a safety controller:

Safety components are created (safety task, safety program, and so on).

The safety task is created only if the maximum number of downloadable
tasks has not been reached. The safety task is initialized with its default
values.

A time-based safety network number (SNN) is generated for the local
chassis.

Standard controller features, like redundancy, which the safety
controller does not support, are removed from the Controller Properties
dialog box (if they existed).
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Change froma Safety to@  Upon confirmation of a change from a safety controller project to a standard

Standard Controller

Change Safety Controller
Types

168

controller, some components are changed and others are deleted:
« Safety I/O modules and their tags are deleted.

« The safety task, programs, and routines are changed to a standard task,
programs, and routines.

« All safety tags, except safety consume tags, are changed to standard tags.
Safety consume tags are deleted.

« Safety tag mappings are deleted.
« The safety network number (SNN) is deleted.
« Safety-lock and -unlock passwords are deleted.

« Ifthe standard controller supports features that were not available to the
safety controller, those new features are visible in the Controller
Properties dialog box.

Peer safety controllers are not deleted, even if they have no
Q connections remaining.

« Instructions can still reference modules that have been deleted and
produce verification errors.

« Consumed tags are deleted when the producing module is deleted.

« Asaresult of the previously listed changes to the system, safety-specific
instructions and safety I/O tags cannot be verified.

If the safety controller project contains safety Add-On Instructions, you must
remove them from the project or change their class to standard before
changing the controller type.

When you change from one safety controller type to another, the class of tags,
routines, and programs remains unaltered. Any I/O modules that are no longer
compatible with the target controller are deleted.

IMPORTANT 1768 Compact I/0™ modules are not compatible in a (1769) Compact
GuardLogix® 5370 controller system.

The representation of the safety partner is updated to appear appropriately for
the target controller in these cases:

« The safety partner is created in slot x (primary slot + 1) when changing
from a Compact GuardLogix 5370 to a GuardLogix 5570 controller.

«  When changing to a Compact GuardLogix 5370 controller from a
GuardLogix 5570 controller, the safety partner is removed because it is
internal to the Compact GuardLogix controller.
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Index

Numerics

1769 Compact 1/0 modules

calculate system power consumption 67 -
69
configure 73 - 79
connections 74
monitor faults 80
requested packet interval 74
validate layout 65
1769 Compact 1/0 power supplies

calculate system power consumption 67 -
69

A

Add-0n Instructions 15, 168
in project 109
address

Kinetix safety I/0 device 92
advanced connection reaction time 89

alert symbol 146
alias tags 117
application
elements 101
attributes
safety object 152
AutoFlash 29
load firmware 32 - 34
automatic firmware updates 162

B
base tags 117

C

calculate system power consumption 67 - 69
change controller type 167 - 168
CIP Safety 9, 46, 100
CIP Safety I/0
configuration signature 91
monitor status 93
node address 83
reset ownership 91
class 118
clear
faults 149
configuration owner 91
identify 91
reset 91, 93
configuration signature
components 91
copy 91
definition 91
configure
I/0 modules 73 - 79
system overhead time slice 112
configure always 100
checkbox 43
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connection
monitor 146
status 147
connection reaction time limit 87, 126
CONNECTION_STATUS 19, 147
ConnectionFaulted bit 147
connections
direct 74
rack-optimized 74
to 1/0 modules 74
constant value tag 119
consume tag data 125
consumed tag 117, 119
continuous task 103
control and information protocol
definition 9
ControlFLASH software 29, 139, 161
load firmware 29 - 31
controller
change type 167
configuration 38
fault handler 151
log
safety lock, unlock 129
safety task signature 131
match 139
program 104
properties 39
routine 105
serial number 139
serial number mismatch 142, 144
tags 106
tasks 102
controller-scoped tags 118
coordinated system time 142
copy
safety network number 50

safety task signature 132
create a project 38

data types
CONNECTION_STATUS 19

delete
safety task signature 132

develop
applications 101

diagnostic coverage 9

direct connections 74

download
effect of controller match 139
effect of firmware revision match 139
effect of safety status 140
effect of safety task signature 140
effect of safety-lock 140
process 141 - 142

169



170

E

electronic keying 161
elements
control application 101
end cap detection 81
EtherNet/IP network
change IP address 28
via Logix Designer application 27 - 28
Integrated Motion over an EtherNet/IP
network 133
set IP address
via Logix Designer application 22
via RSLinx Classic software 20
event task 103

external access 116, 119

F

fault
clear 149
nonrecoverable controller 149
nonrecoverable safety 148, 149
recoverable 149
routines 150 - 152
fault code
use GSV to get 148
fault codes
major safety faults 150
faults
monitor /0 module faults 80
firmware
load 34
via AutoFlash 32 - 34
via ControlFLASH software 29 - 31
via SD card 34
firmware revision
management 161
match 139
mismatch 140, 142, 144
Firmware Supervisor 161, 162

firmware upgrade kit 139, 161

G

get system value (GSV)
accessibility 152
definition 9
use 151

go online 144
factors 139

GSV
fault code 148
monitor

connection 147

170

indicator 146
module replacement 43
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1/0 modules
calculate system power consumption 67 -
69
configure 73 - 79
connections 74
end cap detection 81
monitor faults 80
requested packet interval 74
validate layout 65
1769 Compact I/0 modules 65
Integrated Motion over an EtherNet/IP
network 133
configure 137 - 138
drive limits 135
supported axes 134
time synchronization 136
IP address 17
change 28
via Logix Designer application 27 - 28
set
via Logix Designer application 22
via RSLinx Classic software 20

L

LED indicators
See status indicators
listen only connection 91
load a project 159
on corrupt memory 160
on power up 160
user initiated 160
lock
See safety-lock
Logix Designer application
AutoFlash 29
change IP address 27 - 28
configure /0 modules 73 - 79
Integrated Motion over an EtherNet/IP
network 133
set IP address 22
store a project to an SD card 157

major faults tab 150
major safety faults 150
MajorFaultRecord 153
maximum observed network delay 88

reset 126
memory card 155, 156, 161
minor faults tab 150
module

properties

connection tab 91

monitor

connections 146

status 93
morphing

See change controller type
multicast 9



network address translation (NAT)

definition 9
supported features 15
network delay multiplier 126

network status

indicator 96, 98
networks

EtherNet/IP

change IP address via Logix Designer
application 27 - 28

set IP address via Logix Designer ap-
plication 22

set IP address via RSLinx Classic soft-
ware 20

new controller dialog box 38

node address 83
nonrecoverable controller fault 149
nonrecoverable safety fault 148, 149

restart the safety task 149
nonvolatile memory 155 - 162

tab 156

online bar 145
out-of-box 96
ownership

configuration 91
reset 91

P

password

valid characters 40
paste

safety network number 50
peer safety controller

configuration 44
location 120
share data 119
SNN 120
Performance Level 9

periodic task 103
priority
task 103
probability of failure on demand (PFD)

definition 9
probability of failure per hour (PFH)

definition 9
produce a tag 124

produce and consume tags 119
produced tag 117, 119
program

in project 104
scheduled 104
system overhead time slice 11
unscheduled 104
program fault routine 151

programming languages 108
programming restrictions 132
program-scoped tags 118
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project
elements 101
project to controller match 139

protect signature in run mode 41
protect the safety application 129 - 132

safety task signature 131
safety-lock 129
security 130

rack-optimized connections 74
reaction time 114
reaction time limit

CIP Safey 1/0 87
recoverable fault 149

clear 149
replace

configure always enabled 100
configure only... enabled 95
requested packet interval 74, 119
consumed tag 126
consumed tags 117
definition 9
produced tag data 117
safety 1/0 88
reset

ownership 91, 93
reset module 93
restrictions
programming 132
safety tag mapping 127
software 132
when safety-locked 129
routine

in project 105
RPI

See requested packet interval
RSLinx Classic software
set IP address 20
version 15
RSLogix 5000 software
restrictions 132
run mode protection 131, 132

RunMode bit 147

S

safety network number 46

assignment 46
automatic assignment 47
change controller SNN 48
change I/0 SNN 49

copy 50

copy and paste 50
definition 9

formats 46

manage 46

manual 46

manual assignment 47
paste 50

set 87

time-based 46

view 39

m



172

safety object

attributes 152
safety programs 115

safety projects
features 15
safety routine 115
use standard data 127
safety status
button 131, 146
effect on download 140
programming restrictions 132
safety task signature 131
view 140, 145, 148
safety tab 130, 131, 148
configuration signature 91
connection data 87
generate safety task signature 131
module replacement 94
safety-lock 130
safety-lock controller 130
unlock 130
view safety status 140, 148
safety tags
controller-scoped 118
create 116
description 116
mapping 127 - 128
safety-program-scoped 118
valid data types 117
safety task 114
execution 115
priority T4
watchdog time Tl4
safety task period 88, 114, 119
safety task signature 119
copy 132
delete 132
effect on download 140
effect on upload 140
generate 131
restricted operations 131
restrictions 132
store a project 157
view 146
safety-lock 129
controller 130
effect on download 140
effect on upload 140
icon 129
password 130
SafetyTaskFaultRecord 153
safety-unlock
controller 130
icon 129
scan times
reset 132
scheduled
program 104
SD card 29
load firmware 34
store a project 157
serial number 139
set system value (SSV)

accessibility 152
use 151
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SNN

See safety network number
software
Logix Designer application
AutoFlash 29
restrictions 132
RSLinx Classic
set IP address 20
standard data in a safety routine 127
status flags 148
status indicators 163
store a project 157
system assembly
calculate sggtem power consumption 67 -
validate I/0 modules layout 65
system overhead time slice 111
configure 112
system power consumption
calculate 67 - 69

T

tag
in project 106
tags
alias 117
base 117
class 118
constant value 119
consumed 117, 119
controller-scoped 118
data type 117
external access 116, 119
name 92
overview 116
produced 117, 119
produced/consumed safety data 117, 118
program-scoped 118
safety 1/0 117, 118
scope 118
See also, safety tags
type 117
task
continuous 103
event 103
in project 102
periodic 103
priority 103
terminology 9
time slice 111
time synchronization 44, 142

timeout multiplier 126

unicast 9

connections 119, 124
unlock controller 130

unscheduled
program 104



upload

effect of controller match 139
effect of safety task signature 140
effect of safety-lock 140

process 143

v

validate 170 modules layout 65
view
safety status 140

w

watchdog time 114

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 173



174 Rockwell Automation Publication 1763-UM022D-EN-P - August 2022



Compact GuardLogix 5370 Controllers User Manual

Rockwell Automation Publication 1763-UM022D-EN-P - August 2022 175



Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. |rok.auto/support
Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase
Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature
Product Compatibility and Download Center Download firmware, associated files (such as AOP, EDS, and DTM), and access product

(PCDC) release notes. rok.auto/pede

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our
content, complete the form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental compliance information on its website at rok.auto/pec.

Allen-Bradley, Armor, Compact 1/0, CompactLogix, ControlBus, ControlFLASH, DriveLogix, expanding human possibility, FlexLogix, Flex I/0, Guard 1/0, GuardLogix, Integrated Architecture, Kinetix,
Logix 5000, PanelConnect, PanelView, POINT 1/0, POINT Guard 1/0, PowerFlex, QuickView, RSLinx, RSLogix 5000, RSNetWorx, Rockwell Automation, Rockwell Software, SoftLogix, Stratix, Studio
5000, and Studio 5000 Logix Designer are trademarks of Rockwell Automation, Inc.

DeviceNet, EtherNet/IP, CIP, CIP Safety, and CIP Sync are trademarks of ODVA, Inc.
Trademarks not belonging to Rockwell Automation are property of their respective companies.
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Connect with us. ﬂ m

rockwellautomation.com expanding human possibility”

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, W153204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
ASIA PACIFIC: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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